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1. Business Plan Aspects
1.1 Charter/Scope
The UCA International Users Group (UCAIug) Board of Directors at their Q2 Meeting in July 2012, approved the expansion of the UCAIug Testing Quality Assurance Program to include support for testing for the communication standard for the Green Button (GB) Initiative. The requirements for the GB Standard had been developed by the UCAIug OpenADE Green Button Working Group. These requirements became the basis for the NAESB standard R10008 Energy Service Provider Interface (ESPI), also known as NAESB REQ.21.

The UCAIug will formally establish an ITCA for GB Testing in accordance with the interoperability test program recommendations of the USA National Institute of The Standards and Technology (NIST) Smart Grid Interoperability Panel (SGIP) as defined in the Interoperability Process Reference Manual (IPRM). 

1.2 ITCA Management
The UCA International Users Group (UCAIug) is a not-for-profit consortium of leading utility user and supplier companies dedicated to promoting the integration and interoperability of electric/gas/water utility systems through the use of international standards-based technology. The Users Group is an International Organization that strongly supports open standards and free exchange of information. 

The Users Group does not write standards but does work closely with standards organizations for technology transfer, resolution of issues and assisting users with testing and product implementation. One major focus of the UCAIug Charter is the Testing Quality Assurance Program (QAP). The UCAIug does not directly test products but through agreements with standards bodies and testing laboratories has assisted with preparation of test specifications, procedures, product quality assurance and resolution of problems uncovered in standards. Thru liaison agreements with standards bodies such as the IEC, NIST and NAESB, the UCAIug has taken a major role in ensuring that the standards are correct and meet industry needs.
1.3 Governance/Structure

1.3.1 Legal and Liability: 
Legal
 responsibility and Liability issues have been covered in the UCAIug Testing Quality Assurance Program and related documents. The Testers and Users are responsible to ensure that the products that are installed are suitable for the intended purpose. The UCAIug Testing Quality Program includes steps to make sure there is disclosure to users on what has been tested and what the testing Certificate means. The Testing Quality Assurance Program and the related Test Procedures are intended as an aid to UCAIug  Members to help ensure the development of quality products that are tested in accordance with current best practices as defined by organizations such as ISO and the IEC. 

The contractual agreements presently in place with UCAIug Testers specifically state: “Tester shall make no representation that test reports issued by it constitute the certification of tested products by (UCAIug). Tester may state that it is accredited/recognized by (UCAIug) to perform testing and certification under the Program, including the use of the (UCAIug) logo.”

In addition, the Device Certificate Form contains a phrase on the scope of what is specifically tested and what this may mean with regard to conformance to a standard. The certificate will identify what tests were executed and will also state: “The product has not shown to be non-conforming
 to: (Insert Standard Specification Here). 

The contracts between Testers and suppliers, who have products tested, and Buyers of the devices, must address liability and recovery if products fail or cause damages. 

1.3.2 Policies/Procedures

All policies/procedures to be documented – most of the key written polices/procedures are addressed in later sections of this document
1.3.3 Budget/Financial

The UCAIug Testing QAP is primarily self-funding. There are some funds to manage the top level Testing SubCommittee (which coordinates all UCAIug Testing) and the Testing Web Sites. The UCAIug does assist with GoToMeeting teleconferences and setup of meetings. Much of the technical work to, for example, prepare the device test procedures, has been done by the volunteer technical experts on the standards bodies or by vendors with products or by the testers themselves. The volunteers receive value in marketing and selling their specific products or in collecting the fee for device testing. The testers receive a fee from each vendor with a product under test. The UCAIug does not play a role in monitoring the fees. Competition has kept test fees at a reasonable level.

1.3.4 Resources/Staff
Assuming resources come from existing UCA staff, volunteers, etc.

a. Structure – leadership; meetings; steering committee

1.4 IPR Policy

Is there a UCA IPR policy that can be leveraged? Anything from 61850? Otherwise we can pull together something like SGIP, IEEE, etc. policies….
· Green Button ITCA Program Policies for AB/CB/TLs
The Green Button ITCA program has been developed to be in accordance with the recommendations and requirements documented in the SGIP Implementation Process Reference Manual (IPRM). As such, the program requires that test laboratories and certification bodies in the program be accredited to international standards ISO 17025 and ISO Guide 65, respectively. In addition, accrediting bodies are also subject to selected criteria. This section defines the requirements and policies associated with accreditation bodies, certification bodies and test laboratories.

2.1 Accreditation Body
In order to serve as an Accreditation Body (AB) for the UCAIug Green Button ITCA [GBITCA] Laboratory Recognition Program, an AB shall agree in writing to the following requirements: 

2.1.1 General Requirements:

1) Accreditation body signatory to the International Laboratory Accreditation Cooperation (ILAC) Multilateral Recognition Arrangement (MRA) that covers accreditation of testing laboratories and operates in accordance with ISO/IEC 17011

2) Participate in meetings with GBITCA as necessary as part of continual improvement efforts in the enhanced testing program. 

3) Publish and maintain on the AB’s website an up-to-date directory identifying GBITCA - recognized laboratories including the following information:

4) Date of accreditation

5) Laboratory name, address, 

6) Confirmation that scope includes GBITCA –related Scope.

7) Upon request, provide GBITCA with electronic copies of laboratory accreditation information 

8) Notify GBITCA immediately in writing, and update the AB’s website to document any action that adversely affects the accreditation status of a GBITCA -recognized accredited laboratory.

2.1.2 Conducting Laboratory Assessments:

1)  Assess laboratory operations for compliance with GBITCA Laboratory Recognition Requirements.

2)  Allow GBITCA, at its discretion, to witness any assessments performed for compliance with the requirements of the verification testing program. 

3)  GBITCA agrees to jointly determine with the AB when such witnessing will occur so as not to disrupt the AB’s assessment schedule, and to operate solely as an observer and not participate in any way with the assessment activities of the AB and/or its assessors.

2.2 Certification Body General Requirements
The UCAIug Green Button ITCA recognized certification body for the program shall agree in writing to comply at all times with following requirements:
1) Maintain accreditation to ISO Guide 65,” General Requirements for Bodies Operating Product Certification Systems” by an accredited body (AB) that is an ILAC signatory.
2.3 Test Lab General Requirements:

In order to serve as an UCAIug Green Button ITCA test laboratory for the program, a laboratory shall agree in writing to comply at all times with the following requirements:
1) Maintain accreditation to ISO/IEC 17025, “General requirements for the competence of testing and calibration laboratories,” by an accredited body (AB) that is an ILAC signatory. Noteworthy elements of ISO/IEC 17025 include requirements that laboratories shall:

a) Have a policy that sets out quality objectives, commitments and operational
 procedures;

b) Employ experienced personnel who have the education and training needed to conduct the tests;

c) Have the physical plant facilities and test equipment needed for proper testing;

d) Ensure that measuring equipment is accurate and calibrated and that calibration records are maintained;

e) Maintain a record of all original observations, test data and calculations; and,

f) Maintain arrangements to ensure the freedom of laboratory management and personnel from any undue internal or external commercial, financial or other pressures and influences that may adversely affect the quality of their work.

NOTE: It is ITCA‘s expectation that laboratories will consistently maintain the impartiality of product testing. Demonstration of impartiality, consistent with the requirements of ISO/IEC 17025, shall include but may not be limited to the following: 

g) organization chart showing that the responsibilities, authorities, and inter-relationships of all personnel who manage, perform or verify laboratory results are free from influence that may adversely affect the quality of their work;
h) dates of internal audits, audit findings, and any corrective actions taken;
i) any customer complaints and corrective action taken;
original testing records containing sufficient information for repeatability, including the names of staff who participated;
j) evidence that laboratory employees participate in and regularly pass ethics and compliance audits; and,
k) evidence that mechanisms for reporting and responding to attempts to exert undue influence on test results are in place.
2)  Develop and maintain separate laboratory test procedures for each accredited ITCA test method that detail how testing will be conducted utilizing the laboratory’s test facilities, fixtures, equipment and personnel.

3)  Notify ITCA immediately of any attempt to hide or exert undue influence over test results.

4)  Have recorded in its Scope of Accreditation its specific competence to carry out the test methods as outlined in the ITCA program for which the laboratory intends to test products.2
NOTE: To decrease the burden to laboratories and accreditation bodies, ITCA will not require laboratories to update their Scopes of Accreditation when an ITCA specification is revised. However, ITCA will require that the laboratory ensures its methods remain consistent with the test methods described in the program requirements of the currently effective version of the specification. Further, major changes in test method, for example, when a specification revision calls for a different test method altogether from the preceding specification version, will necessitate a Scope of Accreditation update to reflect the newly required test method.
5)  Allow ITCA or an ITCA -appointed representative, at its discretion, to witness any testing performed for qualification or verification of qualification to the requirements of the ITCA program. ITCA or its appointed representative agrees to operate solely as an observer and not participate in any way with the testing activities of the laboratory.

2.3.1 Inter-laboratory Comparison Testing:
Inter-laboratory comparison testing is intended to assure consistent data and results are generated regardless of which authorized test laboratory performs the certification testing.
1)  Agree to participate in relevant and available inter-laboratory comparison testing (ILC) when ITCA deems it necessary.

2)  Carry out ILC in accordance with normal testing/calibration and reporting procedures, unless otherwise specified in the instructions from the proficiency test provider.

3)  Submit to ITCA upon request:

a)  The results of ILC;

b)  The analysis of those results; and,

c)  Detailed corrective action responses for any outlying or unacceptable results.

2.3.2 Reporting:

1)  Submit to ITCA a digital copy of the accreditation certificate and scope of accreditation. This shall include at a minimum:

a)  Accreditation effective date;

b)  Accreditation expiration date (if applicable); and,

c)  ITCA -relevant accredited test methods.

2)  Authorize the laboratory’s AB to share with ITCA copies of assessment documentation related to ITCA testing, including corrective action plans and deficiency resolutions.

3)  Report to both ITCA and the laboratory’s AB within 30 days of any major changes that affect the laboratories:

a)  Legal, commercial, organizational, or ownership status;

b)  Organization and management, e.g., key managerial staff;

c)  Policies or procedures, where appropriate;

d)  Location;

e)  Personnel, facilities, working environment or other resources, where significant; and,

 f)   Other such matters that may affect the laboratory's capability, scope of recognized activities, or compliance with the ITCA requirements and relevant technical documents.

4)  Forward any questions related to ITCA test methods to ITCA for resolution, and abide by the decisions of ITCA relative to the resolution of those questions.

2 The relevant test procedures are included in the product testing section of each ITCA specification. [Footnote]
· Document Control/References/Modification History

The following procedure is used for the initial release and control of UCA procedures used for the Green Button ITCA operations. 
In general, certification bodies and test laboratories engaged in the Green Button certification process must have document control and retention policies for program related documents that adhere to the applicable ISO standards (i.e. ISO Guide 65 and ISO 17025).
Initial procedures can be written by any personnel at UCA (includes the CBs and TLs participating in the UCA GB program). The procedures will then be reviewed by the designated program management team
 and once approved, placed on the password protected area designated by  UCA. Revisions to existing documents will be reviewed by the Quality Assurance Manager and the Technical Manager and placed on the designated share area.

All official procedures of record will be on the password protected UCA shared area.

The procedures on the shared area are the only controlled copies.  They are maintained by either the Quality Assurance Manager or Technical Manager. They are password write protected. Program personnel may read and print the procedures at any time. Only the Quality Assurance Manager and the Technical Manager shall have the password to modify the procedures maintained on the server.

Printed copies of the procedures are considered to be uncontrolled versions. Staff members must assure they are using the most recent controlled version stored on the server in the execution of their tasks.

The cover page of the procedure shall contain the release and revision history along with a comments field to indicate what has changed in the revised document. If practical, changed text shall be indicated by bars in the margins of the document.

Documents will be reviewed periodically to ensure they are suitable and in compliance with the applicable requirements.
Reports and supporting documentation for certification assessments shall be retained for a minimum of 7
 years. 
Invalid or obsolete documents shall be removed from server.

Any paper copies of obsolete documents shall be marked as such.

· Certification Policies
The execution of the certification assessment is performed through product test and evaluation processes as defined in the certification test plan. Several execution approaches may be taken as determined by certifying entity. These may include evaluation by an independent test laboratory, evaluation using test results generated by the product supplier (in which case observation of selected supplier generated testing may potentially be required), or via product inspection for characteristics not requiring laboratory testing (e.g. product markings, other regulatory approvals such as safety listing, etc.). Depending on the program, a certification assessment may be accomplished by a combination of all or some of the above listed methods. Each certification program may differ in the best practices necessary to assure conformity, however it is imperative that these processes be clearly defined in the certification test plan.

4.1 Product Supplier Lab Testing and Data Review

At the discretion of the ITCA, the program may choose to accept test data from the product supplier’s internal test labs for the purpose of performing the certification assessment. Additional conditions may apply for this option to assure the independence and integrity of the data being evaluated. For example, the program may specify that an independent validation of product supplier generated data be performed via a neutral observer participating in the technical activities at the product supplier site for the purpose of providing an independent verification. This may be a useful approach where the test methodologies specific to the particular certification program requires specialized equipment not typically found at an independent laboratory, or where availability of an independent lab is problematic in achieving a mutually agreeable schedule towards completion.

If a neutral observer participates at a product supplier site, the observer must agree to follow both the safety practices and protection of proprietary information practices specified by the product supplier. The same participation agreement may be required in the event that the product supplier requests the participation of their own staff in testing performed at an independent lab, such as for the purpose of supporting the preparation, set-up or functional evaluation of the product under test. 
4.2 Certification Test Reports

A certification assessment results in the completion of a certification test report. In most cases, the test lab will generate a certification test report directly for the product supplier, although it is also viable for the test lab to report to the certifying body who in turn reports the results back to the product supplier. Typically it is most effective for reporting to be handled between the lab and the product supplier, as most technical interchange required take place between these two parties and this approach helps minimize any delay in resolving technical questions and issues. The certifying body may wish to be kept informed about certification assessments in progress; however such sharing of information is dependent on the needs of the certifying body and needs to be agreed upon with the product supplier.

The certification test report includes, at a minimum, a definitive product description, identification of the certification criteria, and indicates which tests the product passed/failed. Additional information can also be included as required by the certifying body. Additional information may include all the pertinent details of the test procedures used, test equipment and calibration status, raw and/or processed data acquired during the test program, photographs or video of selected testing as appropriate, as well as any program deviations or analyses of data that may be required. Much of this additional information will often be of interest and value to the product supplier, however the need for these details by the certifying body is left to their discretion. It should be noted that highly detailed test results will typically require a greater sensitivity to confidentiality and protection of proprietary information. A best practice is to limit the detailed information only to those in the certification process with a need to know, and any potential public material pertinent to the certification should limit the specifics as appropriate to the program, in accordance with confidentiality agreements with the product supplier.

As an example, a product supplier that has one or more non-conformances identified in the certification analysis (thereby excluding the product from eligibility until changes are made) will likely not want to make the non-conformances publically known. They will likely wish to evaluate and correct the issues, resubmit for assessment, and only share the information publically upon successful completion of the assessment. Additionally, limiting sharing of the detailed data will help to prevent competitors from accessing product performance related data that might allow for comparative analysis (regardless of conformance status), that may lead to breaches in securing confidentiality of product designs and capabilities.

4.3 Recertification

Recertification is different from retesting. Recertification is defined as a follow up certification assessment of a product that has previously undergone a successful assessment to establish certification eligibility. This differs from retesting which is defined as additional testing required during a certification assessment to re-address product changes made to correct non-conformances identified during a certification assessment program.

Recertification can be required for the following reasons:

Product Changes: The certifying body must be notified by the product supplier of all product changes on certified products. These changes will be evaluated by certifying body, possibly in collaboration with a test lab, to determine if the product changes warrant additional assessment activity to assure that the criteria for certification eligibility are still met. 

Periodic Recertification: Certification must be updated on a periodic basis. The period for recertification will be determined by the certifying body and documented in the certification assessment test plans. However, if recertification is triggered based on product changes or criteria changes, a periodic recertification may not be required.

Criteria Changes: Certification criteria will evolve. In appropriate cases, criteria changes will require a new certification. Recertification will be necessary when new criteria supersede existing criteria.

4.4  Retesting

If a product under test is found to be non-conforming with specific criteria, the test lab will assess whether to continue or halt testing, based on engineering judgment and after discussion with the product supplier. If a product fails a test, retesting may be rescheduled after the non-conformance is corrected. Retesting is available based on lab and personnel availability and typically at an additional cost depending on the agreement between the test lab and the product supplier. 

In the event of a non-conformance and with the product supplier’s approval, retesting plans will be determined by test lab. The lab will define the scope of retesting, based on the product changes and the nature of the failed tests. 

4.5 Verification of Continued Conformance to Criteria

The certifying body needs to assure that the integrity of the certification mark is maintained. The certifying body reserves the right, both before and after it authorizes the use of the certification mark, to verify that that the product supplier continues to produce products that conform to the criteria and to verify that the tested samples continue to be representative of the products being produced. 

Assurance of the ability to continue to produce certified product may be accomplished in several ways. At the simplest level, the certifying body may choose to accept the assurances of the product supplier along with their agreement to periodic evaluation for ongoing conformance. An additional level of assurance may be for the product supplier to provide proof of manufacturing quality certification done via independent assessment, through programs such as ISO 9000 and/or TL9000. A certifying body may also choose to incorporate its own manufacturing quality and reliability metrics into the certification assessment phase of the process. The appropriate level of assurance will be dependent on the product and technology being assessed, and should be clearly defined in advance of the start of the certification assessment. Regardless of which approach is used, periodic re-inspection will still be a key component of assuring ongoing conformance. The certifying body may opt to adjust the re-inspection period requirements relative to the stringency of the manufacturing quality and assurance assessment.

4.6 Quality/Reliability Assessment

The product supplier must provide demonstrable means to the certifying body for the processes they rely on to ensure that manufactured products are likely to conform in a similar fashion to the tested sample. The certifying body and/or designated test lab will review these processes to determine whether they appear to confirm that the supplier has the capability to consistently produce conforming products. The review should focus on product affecting issues and it should be clearly understood by all parties that it should not be construed as the certifying body’s approval of the process. 

The certifying body may also elect to conduct this review at the customer’s site. Subsequent certifications may utilize the knowledge from previous assessments (for example, additional products manufactured by the supplier that adhere to the same processes). TL9000 and/or ISO 9000 Registration can assist in assessing the ability of a supplier to continue to produce conforming products and may reduce the level of effort associated with process reviews. A certifying body may choose to accept such third-party registrations as sufficient, not requiring additional evaluations. 

4.7 Verify Sample and Ensure that No Certification Impacting Product Changes Have Occurred

The certifying body may choose to define specific procedures to assure the tested sample continues to be representative of the products being produced. The following procedures are options that the certifying body may choose to implement:

A representative of the certifying body can visit a manufacturing site, sample products from the production line, and review these products against product descriptions provided for the certification assessment. 

The certifying body may choose to spot check continued conformance through periodic, unannounced supplemental testing of all or a subset of the certification assessment tests on the product.

The certifying body can sample products off the shelf to assess continued conformance using either of the aforementioned approaches (product review and/or supplemental tests).

The certifying body may request that the product supplier grant permission to enter manufacturing premises for an unannounced visit and to review product change notices

The certifying body may require a manufacturer to periodically provide data relating to a product or process.

4.8 Use of the Mark

Once the specified verification of continued ability to comply with the certification criteria is satisfied, the certifying body will authorize the product supplier in writing to use, under specified controls, the certification mark.  Mark usage option will be provide to the product suppliers including:

· Use of the mark as a label or logo permanently affixed to the product

· Use of the mark in advertising, promotional material, and in packaging

The specific controls associated with the mark and the product labels may vary based on their intended use. Labels or logos carrying the certification mark should be placed on products such that they are physically and permanently affixed to the products. 

The certifying body will be responsible for providing the product supplier with the required graphical image of the certification mark as needed by product suppliers in the production of any necessary labels or product markings. The product supplier is provided a license to use the certification mark, while the mark itself remains the property of the certifying body. The product supplier may choose to use its license to produce the labels/logos on its own in accordance with all requirements of the license agreement, or to outsource such production to a third party. Where a third party produces the labels/logos on behalf of the product supplier, the third party is bound to follow all licensing requirements agreed to by the product supplier. Failure to use the certification mark in accordance with the requirements specified by the certifying body may result in revocation of the permission to use the certification mark.

All uses of the mark including advertising and promotional material must include the criteria for which the product is certified. Advertisements and promotional material must also meet any guidelines established by the certifying body.

4.9 Inclusion in a Directory

The certifying body is required to maintain a publically available directory of products that have been certified. Products listed in a directory must be very specifically identified to assure accurate representation of the certified product, taking care to distinguish it from other similar product offerings from the same supplier. The directory may be maintained on a website under the control of the certifying body. Access may be public, or password protected if the certifying body should deem the information to be available only to a specified membership granted access to the information. The certifying body should make sure to update the directory regularly, and the time required for additions and updates to the directory should be clearly communicated to product suppliers seeking to include their information upon successful completion of a certification assessment.

4.10 Notification and Assessment of Product Changes

If a product changes after certification has been achieved, the product supplier must provide the certifying body with the product change information prior to the release of any changed product bearing the certification mark. The certifying body will determine if the change requires recertification and which tests (from all to a few tests) need to be performed for recertification. The new product must have a differentiating identifier (such as a different name or model number). If a certification assessment is not performed prior to the new product release, the mark cannot be used on the new product. Failure to have a reassessment performed will result in revocation of the mark.

4.11 Spot Checking

The certifying body reserves the right to spot check a product obtained from the manufacturing site or “off the shelf” for conformance to certification criteria. Spot checking may be performed as a part of certification follow up reviews or when compliance related events occurs. Spot checking usually consists of selected retests as determined by the certifying body. Certification may be revoked if criteria are not met.

4.12 Preparation for Periodic Recertification

Certifications can typically be granted for a fixed period of time, at which point some level of reassessment is required to maintain the certification. The certifying body should designate what the length of the certification period will be within its documented specifications. When that time period is reached, products must be rechecked for conformance. The periodic interval may be different for various product and technology types, and may also consider other factors such as product development cycles. It is expected that periodic recertification may occur infrequently due to the recertification necessary for product changes. However this policy is intended to help assure continued conformance to the certification requirements over the life of the product. If the supplier fails to recertify on time, the certifying body may take action to revoke certification and prohibit the product supplier from using the certification mark.

4.13 Revoking a Certification

Should a recertification, site visit, monitoring effort or spot check determine that a product is no longer conforming to the test criteria, the product supplier must correct the non-conformance immediately or the mark will be revoked.  The  certifying body may also revoke the mark if it is misused, for example in advertising and promotional material, or if the supplier fails to notify the certifying body of product changes; or if a site visit indicates that a test sample is not representative of the certified product.

If the certifying body intends to revoke the certification, it will notify the product supplier in writing. At the certifying body’s discretion, the product supplier may be allowed to resolve the non-conformances within a specific period of time.

If the certification is revoked, the certifying body will advise the product supplier on how to proceed. Depending on the revocation circumstances, the product supplier must:

· Remove the certification mark or reference from advertising, brochures, or other publicity

· Remove certification mark labels on product containing the mark from unsold units

· Provide notification to end-users

All costs of revocation will be borne by the product supplier. 

In addition, if it is the certifying body’s opinion that the public is or may be at risk due to a non-conformance, the certifying body reserves the right to notify the public of any such actual or potential risk.

4.14 Appeal Process

An appeal process is recommended to be established and available for disputes related to test results and revocation of the certification mark. If test results are questioned and the certifying body determines that it or its designated testing laboratory is at fault, the tests will be re-run at the expense of the certifying body and/or the lab.

If the product supplier decides to appeal, the supplier should contact the certifying body to explain the situation. If the appeal cannot be resolved at the working level, the issue can be escalated to the appropriate level for resolution. The certifying body retains the final decision making authority on certification and the issuance and use of the certification mark.

4.15 Monitoring

The certifying body reserves the right to monitor product supplier activities to help assure that the certification mark is being used properly, that the mark is not misrepresented in the industry, and that certified products continue to conform to the criteria of the certification type. Monitoring activities may include site visits, product change assessment, periodic recertification, spot checks, industry interactions and public input.

The certifying body may elect to establish a contact process (number/web input) for public input on information relating to certifications. A record of each call should be maintained and, where appropriate, an inquiry process initiated. The certifying body will notify the supplier of all calls relating to its product. The supplier should resolve pertinent issues with respect to certification. The certifying body reserves the right to notify the public if the public is or may be at risk due to a non-conformance.

· Agreements and Fees

The certifying body must establish appropriate contractual agreements between all parties for the execution of its certification program, as well as providing a clear and documented fee structure associated with the certification process. The nature of the agreements will depend on the overall process chosen by the certification body. An agreement will typically be needed between the certification body and the product supplier minimally covering the certification license agreement as well as all necessary provisions to allow the certifying body to assure that tested products meet the certification criteria and remain in compliance for the duration of the certification period.

Where the certification assessment is performed by a third party test lab, several agreements may be needed. The certifying body will need to have some agreement in place with a designated test lab that specifies any conditions necessary to assure that the lab is deemed qualified to perform the testing on behalf of the certifying body. In some cases, product suppliers will contract directly with the test lab for the certification assessment services. However some certifying bodies may elect to have the product supplier deal directly with the certifying body, who in turn makes the logistical and financial arrangements with the test laboratory.

Agreements should include information on confidentiality and ownership of the certification assessment results. Typical agreements between product suppliers and labs will cover these items, however they must be considered by the certifying body for potential inclusion as needed. 
Fees associated with the certification program must also be established and documented. The fee structure must be non-discriminatory, such that all product suppliers interested in pursuing certification pay the same costs for the same services.  There may be cost variations for specific programs where additional product specific services are required and/or requested by the product supplier, however any of these supplemental costs should be consistently applied for any product supplier programs as required.

· Certification Logo Guidelines

This section provides guidelines for use of the certification mark logo. These guidelines represent typical industry practices drawn from a variety of certification programs currently or recently in operation. The certifying body must determine the guidelines that are appropriate for the product and technology types that are representative for its program. However most of the guidelines listed may be applicable. It is also useful for a certifying body to define logo usages that are explicitly not permitted. This will help to minimize any interpretations of certification program guidelines that might otherwise lead to a degradation in the value of the logo to industry and end users. The following list of requirements is suggested for consideration for inclusion by certifying bodies relative to logo usage:

· The product shall have successfully completed and passed all required certification program tests

· The product supplier shall have entered into an agreement with the certifying body for follow up review services that help assure ongoing conformance with the criteria

· The product supplier must agree with the terms of usage for the certification mark through execution of a licensing agreement for use of the mark

· The product supplier applying for use of the mark must be a member of the organization operating the certification program [This practice is sometimes used where a consortia or other industry group operates a certification program on behalf of active participants in the group, and requires membership of the product supplier as a condition of eligibility – this requirement is at the discretion of the certifying body based on its overall program charter].

· The product supplier may authorize a third party to use the mark in the creation of printed material including, but not limited to, product documentation, advertising materials, product packaging materials, or in production of the mark itself when applied as an adhesive material. Any such usage is required to follow the certification mark usage guidelines, and compliance with these guidelines is ultimately the responsibility of the supplier of the certified product. In addition, the product supplier may not assign usage rights and obligations to any third party, without written approval of the certifying body.

· Written documentation referring to the certification mark shall be accompanied by appropriate reference of the mark ownership such as “The XXX Certification Mark is a (trademark, logo, property) of the XXX”

· Certification mark logos should always be used in the electronic version with which they were provided. The configuration, relative aspect, dimensions and proportions shall not be altered from the official version provided.

· In cases where the certification mark is a registered mark, the ® notice shall be used in the specified location.

· When the certification mark is applied, sufficient clearance shall be provided surrounding the mark such that it is visible, legible and not obscured by any other surrounding designations or markings.

· Specification should be provided documenting the minimum permitted size when using the logo

· The certification mark may be used with dark/light backgrounds as needed (dark logo on light background, or light (white) logo on dark background), as needed to assure clear visibility of the mark.

· The logo shall not be combined with or incorporated into other words, phrases or designs.

· The logo shall not be translated into other languages.

· Usage must comply with the graphics usage guidelines provided.

· Certification Test Plans and Processes
The Green Button certification criteria are defined by the ITCA. UCAIug as the operator of the ITCA  industry group developing the certification program (U, or a certifying body designated by the industry group and working under its direction. Most industry certification program criteria are based wholly or in large part from formal standards developed by accredited standards development organizations. This approach helps assure more widespread acceptance of the product certification since it will be seen as an extension of previously agreed upon consensus standards. It is however the decision of the organizers of the certification program as to whether or not supplemental criteria be included as well within the program. In some cases, there will be good reasons to add supplemental criteria such as application specific considerations that go beyond the charter of the original standard, or specialized end user needs based on particular deployment specifications.

The certification criteria should be fully defined in a documented certification test plan. The certification test plans must specify not only technical criteria, but also product sample selection requirements, required test methodologies as appropriate, as well as any specifications on the means of the assessment such as via independent lab testing, product supplier lab testing, inspection, etc. The test plans should be made available to product suppliers interested in pursuing product certification. The certifying body retains the option of making these certification test plans publically available and free of charge, or providing them for a fee that may be incorporated into associated costs of the certification process.

The certification test plans must also take into account that the criteria and associated test methodologies may evolve over time. Consideration should be made as to how future test plan revisions will take place, as well as the larger consideration within the program on allowing for a product to remain conforming to an earlier set of criteria, even if the subsequent sets of criteria have naturally evolved. 

If the certification test plan is revised to meet an issue relating to the public safety, including safety to personnel performing the evaluation, the certifying entity may require immediate recertification and/or public notification. 

In most cases, the certifying entity should be responsible for notifying the product supplier in cases where retesting is mandatory. Criteria changes due to product feature enhancements will be considered to call for a new and different certification.
· Program Guidance/Instruction for Submitters

This section provides guidance to applicants for Green Button certification regarding their responsibilities and the process flow in moving through the certification process.

NEED TO DISCUSS AND FLESH THIS OUT……
Other Material and Notes for Use in Program Documentation
· Need to collaborate with OpenADE on technical aspects
· Adjust P&P based on technical approach

· Write appropriate sections for P&P document (or separate to discuss technical approach)

a. Responsibility for test harnesses, tools, etc.

b. How are test cases, harnesses, etc. handled/maintained over time

c. Test tracking; issue identification; feedback to SSO
d. TSS – OpenADE?; test tool agnostic; consistency across multiple labs; assure repeatability

e. Management of TSS; open process

f. Mandatory vs. optional features – specify

· External relationships
a. Building vendor/utility/customer adoption

b. Engagement with standards development [via OpenADE?] – add some text to P&P to address IPRM recommendation
c. Do we need a GB program F2F meeting – maybe at a future UCA/OpenSG mtg

i. Do we need to promote at a conference/trade show? – Grid Week? DTech?

d. Web presence; acknowledge participating members; establish list of certified products
· Labs

a. Policy – can any lab participate? How is relationship with ITCA formed

i. RFPs? – maybe this is already taken care of via the request for participation

ii. ITCA policy on lab relationship – policy on dropping a lab if not fulfilling requirements over time

b. Is a test tool/harness partner needed?  If so, what’s the arrangement
· Add some more explicit roles and responsibilities as needed
· IPRM recommendation on pre-cert of sub-components; recognition – does this even apply for Green Button? Need to discuss with Marty/OpenADE
· Test Cases/OpenADE discussion items to satisfy IPRM recommendations
a. Validation of test cases, test tools, etc.

b. Test tools must cover all mandatory at a minimum

c. Test case reference list

i. Work with labs to build test plans from test case references

ii. Rev control of test cases

iii. Identify and track anomalies in testing – driving revision

iv. Plug fests; golden units – needed?

· Continuous Improvement

a. Feedback from labs, certifiers, and customers

· CyberSecurity

a. Are CS test cases, requirements, tests needed

b. Are security stress testing, penetration testing, etc needed

· Governance

a. Define whether 1st party, 3rd party, both are allowed

b. Define submittal process to CB

c. Corrective action process for identified interop problems

Other material from Kay and Jack documents
Whether or not to develop a formal ITCA 

2. Whether or not to set up formal membership and sponsorships in a legal structure for the standard 

3. Whether or not to raise funding to contract with a manager 

4. Whether or not to develop all of the artifacts with volunteer labor or raise funding to contract with appropriate vendors 

5. Whether or not to operate a formal 3rd party certification program or use a self-certification program 

6. Whether or not to contract with an independent test lab for certifications (depends on above) 

7. Whether or not to take on the marketing aspects of promoting the standard and certified vendor products 

8. What are the organizational requirements that would be needed to implement the key decisions 

9. How much funding would be required and how best to pursue it 

From UCA document:
2.1
UCAIug GB Concepts

 An ITCA, as defined in the SGIP IPRM, operates according to a well-defined set of Quality Management System Documents and Forms (Templates and Instructions) for testing quality control. The expanded UCAIug as the GB ITCA would run in accordance with these documents and forms.  As part of the initial phase of setting up the GB ITCA, the new testing quality control documents will be developed, reviewed and refined as necessary. 

The UCAIug will select partners, Accreditation Bodies, Certification Bodies, and Test Laboratories to assist with running the GB product testing and GB Mark Program.

From a management perspective:

· UCAIug will develop requirements and will prepare an ITCA Master Document  for the GB Testing Program and will oversee all related activity in accordance with the SGIP IPRM.

· UCAIug will select partners and will implement formal GB Quality Assurance Procedures for the parties responsible for Accreditation, Certification and actual product Testing. The GB ITCA , under contractual agreements, will become an audited organization (both internal and external).

· UCAIug, in accordance with GB approved policy and procedures, will select approved Test Laboratories to carry out the specific GB Product Tests. 

From an operations and device test perspective:

.

· UCAIug approved Test labs would conduct the device tests and submit results, along with draft certificates, to the UCAIug (or the selected GB CB) and

· As an ITCA: The UCAIug (or the selected GB CB) would make the final pass/fail judgment, and approve the product test results, and would sign and submit the product certificate for posting.

· As an ITCA: The UCAiug (or their selected partners) would carry out quality assurance procedures to ensure compliance of products in the field and will periodically audit GB Tester Labs and the ABs and CBs who direct the lab activities. 

Further background information on the responsibilities and roles of the GB Certification participants may be found in Reference C.

C. Marketing:   Has been carried out by the vendors at our several demonstration and InterOps. Coordination for marketing has been done in parallel with meeting setup and coordination.  

D. The UCAIug Does NOT: Test devices, equipment or services. We do not provide products, integration or consulting services, or in any way compete with our members. We have been established to facilitate the activities of our members and take on roles that complement or supplement the Standards, Accreditation, and Certification bodies who are the recognized authorities.
 3
Recommended Next Steps

First, we need to complete a review of the key concepts (this document) and, in parallel, agree on the scope and tasks of the GB Testing Program.  We will need to form working groups and agree on who will do the technical work and when. 

Possible tasks for the Setup of the GB ITCA:

1. Review and update the GB Test Schedule (Reference A). Prioritize the order of the tasks.

2. Review and update the GB deliverables list (Reference B). Brief definitions of each deliverable should be completed with identification of intended audience and purpose, Owners of the deliverables will be selected along with rules on who has access rights to finished documents. 

3. Complete the Quality Assurance (QA) document set for the GB. Every activity in the GB test program must be documented including agreements with ABs, CBs, Tls, Review the UCAIug current QAP documents (including the Master QAP, 61850 Addendum and Tester Accreditation Procedures) and ensure present requirements are not in conflict new QA GB documents. Ensure that all final IPRM requirements are included and that the QA documents are adequate to meet ISO Guide 67, 65, 17011 and ISO/IEC 17025 requirements. 

4. Setup the criteria and process for selection of the ABs, CBs,and TLs who will carry out the GB ITCA. At this time, following an open process, any interested party is able to participate. We expect this to continue in accordance with UCAIug Charter agreements. However, to become a formal GB ITCA, partners shall be chosen to do the actual work and they will in turn be compensated by the product suppliers.  

5. The GB ITCA is expected to be self-funding (as is done with the other UCAIug QAP Test Programs). Funding comes from the utilities and vendors who have their products and implements tested and who then receive the GB Certificate. 

6. Contract and legal agreements shall be signed with the final selected participants. The agreements will clearly cover areas of responsibility, term periods, conflict resolution, termination process, and indemnification. Payment and fee processing and conditions will be included.

7. A separate  joint EPRI/Utility Industry and UCAIug Project is underway that will provide GB test tools and procedures. A working group of interested parties and possible GB testers should be formed to evaluate the tools and how they may be used. On 26 February, Marty Burns, GB Test Tools Technical Lead, reported the following:  The test plan is complete for Green Button Download My Data and ready for detailed technical evaluation. We have initial components of an integrated test tool that we can expose both in source and live on greenbuttondata.org so that anyone can test their files against the tool. Therefore: We will put out draft test plan and tool for self-evaluation on greenbuttondata.org – the tools and spec are considered beta at this point. 

8. We should consider a two-phase implementation for the GB ITCA, The first phase has started as outlined in the RFP. Any one who is interested may participate, can review documents, assist with defining the GB Program. In the next phase, the UCAIug will formally qualify those partners who form the GB Testing Program, who will carry out the work, test the GB products, and implement on-going quality assessment of the test labs, ensure conformity of results across multiple labs, and verify that field installations are conforming. 

9. We should consider that the implementation phase will be based on special contractual agreements that identify a trial period so participants may withdraw from the program and/or  end the contracts without liability. Any qualified company may be allowed to take part in the implementation phase and we expect to have multiple partners; that adds value to our UCAIug members and will create a healthy market, which will facilitate quality GB product implementations.

In parallel to the above technical path, a Business Plan on the GB ITCA migration should be prepared by a different task force. The Business Plan will cover GB Marketing, commercial justification for the migration, staffing requirements, all costs, budgets, revenue source, handling of legal issues, UCAIug liability and insurance, a GB Product Mark Program, etc. The Business plan should be submitted to  the Executive Committee and the Board for review and approval and will form the basis for the annual UCAIug Budget/Plan. 

3.4
Questions to be Resolved

We will need to make sure that all open questions are resolved and included in the GB Testing final scope and plan: 

1. The UCAIug use of the GB Logo is not yet resolved. Who will own the Logo? Any restrictions on use? Expect some modifications would be included to show on the logo that the given GB products have actually been certificated
.
2. The first draft of the GB Test Procedures and Test Suite has just been released (see above #7). We need to setup a task force to review this, provide feedback and assess how the procedures and tools may be used for the formal GB certification. In particular, the Test Labs will need to assess how useful the tools will be and how they change their cost fees. Need to setup a formal, documented agreement on maintenance of the procedures and tools. Who does what and when? How will the tools maintenance be funded in the future
?

3. How will SGIP enforce the IPRM? Will there be formal approvals of the ITCAs? Is this an on-going process or does this have a finite schedule? International participation? What will be the impact on our GB Test Program
?

4. Need to look into International organizations doing related GB work. Need to setup on-going liaison or working relationship other similar organizations around the world. Prefer an International solution and not one aimed only at the U.S. How will we get buy-in from our International Members
?

5. We need to set a milestone to decide when the initial phase of the GB ITCA project has been completed and all documents, testing procedures, and contract draft documents are sufficient to enter contract agreements for the implementation phase of formal GB Product Certification.

6. There are several utilities and vendors with GB implementations at this time. We need to look into how to market them and ask that they submit to our GB Certification. Why should they care? 

4
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Green Button Program Links:

www.greenbuttondata.org 
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  OpenESPI open source development project 

 www.openespi.org,  https://github.com/energyos/OpenESPI 

�Is it part of the legal entity of UCA? Something different for liability purposes?


�Really want to get rid of the use of this phrase


�Add any material pertinent to describe how the GB ITCA will be funded


�Not essential that these 17025 attributes are called out; but probably OK


�Will need to define who these approvers are (using QA/Tech mgr for now)


�Decide on duration  (7 is just an arbitrary selection)


�May want to work with OpenADE regarding a template or sample report; good to have to assure consistency in reporting


�Use of logo info in document; suggest UCA own the logo; need a license agreement that permits usage of logo for approved products (consider license fee as part of the process)


�Need to start joint calls with OpenADE (or separate team for incorporating the technical aspects to the program)


�SGIP does not enforce; GBITCA submits application and SGTCC reviews; if complete and satisfies criteria, then posted to the SGTCC program list


�OpenADE may have better insight on this





