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Internal quality audits are a necessary part of the quality process. These audits provide an internal evaluation to help assure ongoing compliance to the quality management system and early identification of any necessary corrective actions. The UCA International Users Group testing sub-committee recognizes the value of these internal audits. This document outlines the procedures to be performed for the periodic internal audit.

The UCA testing subcommittee shall perform yearly internal quality audits. This audit verifies continued compliance with the defined quality assurance procedures of UCA. 
The internal audit shall be performed by the UCA quality assurance manager, with the full support of the UCA management team. The quality assurance manager shall document the audit finding in a report provided to UCA management, and will include any identified deficiencies, severity and impact of findings, and responsible parties for corrective actions. Corrective actions should include target completion dates. 

The audits shall include the following elements:

· A Documented Audit Plan - The quality manager will begin planning the audit by reviewing documents (e.g. manuals) that both describe the quality management system and explain how it is attempting to meet quality requirements. 

· The  audit plan should: 

· Define the objectives and scope of the audit.  

· Specify where and when the audit will be carried out.  

· Identify the quality elements that will be audited. 

· Identify the groups and areas that will be audited. 

· List the documents and records that will be studied.  

· List the people who are responsible for quality and 
whose areas and functions will be audited. 

· Explain when meetings will be held with 
auditee's senior management.  

· Clarify who will get the final audit 
report and when it will be ready.

· Performance of the Internal Audit Start – An opening meeting with senior management and any key personnel should be held to: 
· Introduce the audit scope, objectives, and schedule.  
· Explain how the audit will be carried out.  

· Discuss checklists (used to evaluate 
quality management system elements).  

· Discuss forms (used to record 
observations and collect evidence).  

· Performance of Audit/Collection of Evidence
· Interviewing personnel.  

· Reading documents.  

· Reviewing manuals.  

· Studying records. 

· Reading reports. 

· Scanning files. 

· Analyzing data.  

· Observing activities.  

· Examining conditions.  

· Investigate clues. Clues that point to possible 
quality management system nonconformities 
should be thoroughly and completely investigated.  

· Document observations. Auditors must study the 
evidence and document their observations.  

· List nonconformities. Auditors must study their observations
and make a list of key nonconformities. They must ensure
that nonconformities are: 

· Supported by the evidence.  

· Cross-referenced to the standards that are being violated.  

· Draw conclusions. Auditors must draw conclusions about 
how well the quality system is applying its policies and 
achieving its objectives.  

· Closing Meeting
· Discuss results. The quality assurance manager will discuss evidence, 
observations, conclusions, recommendations, and nonconformities with UCA senior managers before they prepare a final audit report. 

· Schedule follow-up audit - Follow-up audits should 
be scheduled in order to verify that corrective 
and preventive actions were taken.
The quality assurance manager shall document the audit finding in a report provided to UCA management, and will include any identified deficiencies, severity and impact of findings, and responsible parties for corrective actions. Corrective actions should include target completion dates.
Annex A and Annex B provide checklists for the internal audit. Where the checklist mentions documentation requirement, the auditor is expected to verify that this documentation is actively maintained (i.e.is current as of the audit date).

Annex A - Internal Audit Procedure Checklist - Guide 65

	Requirement
	Compliance
	Reference
	Comments

[Reserved for Assessor]

	
	Y
	N
	NA
	
	

	General

	Date of most recent internal audit
	
	
	
	
	Issue date: ________________
Valid-thru date: _____________

	Date of most recent external audit
	
	
	
	
	Issue date: ________________
Valid-thru date: _____________

	4.1 Certification body – General provisions

	Non-discriminatory policy is up-to-date
	
	
	
	
	

	Product evaluation criteria matched the standard (specific exceptions are allowed)
	
	
	
	
	

	Criteria deviations (exceptions) are clear
	
	
	
	
	

	CB activities do not overlap other activities
	
	
	
	
	(for example, consulting act.)

	4.2 Certification body – Organization

	CB is impartial
	
	
	
	
	

	Clearly identified overall manager/department
	
	
	
	
	

	Documented legal identify of CB
	
	
	
	
	

	Documented structure to safeguard impartiality
	
	
	
	
	

	Certifier is different person than evaluator
	
	
	
	
	

	Insured for CB liability
	
	
	
	
	

	Financial stability to operate CB
	
	
	
	
	

	Employ trained personnel
	
	
	
	
	

	Procedure to separate CB activities from others
	
	
	
	
	

	Freedom from certification process pressures
	
	
	
	
	

	Formal rules to form any certification committees
	
	
	
	
	

	Adequate dispute resolution process 
	
	
	
	
	

	4.3 Certification body – Operations

	Written staff competency requirements
	
	
	
	
	

	4.4 Certification body – Subcontracting

	Subcontractor confidentiality agreements
	
	
	
	
	

	Subcontractor dispute resolution policy
	
	
	
	
	

	Subcontractor competence policy
	
	
	
	
	

	4.5 Certification body – Quality system

	CB Quality system understood by everyone
	
	
	
	
	

	CB Quality system continuous maintained
	
	
	
	
	

	CB Quality system has improvement provisions
	
	
	
	
	

	All quality manual/procedures are documented
	
	
	
	
	

	4.6 Certification body – Certification activities

	Clear procedures for granting certification
	
	
	
	
	

	Clear procedures for maintaining certification
	
	
	
	
	

	Clear procedures for withdrawing certification
	
	
	
	
	

	4.7 Certification body – Internal audits and management reviews

	Staff notification of Internal Audit outcome
	
	
	
	
	

	Internal Audit  corrective action undertaken
	
	
	
	
	

	Internal Audit results are documented
	
	
	
	
	

	Periodic management reviews of Quality system
	
	
	
	
	

	4.8 Certification body – Documentation (publically available)

	CB Authority statement (example, via IAF)
	
	
	
	
	

	Procedures for product/service certification
	
	
	
	
	

	Evaluation procedures
	
	
	
	
	

	Certification fee structures
	
	
	
	
	

	Statement of (non-fee) financial support 
	
	
	
	
	

	Policy on CB logo/certification reference
	
	
	
	
	

	Dispute resolution procedure
	
	
	
	
	

	Certified product list
	
	
	
	
	

	4.8 Certification body – Documentation procedures

	Document control procedure exists
	
	
	
	
	

	Listing of all documents with status is maintained
	
	
	
	
	

	CB personnel have access to all documents
	
	
	
	
	

	4.9 Certification body – Records

	Certification application forms maintained
	
	
	
	
	

	Evaluation reports  maintained
	
	
	
	
	

	Surveillance activity reports maintained
	
	
	
	
	

	Certification decision document maintained
	
	
	
	
	

	Records integrity/repudiation process
	
	
	
	
	

	Records confidentiality process/procedure
	
	
	
	
	

	Retention policy covers one full cert. cycle
	
	
	
	
	

	4.10 Certification body – Confidentiality

	Policy to safeguard confidential records
	
	
	
	
	

	Policy to release information as required by law
	
	
	
	
	

	5.1 Certification body personnel – General

	Personnel competent for their function
	
	
	
	
	

	Clearly documented personnel duties are current
	
	
	
	
	

	5.2 Certification body personnel – Qualification Criteria(note:CB personnel/contractors are treated separately)

	Personnel qualifications are defined
	
	
	
	
	

	Signed confidentialy/integrity statement for each
	
	
	
	
	

	Signed independence statement for each person
	
	
	
	
	

	Conf/integ/indep policy for contracted personnel
	
	
	
	
	

	Personnel records incl. performance appraisals
	
	
	
	
	

	6 Changes in the certification requirement

	Policy for adequate notice of CB changes
	
	
	
	
	

	Allows stakeholder input on CB policy changes
	
	x
	
	
	

	7 Appeals, complaints and dispute Resolution

	Appeal, complaint, dispute resolution policies
	
	
	
	
	

	Appeal records maintained
	
	
	
	
	

	Complaint records maintained
	
	
	
	
	

	Dispute records maintained
	
	
	
	
	

	Resolution documents maintained
	
	
	
	
	

	8 Application for Certification 

	Documented certification application req’ments
	
	
	
	
	

	Applicant Compliance document
	
	x
	
	
	

	Common vendor application form exists
	
	x
	
	
	

	12 Decision on certification

	Process to extend existing certificates
	
	
	x
	
	

	13 Surveillance

	Documented surveillance process
	
	
	
	
	

	Process to mandate product change notifications 
	
	
	
	
	

	Surveillance activity documentation
	
	
	
	
	

	Process to re-evaluate certified products
	
	
	
	
	

	13 Logo

	Procedure to logo use by certified vendors 
	
	
	
	
	


Annex B - Internal Audit Procedure Checklist - Additional Category “I” ITCA Requirements

	Requirement
	Compliance
	Reference
	Comments

[Reserved for Assessor]

	
	Y
	N
	NA
	
	

	6.1 Testing scope and administration

	Validated test harness
	
	
	x
	
	Tech-40 “…where appropriate”

	7.1 Testing Process Management

	ITCA-sponsored pre-testing events
	
	
	?
	
	

	7.3 Products and product systems

	Sub-system testing program 
	
	
	x
	
	

	Product evaluation criteria matched the standard (specific exceptions are allowed)
	
	
	
	
	

	Criteria deviations (exceptions) are clear
	
	
	
	
	

	CB activities do not overlap other activities
	
	
	
	
	

	8.0 ITCA Roles and requirements – General

	Provides governance for CBs and laboratories
	
	
	
	
	

	Provides coordination for CBs and laboratories
	
	
	
	
	

	Provides governance for CB and laboratories
	
	
	
	
	

	8.2 Governance

	Performs surveillance to verify interoperability
	
	
	
	
	

	Resolution process for interop complaints
	
	
	
	
	

	Effective feedback to standards bodies
	
	
	
	
	

	Maintained certified product list
	
	
	
	
	

	Maintained test case reference list
	
	
	
	
	

	Verifies CB accreditation
	
	
	
	
	

	Verifies test laboratory accreditation
	
	
	
	
	

	8.3 Laboratory qualification

	Written lab selection/retention requirements
	
	
	
	
	

	8.4 Technical design (processes and procedures)

	Clear definition of mand/optional test req.
	
	
	
	
	

	Mandate vendor declaration of optional features
	
	
	?
	
	See note at end of this annex

	Interop tests exist for optional features
	
	
	x
	
	

	Separate Compliance folder for each certificate
	
	
	
	
	

	Allowance for sub-component inheritance
	
	
	
	
	See note at end of this annex

	Maintenance of certified sub-components
	
	
	
	
	See above note

	Specific test for sub-component integration
	
	
	
	
	See above two notes

	Explicit re-certification requirements
	
	
	?
	
	

	List of latest version of re-certified products
	
	
	
	
	

	Public PICS templates
	
	
	
	
	

	Documented “test case reference list”
	
	
	
	
	

	Documented test plan(s0 derived from TCRL
	
	?
	
	
	

	Interop profies reference product use cases
	
	
	N
	
	

	Interop shall include major market products
	
	
	N
	
	

	Adequate number of plug-fests scheduled
	
	
	
	
	IPRM optional

	Adequate venues for inter-standard interops
	
	
	
	
	IPRM optional

	ITCA-mandated tools have been validated
	
	
	
	
	

	Named entity as technical lead
	
	
	
	
	Name: __________________

	8.5 Improvements

	Documented periodic lab audit procedures
	
	
	
	
	(verify audits are up-to-date)

	Documented lab qualification checklist
	
	
	
	
	

	Effective stakeholder feedback mechanism
	
	
	
	
	(document counts per year)

	8.6 Cyber security aspects

	Existence of cyber security test program
	
	
	
	
	

	Creation of certificate issuance mechanism
	
	
	
	
	IPRM optional

	Qualification of cyber-sec testing personnel
	
	
	
	
	

	Cyber-sec stress testing-static analysis
	
	
	
	
	

	Cyber-sec stress testing-penetration testing
	
	
	
	
	See note below

	C-S program allows for component testing
	
	
	
	
	See note below


Questions on IPRM requirements:

Tech-2:” The ITCA shall require and enforce that vendors declare the optional features implemented in a product”

Q: What is the purpose of this? If they foolishly hide optional features, then they get no stamp of approval!
Tech-6: “The ITCA shall allow for sub-component (e.g., previously certified hardware modules used in developing final products, previously certified software components with well-defined interfaces and dependencies etc.) inheritance in development of final products. However, it is the ITCAs responsibility to ensure that interoperabil-ity is maintained.”
Q: This makes no sense to mandate. UCA requires ENTIRE box tested as a unit. For example, one vendor claims that they use same protocol source code library for every product and change only the “application driver” for each product. Therefore they claim that individual product testing of each protocol is not needed (they want their entire product line covered by a single specimen test!). Note that the vendor uses unique hardware in each implementation (including different microprocessors)
Sec-6 mandates penetration testing

Q: This is far too open-ended. Do we specify a budget per device for white-hat penetration testing? How much?
Sec10 mandates component-based cyber-sec concepts in the testing program

Q: This is a recipe for security disaster. Only by taking the entire product as a whole can C-S be judged. Example is adoption of TLS for security but no allowance for discovery of any rogue code inside the device which bypasses TLS (or even intentional back doors installed for licensing purposes!)
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