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Executive Summary

The UCA® International Users Group (UCAIug) presently operates a conformance testing program named “UCAIug Quality Assurance Program” (QAP). The goals of this program is to support the creation of inter-operable devices by defining a conformance testing program. This QAP has been highly successful in facilitating the offering of easy-to-integrate devices meeting the IEC 61850 standard.

Recently, the USA National Institute of Standards and Technology (NIST) has collaborated with industry leaders to define methods to bring interoperability to a wide range of Smart Grid devices. This has resulting in the formation of the Smart Grid Interoperabilty Panel (SGIP) Smart Grid Testing and Certification Committee (SGTCC) which created the Interoperability Process Reference Manual (IPRM). This IPRM represents industry consensus on the best approach to operate a conformance, interoperability, and cyber-security certification program.  The IPRM defines an organization known as the Interoperability Testing and Certification Authority (ITCA) which designs and operates the actual testing and certification program. This ITCA is intended to be operated by the user group or consortium promoting specific standards. The term “standard”, in this context means a well-defined set of operating rules developed by standards development organizations, industry consortiums, or other groups.
Many standards have associated user groups which assist in marketing the standard. These user groups often discover that users need some degree of assurance that products created by different vendors will interoperate. UCAIug is no different in this respect. UCAIug operates the QAP to ensure meaningful testing of devices prior to any purchasing decisions. The IPRM furthers this process by creating a program which is inherently trustworthy to users. UCAiug has agreed to become the first testing program which meets all of the requirements of the IPRM. In this manner, UCAIug will lead the industry in the adoption of the IPRM and show the value of the ITCA process. 
Problems with existing Testing Organizations

Users of devices claiming to meet a standard desire to minimize the risk of adopting that standard. In the past, many users have mitigated this risk by creating in-house laboratories where a “sandbox” is created for experimenting with integration solutions. However, this past practice of one-off integration solutions is now identified as a very inefficient process. Users now expect to create functional systems based on components from multiple vendors while requiring a small integration effort (i.e. “plug-and-work” instead of “plug-and-pray”). Competitive pressures on vendors don’t allow them the proper amount of time to anticipate all possible integration and use scenarios but users expect devices to properly function under all credible situations.
Many standards groups claim to have products which meet the requirements of those standards. The groups generally fall into a few different levels:

1. No testing at all (“the standard is so simple that nothing can go wrong”)

2. Only connection oriented tested (“plug together devices and ‘something’ happens”)

3. Detailed testing scenarios for only conformance testing (or only interoperability testing or only security testing) without semantic verification (this is where UCA is now)

4. Detailed testing of all 3 testing types, but without quality assurance program
5. Testing everything with internationally-recognized quality assurance programs (there are none of these)

Problems with the UCA Testing Program

The UCA testing program is imperfect in a number of areas. From a user viewpoint, the testing program should ensure device/system interoperability by providing a fully transparent process for device testing. This process has three major organizational areas:

· The ITCA develops and own the certification program

· The certification body (CB) meets the certification program requirements by approving individual devices (issuing certificates) based upon results from test laboratories

· The test laboratories (TL) perform the tests and present those test result to the CB
There is a parallel between this process and the USA system of government:

· The legislative branch writes the laws (ITCA)

· The courts create a pass/fail verdict based upon evidence presented to them (CB)

· The lawyers construct evidence cases for presentation to the courts (TL)

Each of these processes complements the other. However, individual users groups are responsible for the setup of the overall organization to best match the needs of the user group. In the case of the UCA, it has been decided that UCA will act as the ITCA and CB while leaving the TL to independent organizations.

UCA presently misses the goal of the IPRM in these areas:

· There is no clear management  of the conformance test suite
· There is no defined quality management process for the organization issuing certificates

· Clearly defined laboratory personnel qualifications do not exist

· Test record maintenance is performed in an ad-hoc fashion

· Re-certification requirements of devices is not defined

· Need a formal revision history for each document with defined archival of versions

· Audit checklist for tester does not exist

· Quality system for testers does not mandate technical competence

· UCAIug does not cross-check results from the test lab (for example, are all required conditional tests executed)

· There are no direct tests for interoperability

· There are no tests at all for security
Overview of UCAIug Conversion Process
UCAIug presently maintains a well-accepted conformance testing program, this will not change. The plans for conversion involve the development  of a parallel set of documents detailing the “new” UCAIug as an ITCA. One reason for this is to show other standards-setting-organizations how UCAIug was able to accomplish the conversion (as a template for their conversion).

The overall plan is to create a series of documents describing the UCAIug ITCA program. The documents are organized by name with two types of documents:
· QMS-xxx – Quality Management System documents

· QMF-xxx – Quality management Forms (templates and instructions)

The numeric portion of the document titles have large gaps between them for easy insertion of new documents. The base document is QMS-000 which lists all other documents. The other important document is QMS-001 which is the Quality Manual. Other documents are referenced from those documents.

The UCAIug will operate as both the ITCA (program administrator) as well as the Conformance Body (issuer of certificates). The role of the test laboratories will be to create the test report and draft certificate for submission to UCAIug. These roles differ somewhat from the existing roles:

· Test labs will not produce the final certificate maintained by on UCAIug web site

· Test labs will be required to share the test report with UCAIug

· UCAIug will issue certificates (i.e. there will a UCAIug signature on them)

· Test labs will need ISO 17025 certification (Level A) or meet ISO 17025 requirements (Level B)
· UCAIug will need ISO Guide 65 (soon to become ISO 17065) certification

· UCAIug will need accreditation by some body (ANSI or ILAC) to ITCA requirements

· UCAIug will become an audited organization (both internal and external audits)

Other information added here
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