1.1.1.1 ServiceError

According to IEC 61850-7-2, a ServiceError is defined as:

“The service error code for negative service responses…”

However, within the context of IEC 61850-8-1, there may be multiple possibilities for ACSI negative service responses.  In general, this is caused by the processing of incoming requests by a Manufacturing Message Protocol Machine (MMPM) and then a 61850 Application.  The priority of evaluation for the appropriate ServiceError response shall be the MMPM first and the 61850 application second.

Within the MMPM, a ACSI ServiceError is mapped to multiple types of MMS messages.  In general the responses could be:

· A MMS Reject 

· A MMS ServiceError Response

· A MMS Positive Response

· A MMS Negative Response

The following clauses specify the specifics MMPM responses for 61850 Servers given MMS Requests.   

1.1.1.1.1 MMPM Rejects

From ISO 9506-1:

Support for confirmed services shall be defined as the ability to receive a request indication and execute the service procedure defined for the responder role.

If a confirmed service is supported, a Reject PDU shall not be issued on receipt of that service, except in the case of a protocol error. If a confirmed service is not supported, a Reject PDU shall be issued on receipt of that service request with a reject code of "UNRECOGNIZED SERVICE".

The indication of support for a confirmed service shall be declared in the PICs/PIXIT and in the servicesSupportedCalled BITSTRING of the Initiate-Response PDU. 

If the service is not supported (e.g. the appropriate bit in the servicesSupportedCalled BITSTRING is FALSE) and the MMS Client issues a well formed MMS Confirmed-Request of such a service, the MMPM shall return a Reject:

originalInvokeID:
shall be present

rejectReason:

shall be a reason of confirmed-requestPDU with a value of 
 


unrecognized-service

If a mal-formed PDU is received, the contents of the Reject shall be a local issue.


1.1.1.1.2 MMPM Environmental Services

1.1.1.1.2.1 Initiate

Within the context of IEC 61850, an Initiate-Response- is a MMS ServiceError and can contain the following information: 

· Initiate parameter mismatches for the intended application: In this case the proposed parameterCBB of serviceSupported does not allow the intended IEC 61850 application to operate properly.  In this instance a MMS ServiceError shall be sent indicating an errorClass of Initiate with an appropriate value.

· If the Initiate requestor is restricted from being allowed to establish a MMS Environment due to security privileges, the MMPM shall issue a MMS ServiceError indicating a errorClass= “access” with an errorCode = “object-access-denied”.

Table 1 – Associate ACSI service error mappings
	ACSI service error
	MMS ServiceError
	Comment

	
	Error class
	Error code
	

	
	
	
	

	
	
	
	

	parameter-value-inconsistent
	initiate
	version-incompatible
	

	failed-due-to-communications-constraint
	initiate
	parameter-CBB-insufficient
nesting-level-insufficient
max-services-outstanding-called-insufficient
max-services-outstanding-calling-insufficient
max-services-outstanding-calling-insufficient
	

	access-violation
	access
	object-access-denied
	Result::=Failure


Any other MMS ServiceErrors, pertaining to an Initiate service, shall be mapped to the ACSI service error of failed-due-to-server-constraint
1.1.1.1.2.2 Conclude

Table 2 details the mappings of ACSI to the possible service errors for a MMS Conclude-Request.
Table 2 – Release service error mappings
	ACSI service error
	MMS ServiceError

	
	Error class
	Error code

	instance-in-use
	conclude
	further-communication-required

	failed-due-to-server-constraint
	conclude
	other


No other MMS ServiceErrors are allowed regarding a Conclude-Request.

1.1.1.1.2.3 Abort

No mappings of ACSI service errors are required for the MMS Abort Service.

1.1.1.1.2.4 GetNameList

The MMS GetNameList service does not support a MMS Response- but can return a MMS ServiceError.  The following MMS ServiceErrors are defined for:

· A GetNameList-Request that specifies an objectScope of domainSpecific.  If the requested Domain does not exist, the MMPM shall return a a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-non-existent”.

· A GetNameList-Request that specifies an objectScope=”domainSpecific” and specifies a Domain for which the MMS Client does not have access privileges. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-access-denied”.

· A GetNameList-Request that specifies conflicting objectClass and objectScope specifications (e.g. objectClass=”journal” and objectScope=”aaSpecific”). . In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”service” with an errorCode=”object-constraint-conflict”.

Table 3 details the objectClass and objectScope specification that shall generate such a MMS Confirmed-Error PDU.

Table 3 – GetNameList conflicting IEC 61850 objectClass and objectScope
	ObjectClass
	objectScope

	
	Parameter Values

	domain
	domainSpecific

	journal
	aaSpecific

	domain
	aaSpecific


Table 4 defines the mapping the MMS Confirmed-Error PDU contents to the appropriate ACSI ServiceError.

Table 4 – GetNameList service error mappings
	ACSI service error
	MMS ServiceError
	Comments

	
	Error class
	Error code
	

	instance-not-available
	access
	object-non-existent
	

	access-violation
	access
	object-access-denied
	

	parameter-value-inconsistent
	service
	object-constraint-conflict
	

	failed-due-to-communications-constraint
	Any class
	Any unmapped error codes
	

	instance-not-available
	definition
	object-undefined
	For backward compatibility with Edition 1 of IEC 61850-8-1
 – do we want to keep this?


For other GetNamedList requests that are processed and no matching MMS Objects are located, a GetNamedList-Response+ shall be returned with the listOfIdentifiers being NULL and moreFollows set to FALSE.

If the GetNamedList request specifies objectClass=”domain” with objectScope=”vmdSpecific”, for implementations claiming conformance to IEC 61850, the GetNamedList-Response+ shall not be NULL.

1.1.1.1.3 MMPM NamedVariableList Services

The MMS NamedVariableList objects are used by IEC 61850 as DataSets.  The following clauses define the ACSI ServiceError mappings for DataSets.
1.1.1.1.3.1 Read

A MMS Read service for a NamedVariableList object returns either a Response+ or MMS ServiceError.  This clause details the mappings for the MMS error responses for errors that can occur when the MMPM is performing a MMS Read service on a NamedVariableList object.  This clause and with clause ‎1.1.1.1.4.1 detail the errors that shall be returned.

The following MMPM processing shall occur prior to processing per clause ‎1.1.1.1.4.1.

· A Read-Request of NamedVariableList object that specifies an objectScope=”domainSpecific” and specifies a Domain for which the MMS Client does not have access privileges. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-access-denied”.

· A Read-Request that specifies a NamedVariableList object that does not exist, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-non-existent”.

· A Read-Request that specifies a NamedVariableList object, whose response encoding exceeds the negotiated MMSPdu size, shall return a MMS Confirmed-ErrorPDU with an errorClass= “service” with an errorCode=”pdu-size”.
All other errors/processing shall be per clause ‎1.1.1.1.4.1.

Table 5 – Read of NamedVariableList object error mappings
	ACSI service error
	MMS ServiceError
	Comments

	
	Error class
	Error code
	

	instance-not-available
	access
	object-non-existent
	

	access-violation
	access
	object-access-denied
	

	failed-due-to-communications-constraint
	service
	pdu-size
	

	Note: For other error codes, see clause ‎1.1.1.1.4.1.


1.1.1.1.3.2 Write

A MMS Write service for a NamedVariableList object returns either a Response+ or MMS ServiceError.  This clause details the mappings for the MMS ServiceError responses for errors that can occur when the MMPM is performing a MMS Write service on a NamedVariableList object.  This clause and with clause ‎1.1.1.1.4.2 detail the errors that shall be returned.

The following MMPM processing shall occur prior to processing per clause ‎1.1.1.1.4.2.

· A Write-Request that exceeds the negotiated MMSPdu size shall cause the MMPM to return a Reject with a rejectPDUType=”confirmed-requestPDU” and a rejectCode=”value-out-of-range”.  This shall be mapped to the ACSI ServiceError of failed-due-to-communications-constraint..

· A Write-Request of NamedVariableList object that specifies an objectScope=”domainSpecific” and specifies a Domain for which the MMS Client does not have access privileges. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-access-denied”.

· A Write-Request that specifies a NamedVariableList object does not exist, the MMPM shall return a a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-non-existent”.

All other errors/processing shall be per clause ‎1.1.1.1.4.2.

Table 6 – Write of NamedVariableList object error mappings
	ACSI service error
	MMS ServiceError
	Comments

	
	Error class
	Error code
	

	instance-not-available
	access
	object-non-existent
	

	access-violation
	access
	object-access-denied
	

	ACSI service error
	MMS Reject
	Comments

	
	Reject PDU Type
	Reject Code
	

	failed-due-to-communications-constraint
	Confirmed-requestPDU
	Value-out-of-range
	

	Note: For other error codes, see clause ‎1.1.1.1.4.2.


1.1.1.1.3.3 DefineNamedVariableList

The MMS DefineNamedVariableList service returns either a Response+ or MMS ServiceError.  This clause details the mappings for the MMS ServiceError responses for errors that can occur when the MMPM is performing the DefineNamedVariableList service request:

· A DefineNamedVariableList-Request that specifies an objectScope of domainSpecific.  If the requested Domain does not exist, the MMPM shall return a a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-non-existent”.

· A DefineNamedVariableList-Request that specifies an objectScope=”domainSpecific” and specifies a Domain for which the MMS Client does not have access privileges. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-access-denied”.

· A DefinedNamedVariableList-Request that contains a variableSpecification for which the specification specifies a non-existent object  (e.g. if the MMS NamedVariable does not exist) . In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”definition” with an errorCode=”object-undefined”.

· A DefinedNamedVariableList-Request that contains an variableListName whose ObjectName already exists (e.g. the specific NamedVariableList already exists). In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”definition” with an errorCode=”object-exists”.

· A DefinedNamedVariableList-Request that contains a List of Variables whose number exceeds the maximum allowed. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”resource” with an errorCode=”capability-unavailable”. This shall be mapped to the ACSI ServiceError of failed-due-to-server-constraint.
· A DefinedNamedVariableList-Request that exceeds the negotiated MMSPdu size shall cause the MMPM to return a Reject with a rejectPDUType=”confirmed-requestPDU” and a rejectCode=”value-out-of-range”.  This shall be mapped to the ACSI ServiceError of failed-due-to-communications-constraint.

Table 7 – DefineNamedVariableList service error mappings
	ACSI service error
	MMS ServiceError
	Comments

	
	Error class
	Error code
	

	instance-not-available
	access
	object-non-existent
	

	access-violation
	access
	object-access-denied
	

	instance-in-use
	definition
	object-exists
	

	parameter-value-inconsistent
	definition
	object-undefined
	

	failed-due-to-server-constraint
	resource
	Capability-unavailable

	

	failed-due-to-communications-constraint
	Any class
	Any unmapped error codes
	

	
	
	
	

	ACSI service error
	MMS Reject
	Comments

	
	Reject PDU Type
	Reject Code
	

	failed-due-to-communications-constraint
	Confirmed-requestPDU
	Value-out-of-range
	


1.1.1.1.3.4 GetNamedVariableListAttributes

The MMS GetNamedVariableListAttributes service returns a Response or MMS ServiceError.  This clause details the mappings for the MMS responses regarding errors that can occur when the MMPM is performing the GetNamedVariableListAttributes service request:

· A GetNamedVariableListAttributes-Request that specifies an ObjectName whose objectScope of domainSpecific.  If the specified Domain does not exist, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-non-existent”.

· A GetNamedVariableListAttributes-Request that specifies ObjectName whose objectScope of domainSpecific and specifies a Domain for which the MMS Client does not have access privileges. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-access-denied”.

· A GetNamedVariableListAttributes-Request that causes a Response+ that exceeds the negotiated MMSPdu size shall cause the MMPM to return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU, shall be errorClass=”service” with an errorCode=”pdu-size”.
This shall be mapped to the ACSI ServiceError of failed-due-to-communications-constraint.

Table 8 – GetNamedVariableListAttributes service error mappings
	ACSI service error
	MMS ServiceError
	Comments

	
	Error class
	Error code
	

	instance-not-available
	access
	object-non-existent

	

	access-violation
	access
	object-access-denied
	

	failed-due-to-communications-constraint
	service
	pdu-size
	

	failed-due-to-communications-constraint
	Any class
	Any unmapped error codes
	

	
	

	
	

	
	
	

	
	
	
	

	
	
	
	


1.1.1.1.3.5 DeleteNamedVariableList

The MMS DeleteNamedVariableList service returns a Response+, Error, or MMS ServiceError.  This clause details the mappings for the MMS responses regarding errors that can occur when the MMPM is performing the DeleteNamedVariableList service request:

· A DeleteNamedVariableList-Request that specifies an objectScope of domainSpecific and specifies a domainName that is non-existent.  If the requested Domain does not exist, the MMPM shall return a a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-non-existent”.

· A DeleteNamedVariableList-Request that specifies an objectScope of domainSpecific and specifies a domainName for which the client does not have sufficient privilege for the service. The MMPM shall return a a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-access-denied”.

· A DeleteNamedVariableList-Request that specifies an objectScope (e.g. VMD, Domain, or AA-Specific) and none of the listOfVariableListName objects exist.  In this instance the MMPM shall return a Response+ with the numberMatched=0. 

· A DeleteNamedVariableList-Request that attempts to delete one or more NamedVariableLists that do not have the attribute of MMSDeletable=TRUE.  In this instance the MMPM shall return a Response+ with the appropriate numberMatched value and appropriate numberDeleted value. 

· A DeleteNamedVariableList-Request that attempts to delete a NamedVariableList whose MMSDeleteable=TRUE, and the MMPM is unable to delete the object.  In this case the MMPM shall return a Response- with the number of NamedVariableLists that were successfully deleted.

Table 9 – DeleteNamedVariableList service error mappings
	ACSI service error
	MMS ServiceError
	Comments

	
	Error class
	Error code
	

	instance-not-available
	definition
	object-undefined
	

	access-violation
	access
	object-access-denied
	

	failed-due-to-communications-constraint
	Any class
	Any unmapped error codes
	

	ACSI service error
	MMS Response+
	Comments

	
	Parameter
	value
	

	instance-not-available
	numberMatched
	0
	

	
	numberDeleted
	0
	

	failed-due-to-server-constraint
	numberMatched
	non-zero
	

	
	numberDeleted
	Not equal to numberMatched.
	

	ACSI service error
	MMS Response-
	Comments

	
	Parameter
	value
	

	failed-due-to-server-constraint
	numberDeleted
	any value

	

	
	
	
	

	Note:  There are two (2) mappings to failed-due to-server-constraint.  These mappings are due to the service procedures defined in ISO/IEC 9506-1.  The relevant section of the service procedure follows: “If a error occurs in the deletion of any of the specifiedobjects, then a negative response shall be issued with the NumberDeleted parameter indicating the number of objects that were deleted. Failure to delete an object with the MMS Deletable attribute equal to false shall not be deemed an error.”

  


1.1.1.1.4 MMPM NamedVariable Services

1.1.1.1.4.1 Read

The MMS Read service returns a Response+ or MMS ServiceError.  Within a Response+ there is a sequence of AccessResults that indicate the success or failure of the VGET function on the individual VariableSpecifications in the request. 

For the purposes of this section, the errors are specified based upon the appropriate ListOfVariable VariableSpecification or Variable List Name Specified.

The following are the definitions of the possible errors that can be returned:

· A Read-Request that causes a Response that exceeds the negotiated MMSPdu size shall cause the MMPM to return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU, shall be errorClass=”service” with an errorCode=”pdu-size”. This shall be mapped to the ACSI ServiceError of failed-due-to-communications-constraint.

· 
· A Read-Request of a VariableAccessSpecification that specifies an object for which the MMS Client does not have access privileges. In this case, the MMPM shall return a Response-Response+. The MMPM shall return an AccessResult indicating failure within the Read-Response+ indicating dataAccessError=”object-access-denied”.

· A Read-Request of VariableAccessSpecification that specifies an object which the does not exists. The MMPM shall return an AccessResult indicating failure within the Read-Response+ indicating dataAccessError=”=”object-non-existent”.

Table 10 – Read service error mappings
	ACSI service error
	MMS ServiceError
	Comments

	
	Error class
	Error code
	

	failed-due-to-communications-constraint
	service
	pdu-size
	

	failed-due-to-communications-constraint
	Any class
	Any unmapped error codes
	

	ACSI service error
	MMS Response+ 
	Comments

	
	DataAccessError
	

	access-violation
	object-access-denied
	

	instance-not-available
	object-non-existent
	

	failed-due-to-communications-constraint
	Any other DataAccessErrors
	

	
	
	


	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


1.1.1.1.4.2 Write

The MMS Write service returns a Response+ or MMS ServiceError.  Within a Response+ there is a sequence of results that indicate the success or failure of the VPUT function on the individual VariableSpecifications in the request. 

For the purposes of this section, the errors are specified based upon the appropriate ListOfVariable VariableSpecification or Variable List Name Specified.

The following are the definitions of the possible errors that can be returned:

· A Write-Request that exceeds the negotiated MMSPdu size shall cause the MMPM to return a Reject with a rejectPDUType=”pdu-error” and a rejectCode=”invalid-pdu”.  This shall be mapped to the ACSI ServiceError of parameter-value-inconsistent”.

· A Write-Request of VariableAccessSpecification that specifies an object for which the MMS Client does not have access privileges. In this case, the MMPM shall return a Write-Response+. The MMPM shall return a failure within the Write-Response+ indicating dataAccessError=”object-access-denied”.

· A Write-Request of VariableAccessSpecification that specifies an object which the does not exists. In this case, the MMPM shall return a Write-Response+. The MMPM shall return a failure within the Write-Response+ indicating dataAccessError=”object-non-existent”.

· A Write-Request of VariableAccessSpecification that specifies an object which has been reserved by another MMS Client (e.g. a ControlBlock or control structure). In this case, the MMPM shall return a Write-Response+. The MMPM shall return a failure within the Write-Response+ indicating dataAccessError=”temporarily-unavailable”.

· MMS Data Type issues.  There are several issues that are associated with VPUTs of MMS Data and their Data Type Defintions:

· For V-PUTs of fixed size MMS Data Types, where the Data provided does not match the defined size.  The MMPM shall return a failure within the Write-Response+ indicating dataAccessError=”type-inconsistent”.

· For V-PUTs of variable length size MMS Data Types, where the Data provided does exceeds the maximum defined size.  The MMPM shall return a failure within the Write-Response+ indicating dataAccessError=”type-inconsistent”.

· For V-PUTs of variable length size, and extensible, MMS Data Types (e.g. BITSTRINGS), where the Data provided does exceeds the maximum defined size.  The MMPM shall not generate a dataAccessError for this condition.  The IEC 61850 application may not generate a dataAccessError for this situation.

· A V-PUT to an IEC 61850-7-2 ENUMERATION requires processing by the MMPM and the IEC 61850 application.  ENUMERATIONS are mapped to some size of a MMS Integer DataType.  If the V-PUT contains a value that is valid for the MMS DataType, the MMPM shall not generate an error.  However, if the value is beyond the defined set of values allowed for the ENUMERATION, the IEC 61850 application shall return a DataAccessError of type_inconsistent.

Table 11 – Write service error mappings
	ACSI service error
	MMS ServiceError
	Comments

	
	Error class
	Error code
	

	failed-due-to-communications-constraint
	Any class
	Any unmapped error codes
	

	ACSI service error
	MMS Response+ 
	Comments

	
	DataAccessError
	

	access-violation
	object-access-denied
	

	instance-not-available
	object-non-existent
	

	instance-locked-by-other-client
	temporarily-unavailable
	

	type-conflict
	type-inconsistent
	

	failed-due-to-communications-constraint
	Any other DataAccessErrors
	

	ACSI service error
	MMS Reject
	Comments

	
	Reject PDU Type
	Reject Code
	

	parameter-value-inconsistent
	pdu-error
	Invalid-pdu
	

	
	
	
	


1.1.1.1.4.3 GetVariableAccessAttributes

The MMS GetVariableAccessAttributes service returns a Response+ or MMS ServiceError.  This clause details the mappings for the MMS responses regarding errors that can occur when the MMPM is performing the GetVariableAccessAttributes service request:

· A GetVariableAccessAttributes-Request that specifies an ObjectName whose objectScope of domainSpecific.  If the specified Domain does not exist, the MMPM shall return a a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-non-existent”.

· A GetVariableAccessAttributes-Request that specifies ObjectName whose objectScope of domainSpecific and specifies a Domain for which the MMS Client does not have access privileges. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-access-denied”.

· A GetVariableAccessAttributes-Request that causes a Response+ that exceeds the negotiated MMSPdu size shall cause the a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU, shall be errorClass=”service” with an errorCode=”pdu-size”. This shall be mapped to the ACSI ServiceError of failed-due-to-communications-constraint..

Table 12 – GetVariableAccessAttributes service error mappings
	ACSI service error
	MMS ServiceError
	Comments

	
	Error class
	Error code
	

	instance-not-available
	definition
	object-undefined
	

	access-violation
	access
	object-access-denied
	

	failed-due-to-communications-constraint
	service
	pdu-size
	

	
	
	
	

	
	
	

	
	
	
	

	
	
	
	


1.1.1.1.5 MMPM Journal Services

1.1.1.1.5.1 ReadJournal

The MMS ReadJournal service returns a Response+ or MMS ServiceError.  This clause details the mappings for the MMS responses regarding errors that can occur when the MMPM is performing the ReadJournal service request:

· A ReadJournal-Request that specifies a JournalName objectScope of domainSpecific.  If the specified Domain does not exist, the MMPM shall return a a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-non-existent”.

· A JournalRead-Request that specifies JournalName for which the MMS Client does not have access privileges. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-access-denied”.

Table 13 – ServiceError mappings for Log services
	ACSI service error
	MMS ServiceError
	Comments

	
	Error class
	Error code
	

	instance-not-available
	access
	object-non-existent
	

	access-violation
	access
	object-access-denied
	

	failed-due-to-server-constraint
	Any class
	Any unmapped error codes
	


1.1.1.1.6 MMPM File Services

1.1.1.1.6.1 FileDirectory

The MMS FileDirectory service returns a Response+ or MMS ServiceError.  This clause details the mappings for the MMS responses regarding errors that can occur when the MMPM is performing the FileDirectory service request:

· A FileDirectory-Request that specifies a directory that does not exist, the MMPM shall return a a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”file” with an errorCode=”file-non-existent”.

· A FileDirectory-Request that specifies FileDirectory for which the MMS Client does not have access privileges. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with an errorCode=”object-access-denied”.

· A FileDirectory-Request that specifies a FileSpecification that can not be interpreted by the MMPM. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”file” with an errorCode=”filename-syntax-error”.

· 
Table 14 – FileDirectory service error mappings
	ACSI service error
	MMS ServiceError
	Comments

	
	Error class
	Error code
	

	instance-not-available
	file
	file-non-existent
	

	access-violation
	access
	object-access-denied
	

	failed-due-to-communications-constraint
	Any class
	Any unmapped error codes
	

	parameter-value-inappropriate
	file
	filename-syntax-error
	


1.1.1.1.6.2 ObtainFile

The MMS ObtainFile service returns a Response+, Response-, or MMS ServiceError.  This clause details the mappings for the MMS responses regarding errors that can occur when the MMPM is performing the FileDirectory service request:

· An ObtainFile-Request that specifies a sourcefile for which the resulting FileOpen-Request fails, the MMPM shall return a MMS ObtainFileError PDU. The ObtainFileError PDU shall indicate a sourceFile problem.

· An ObtainFile-Request that specifies a destination directory for which the MMS Client does not have access privileges. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”access” with a errorCode=”object-access-denied”.

· An ObtainFile-Request that specifies a FileSpecification that specifies a destinationFile that already exists, MMS ObtainFileError PDU. The ObtainFileError PDU shall indicate a destinationFile problem.

Table 15 – Mappings of ACSI ServiceErrors to ObtainFile Service Errors
	ACSI service error
	MMS ServiceError
	Comments

	
	Error class
	Error code
	

	access-violation
	access
	object-access-denied
	

	failed-due-to-communications-constraint
	Any class
	Any unmapped error codes
	

	ACSI service error
	MMS ObtainFileError
	Comments

	instance-not-available
	source-file
	

	access-not-allowed-in-current-state
	destination-file
	


1.1.1.1.6.3 FileOpen

The MMS FileOpen service returns a Response+ or MMS ServiceError.  This clause details the mappings for the MMS responses regarding errors that can occur when the MMPM is performing the FileOpen service request:

· A FileOpen-Request that specifies a filespecification for which the MMS Client does not have access privileges. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”file” with an errorCode=”file-access-denied”.

· A FileOpen-Request that specifies a filespecification that does not exist. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”file” with an errorCode=”file-non-existent”.

· A FileOpen-Request that specifies a filespecification is not available due to some local locking mechanism. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”file” with an errorCode=”file-busy”.

· A FileOpen-Request that specifies a filespecification is not syntactically correct for the MMPM. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”file” with an errorCode=”filename-syntax-error”.

· A FileOpen-Request that specifies an initialPosition that is not correct for the MMPM. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”file” with a errorCode=”position-invalid”.

Table 16 – Mappings of ACSI ServiceErrors to FileOpen Service Errors
	ACSI ServiceError Value
	MMS ServiceError ObjectClass
	MMS ServiceError

	instance-not-available
	file
	file-non-existent

	Instance-locked-by-other-client
	file
	file-busy

	parameter-value-inappropriate
	file
	filename-syntax-error

	parameter-value-inconsistent
	file
	position-invalid

	access-violation
	file
	file-access-denied

	instance-not-available
	file
	file-non-existent


1.1.1.1.6.4 FileRead

The MMS FileRead service returns a Response+ or MMS ServiceError.  This clause details the mappings for the MMS responses regarding errors that can occur when the MMPM is performing the FileRead service request:

· A FileRead-Request that specifies an invalid FRSM. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”service” with a errorCode=”object-state-conflict”.

Table 17 – Mappings of ACSI ServiceErrors to FileRead Service Errors
	ACSI ServiceError Value
	MMS ServiceError ObjectClass
	MMS ServiceError

	parameter-value-inconsistent
	service
	object-state-conflict


1.1.1.1.6.5 FileClose

The MMS FileClose service returns a Response+ or MMS ServiceError.  This clause details the mappings for the MMS responses regarding errors that can occur when the MMPM is performing the FileClose service request:

· A FileClose-Request that specifies an invalid FRSM. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”service” with a errorCode=”object-state-conflict”.

Table 18 – Mappings of ACSI ServiceErrors to FileClose Service Errors
	ACSI ServiceError Value
	MMS ServiceError ObjectClass
	MMS ServiceError

	parameter-value-inconsistent
	service
	object-state-conflict


1.1.1.1.6.6 FileDelete
The MMS FileDelete service returns a Response+ or MMS ServiceError.  This clause details the mappings for the MMS responses regarding errors that can occur when the MMPM is performing the FileDelete service request:

· A FileDelete-Request that specifies a filespecification for which the MMS Client does not have access privileges. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”file” with a errorCode=”file-access-denied”.

· A FileDelete-Request that specifies a filespecification that does not exist. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”file” with a errorCode=”file-non-existent”.

· A FileDelete-Request that specifies a filespecification is not available due to some local locking mechanism. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”file” with a errorCode=”file-busy”.

· A FileDelete-Request that specifies a filespecification is not syntactically correct for the MMPM. In this case, the MMPM shall return a MMS Confirmed-Error PDU. The ServiceError, within the Confirmed-ErrorPDU shall be errorClass=”file” with a errorCode=”filename-syntax-error”.

Table 19 – Mappings of ACSI ServiceErrors to FileDelete Service Errors

	ACSI ServiceError Value
	MMS ServiceError ObjectClass
	MMS ServiceError

	instance-not-available
	file
	file-non-existent

	Instance-locked-by-other-client
	file
	file-busy

	parameter-value-inappropriate
	file
	filename-syntax-error

	access-violation
	file
	file-access-denied

	instance-not-available
	file
	file-non-existent


may want to remove this mapping.�


�Need to check this for backward compatibility with test cases.


�In 9506-1 the definition is: This error code is returned when the object is non-existent for a ServiceError of “access”.  In Ed.1,  the serviceError is definition/objectUndefined.  In 9506-1 this is defined as: This error code is returned when the object with the desired name does not exist.  I believe that we need to be consistent and use object-non-existent throughout.  However, this will create issues with the ED.1 test cases.


�9506-1 specifies that: “If a error occurs in the deletion of any of the specifiedobjects, then a negative response shall be issued with the NumberDeleted parameter indicating the number of objects that were deleted. Failure to delete an object with the MMS Deletable attribute equal to false shall not be deemed an error”.  ACSI offers no unambiguous mapping for this case.  I have replicated this text in a note so that there will not be confusion.


�This is not possible for a read…as specified in Ed.1 should remove.


�Richard had commented that SrvN2 expects a ServiceError of access/object-value-invalid.  9506 specifies that this should be a DataAccessError within the Response+ and not a ServiceError.





