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Executive Summary

The UCA® International Users Group (UCAIug) defines testing policies applied to accredited test laboratories (testers), which perform conformance
 testing on behalf of their client (vendors).

The UCAIug Quality Assurance Plan defines annual audits for all UCAIug accredited test laboratories. Level A test laboratories require an on-site audit while Level B test laboratory audits can be performed entirely off-site. The purpose of an audit is to assure the competence of the laboratory to perform testing according to the UCAIug requirements. Since Level A test laboratories are required to be certified under either ISO 9001 or ISO 17025, a detailed audit of those quality procedures does not need to be performed by UCAIug personnel to validate the quality system itself. If quality procedures are checked this is done only to verify the overall quality of the processes in accordance with the accreditation procedures of the UCAIug.

Full cooperation with the UCAIug audit and accreditation procedures is expected from the test laboratory.

The result of a successful audit is required for the continuing accreditation of the laboratory. Failure to comply with any of the procedures within the audit and accreditation procedures document may result in  revocation of the privilege to perform UCAIug accredited testing and issue test certificates.

The intended audiences for this document are the test laboratories and (indirectly) the clients of those laboratories, whose results may become part of the audit. Note that the results of an audit cannot be used to revoke a tested certificate, but only to prohibit a tester from issuing future certificates and operate as a UCAIug accredited laboratory.
Annual audit procedures are performed only for UCAIug accredited test laboratories. Which have performed at least one test since the previous annual audit. Failure of a UCAIug accredited test laboratories to perform testing for two (2) years in a row will result in revocation of revocation of UCAIug accreditation
.

Overview of the Annual Audit Process

The UCAIug Accreditation and Recognition Procedure [1] mandates periodic test laboratory audits. These audits may take place as often as necessary but at least once per year (but no more often than once per nine (9) months) regardless of the number of testing procedures accredited to the test laboratory. The UCAIug Quality Assurance Program [2] declares different audits depending upon the tester approval class:

· Level A: on-site audit

· Level B: remote audit

Both audits require the submission of test laboratory documents to demonstrate continued competency to perform testing according to the defined UCAIug testing process and associated procedures. In addition, Level A test laboratories must submit to an on-site examination of their quality procedures.


The UCAIug auditor will provide a report to the test laboratory detailing deficiencies requiring correction with mandated correction dates and also providing informal recommendations for improvement. The UCAIug auditor and the test laboratory have to agree on the contents of the report and sign it
. The test laboratory will provide evidence of correction to the UCAIug in a timely fashion as stipulated in the audit report. Failure to provide the mandated corrections will result in revocation of the UCAIug accreditation of the tester. Test laboratories may appeal specific auditor recommendations to the UCAIug, but any results of this appeal will be final.

The audit process will closely mirror the initial accreditation procedures [4].

Common Procedures for Level A/Level B Audits

Accredited test laboratories may be audited once (1) per calendar year. The UCAIug will notify the test laboratory of the intent to audit and request all records of up to two (2) tests performed since the previous audit. The test laboratory must respond within thirty (30) calendar days with the required information.

Copies of all of the following information will be requested:

Overall test laboratory documents:

· Copy of current ISO 9001 and/or ISO 17025 certificates (Level A  and if declared on original test qualification forms)

· All quality assurance documents relevant to UCAIug 61850 testing

· List of all test personnel associated with UCAIug testing and their competencies

For each of the test records:

· Copy of the Conformance Certificate on file

· Full test report

· Test issues log (including failed conformance test results)

· Log of client-identified interoperability issues

· Network trace files in TCP-dump format

· ICD, PICS, MICS, PIXIT, and TICS file for that test

· At least one SCD
 file used during the test

After evaluation of the provided documentation and information, the UCAIug will respond to the laboratory within thirty (30) calendar days with either a notification of satisfaction or a written document of deficiencies requiring correction. The test laboratory is required to demonstrate corrections to deficiencies within twenty-one (21) calendar days of such deficiency notification.

Additional Level A Audits Procedures

Level A test laboratories require an on-site audit. For Level A test laboratories, the letter of intent to audit will be accompanied by a request to schedule an on-site audit. The on-site audit will take place on a mutually agreed upon date between four (4) and eight (8) weeks after this notification. The on-site audit is expected to last up to three (3) calendar days. An agenda for the audit will be provided by the UCAIug auditor not less than seven (7) calendar days prior to arrival for the audit.

The audit process will consist of (at least) the following items:

· Verification that supplied documents match the documents on site

· Interviews with test laboratory personnel to ascertain 61850 testing competency and to validate compliance with the certified quality processes

· Observation of part of a (auditor-specified) portion of a 61850 test

· Inspection of test logs
 of all 61850 tests

· Verification that the Level A tester has procedures in place to retain their independent third-party lab status in accordance with ISO 9001 and/or ISO 17025 as documented on Page 6 of the Accreditation and Recognition Procedure [1]

The UCAIug auditor will document any deficiencies found during either the off-site or on-site portion of the audit within thirty (30) calendar days and present a report to the testing organization. If possible, during the audit, the tester may provide supplemental information that, to the satisfaction of the auditor, demonstrates correction of the noted deficiency. In that case, the correction shall be documentd in the final report. The laboratory is required to demonstrate corrections to deficiencies within twenty-one (21) calendar days of such deficiency notification.


The agenda for the on-site audit will include (at least) the following items:

· Overall schedule for the test

· List of testing personnel to be interviewed during the audit
· Specific portion of the test to witness

· Expected on-site times (generally 09:00 until 16:00 local time)

The tester is required to provide sufficient information to the auditor to allow a detailed audit to take place and:

· Provide access to a work area near the testing facilities

· Provide work break facilities

· Provide access to the Internet for the auditor
UCAIug Responsibilities

The UCAIug will keep all materials from audits under strict confidence. All materials retrieved from the test laboratory during an on-site audit will be subject to verification by test laboratory personnel. Only mutually agreed-upon documents will be taken.

Expected Outcome of the Audits

The audit is expected to demonstrate that the test laboratory follows all procedures defined in the Accreditation Procedure, the Quality Action Plan, the Quality Action Plan 61850 Addendum[3] and is competent to perform a technical evaluation of a 61850 system. Additionally, the test laboratory should demonstrate that their clients are informed of the vendor requirements detailed in the Quality Assurance program.

Notification of Audit Procedure Modifications

Test laboratories will be notified of any changes to the annual audit procedures at least six (6) months prior to an audit which will incorporate the updated procedures.
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The following references were current as of the publication date of this document.
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http://www.ucaiug.org/org/TechnicalO/Testing/UCAIug%20Testing%20Quality%20Assurance%20Program/Current%20IEC%2061850%20Testing%20Procedures/AccreditationProcedureV1.1.doc
[2] UCAIug Quality Assurance Program http://www.ucaiug.org/org/TechnicalO/Testing/UCAIug%20Testing%20Quality%20Assurance%20Program/Current%20IEC%2061850%20Testing%20Procedures/8Mar2007QAPVer2_6.doc
[3] UCAIug Quality Assurance Program 61850 Addendum
http://www.ucaiug.org/org/TechnicalO/Testing/UCAIug%20Testing%20Quality%20Assurance%20Program/Current%20IEC%2061850%20Testing%20Procedures/2008_July_15_QAP_IEC61850_Addendum_V1_3.pdf
[4] Initial Audit procedures

http://www.ucaiug.org/org/TechnicalO/Testing/UCAIug%20Testing%20Quality%20Assurance%20Program/HowToAuditTestersv1p0.pdf 

�Not only conformance, as well performance (GOOSE), ect.


“, which perform testing  in accordance to UCA testing  procedures on behalf of…”


�Not fully true! The main differntiator  between Level A & B is to be independent or ot. There are as well Level B Test laps that are ISO9001 certified.


�Added to address question: what if test lab performs no tests since last audit


�What about recognized test centers???


�I would suggest a audit period of at least 2 years instead of one year. The procedures are not changing so much in that period and we have also to keep the cost an involvement of personal in mind.


�If we instituted this policy, then we would need to write entire report on-site. That could take a lot of time. Why cannot  auditor write report in the 30 days already specified?


If a deficiency means fixing software bugs or other wotk that normally takes longer than 15 days, we should allow more time. So I would say, by default: 15 days and if that is not possible, agree upon a longer period (in writing).





Bruce: “demonstration of corrections” could be “we have noted the issue and will fix it”. For example, if we find that there is no version control system for ICD files we would not expect them to purchase, install, test, and then place all ICD files within version control in 15 days. We would only expect them to say “we will fix that”. Similarly, if a software bug is found, they only need to identify it. All this corrective action policy should be in their ISO 9001 system.


This is vague on purpose. Some testers might not allow foreign PC onto their networks but still have PC’s available to their employees for Internet access. Of course, best result would be to allow the audtor’s laptop to be used with the Internet, but I think it is wrong to require support for VPNs, etc.





�I do not understand why we distinguish for the audit between Level A and Level B test centers. On the end we want to have certificates with same quality level to have a good base for interoperability, doesn’t matter if  an certificate is posted by a Level A or B test center. 


I would suggest a on site visit for both.


�During the review process, it was recommended that this be changed to SCD or CID file, but 61850-6 only recognizes SCD as the valid input to a device or device tool. One consideration is that some devices which directly configure from SCL files cannot store lengthy SCD files but instad but use a more compact (CID) version. In this case, I think that tster should “cheat” and rename the CID file to SCD and submit that SCD file.


�I do not understand why we distinguish for the audit between Level A and Level B test centers. On the end we want to have certificates with same quality level to have a good base for interoperability, doesn’t matter if  an certificate is posted by a Level A or B test center.  I would suggest a on site visit for both.


�This is required to confirm that test logs are being maintained


�Bruce: “demonstration of corrections” could be “we have noted the issue and will fix it”. For example, if we find that there is no version control system for ICD files we would not expect them to purchase, install, test, and then place all ICD files within version control in 15 days. We would only expect them to say “we will fix that”. Similarly, if a software bug is found, they only need to identify it. All this corrective action policy should be in their ISO 9001 system.


This is vague on purpose. Some testers might not allow foreign PC onto their networks but still have PC’s available to their employees for Internet access. Of course, best result would be to allow the audtor’s laptop to be used with the Internet, but I think it is wrong to require support for VPNs, etc.





�I would change the wording:


“…is required to response to the finel report within 30 calender days.”


�Perhaps not always possible.
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