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REFERENCES

a) UCA® International Users Group Charter Revision 3.1, Users Group Secretary, 5 October 2005 

b) UCA® Test Plan, called the “Technical Test Plan”, (prepared by KCA, Tamarack, EPRI, SISCO and the UCA® International Users Group), Revision 0.7, May 2, 2001

c) IEC 61850 Part 10 – Conformance Testing for Substation Communications

d) Accreditation and Recognition Procedure for IEC 61850 Device Testing/ Revision 1.0 (Update Pending)

e) Conformance test report of the IEC 61850 communication interface/ Device Test Procedures/ Revision 1.1 (Update Pending)
f) IEC 61850 Part 2 – Glossary

g) IEC 61968: System Interfaces for Distribution Management 

h) IEC 61970: Energy Management System Application Program Interface (EMS-API)

i) Accreditation and Recognition Procedure for Testers for IEC 61968 and IEC 61970 (Future Document)

j) Interoperability Test Procedures for CIM/ IEC 61968 and IEC 61970 (Future Document)

k) UCA International Users Group Testing Quality Assurance Program Addendums for IEC 61850, IEC 61968 and IEC 61970 Versions 2.0 (In Preparation)

Documents, except the IEC standards, are available for download from the UCA® International Users Group Web site, www.ucainternational.org, in the Forum Area Testing. References from Part 10 on Testing of IEC 61850 shall be considered included in this QAP document. 
1 Scope

One of the primary activities of the UCA® International Users Group is to support the testing for devices, applications, and systems developed in conformance with International Standards including, but not limited to IEC 61850, 61968, and 61970. The establishment of a Quality Assurance Program (QAP) for Product Testing and Test System Accreditation and Recognition provides a major benefit to the members and is expected to save time and money for participants.

This Quality Assurance Program (QAP) is based on the following important concepts:

a) Feedback is essential to the process to keep all informed, to make sure standards are correct and well understood, and to quickly resolve problems uncovered during testing

b) The process is decentralized
. This means that all activities relating to the testing of products are performed individually by parties that may be other than the UCA® International Users Group. The UCA® International Users Group however plays a major role in coordinating and managing information dissemination

c) The process provides value for all who participate, and a strategy to bring all stakeholders together (users, vendors, testers, consultants).

Through procedures, guidelines and requirements this Quality Assurance Program covers the requirements and high-level activities for Product Testing and Test System Accreditation and Recognition. This allows for the continuous improvement of test centers, test systems and the international standards.

The detailed procedures for testing, and accrediting and recognizing test systems and test centers are given in separate documents.

The Quality Assurance Program applies to products based on the IEC standards defined under Normative References. For IEC 61850, these products include devices and not applications or systems.  For IEC 61850, Unit, Integration, Applications testing is a vendor/user activity that is part of an overall procurement, installation and deployment process. For IEC 61968 and IEC 61970, these products applies to applications, components, and systems.  

This document, the Users Group Quality Assurance Program Document, is the primary document for definition and control of the testing program. Separate addendums to this QAP cover specific details unique to the testing of products meeting the IEC specific standards. For each of the IEC standards identified in the Users Group current charter as under the Users Group purview, separate subcommittees and working groups have been setup to develop, maintain and control the testing procedures and related testing support documents. (See Section 2.4 for the IEC standards and areas of responsibility of the subcommittees and working groups.)

At this time the Quality Assurance Program is structured around the processes for interoperability testing, conformance testing and accreditation and recognition of test facilities and test systems. However, future versions may use the same procedures to cover other testing and quality assurance needs.

1.1 Notes and Assumptions E
The next two sections provide the common ground rules and assumptions that apply to all test steps and test center/system qualification. Included also are the legal disclaimer statements. 

1.2 Scope Statements
1. Conformance and/or interoperability testing will focus on the utility specific services and protocols as defined in several IEC standards. The testing will directly test the application layer protocols and services and will indirectly test the communication profiles over which the application protocols/services are executed.  It will not include certification testing of the ISO/IETF/W3C standard lower layer protocols. A prerequisite for testing and test certification will be that the product supplier can demonstrate that these layers are compliant with at least one of the profiles and the profiles have been verified or tested prior to start of testing.

2. While these procedures will lead to product certification, such certification is not a substitute for FAT and SAT of specific project systems.

3. Apart from the requirements defined in IEC standards these test procedures do not include checks for IEEE SWC and environmental requirements. 

4. Reliability of the product to run without failure may be validated for over a long period of time. Specification of this is up to the users.

5. Testing of network management functionality is not included. However, security functionality, when available as defined as part of IEC standards will be validated.

6. Conformance tests include verification of the correct mappings of IEC services, objects and types to the conveying application layer protocol (e.g. ISO 9506/MMS, Web Services, etc.).

7. Conformance includes validation of data types for data objects.

8. Performance tests should be included to verify that responses to messages and controls are timely under the specified activity levels. It is noted that these types of tests may not be possible except in a controlled test environment such as that specified by these certification procedures. These tests are left up to the user that is going to implement the products.

1.3 Disclaimer Statements

“Product Certification”, within the scope of this document, means that a given product has passed the tests given in the UCA® International Users Group approved Conformance test report of the IEC  communication interface. While every reasonable effort will be made to develop complete procedures, there is no absolute guarantee that a product that has passed the procedure will interoperate with another product or is conformant to specifications. There are several reasons for this:

1) Devices under test will be exercised in a test environment that may not correspond completely with the environment under which the IUT’s will be operated

2) There may be differences in Software, Hardware or data/parameters of the product tested versus the product placed in the field

3) There may be differences in interpretation of the specifications or the options therein that are not brought out by the test

4) Some combination of input conditions and/or anomalies (there are an infinite number of possibilities) may cause communications problems and/or product failure and only a finite number of these can be reasonably tested under the certification process.

It is recommended that product be tested thoroughly in the field after passing the certification test to bring out, as much as is reasonably possible, possible failures that could occur in the final operational environment. Users of the test certification procedures are expected to use their expertise to completely satisfy themselves that the product under test meet their requirements.

Passing the certification test provides reasonable assurance the products meet service and protocol requirements. Anomaly, error inputs, and when required by the user performance and stress tests shall be included as it is easier to cover these in a controlled test environment or under simulation. The procedures will be developed by a group of industry experts under the guidance of the UCA® International Users Group and are intended to serve as an enhancement to users. However, the users must rely on their own skill and judgment in applying the given tests.

2 Background

Background information on the Testing Quality Assurance Program is given in this section. The role of the UCA® International Users Group, based on the Charter, the status of IEC standards and the AEP/Dolan Test Center project
 are covered in the next several subsections.

2.1 UCA® International Users Group Testing Activity Charter

The Charter, see Reference A, defines the activities of the UCA® International Users Group for support of testing. 

The UCA® International Users Group Testing Subcommittee will direct and carry out the testing activities of the UCA® International Users Group. Major activities include development and maintenance of test procedures, accreditation of test systems/centers, management of the Test Quality Assurance Program, and provision of a clearing-house capability for the reporting and correction of test procedure, test system or protocol specification problems. 

The Testing Subcommittee shall follow the consensus rules and voting procedures of the UCA® International Users Group. When necessary, majority vote of the Testing Subcommittee shall be invoked to resolve issues.

The following subsections are taken directly from the UCA® International Users Group Charter Revision 3.1, dated October 5, 2005. Actual subsection numbers from the Charter are shown.


5.7.6 Testing Subcommittee

The Testing Subcommittee is responsible for setting overall direction for Users Group support of testing and for test system/site qualification and vendor product certification activities. Initial efforts will focus on the development of a global testing strategy, coordination with the IEC in completion of IEC 61850 Part 10 (Testing Standards), interoperability testing for IEC 61968 and 61970, guiding the creation of the product test procedures and the ratification of those procedures through Users Group consensus. 

Activities to be performed after creation of the initial test procedures include:

- Maintain the list of certified products

- Maintain the list of qualified test systems/sites

- Issue clarification and updates to the test procedures

             - Assist users and vendors in application of the test procedures

- Act as final authority on the test procedure interpretation 

The Testing Subcommittee will coordinate working groups to perform much of the detailed work. The Test Procedures Working Group (see Section 5.7.7) will be under primary authority of the Testing Subcommittee. Coordination will be maintained through liaison activities with other organizations such as with IEC TC 57 WG 10, 13, 14,who are responsible for the appropriate IEC documents.


5.7.7 Test Procedures Working Group

The Test Procedures Working Group reports to the Testing Subcommittee and is responsible for the completion of Test Procedures for certification of products and qualification of testing systems/ sites. It is the intent of the Users Group to work closely with standards bodies that have primary responsibility for testing (such as TC 57 WG 10, 13,14 developing the test clause, Part 10, of IEC 61850, for Substation Conformance testing) and to turn over the appropriate sections of the Test Procedures for incorporation into standards. However, the UCA® International Users Group is working on all areas of communications for different users where standards bodies may not yet be active or where testing goes beyond the purview of the presently identified standards. 

It is anticipated that the Test Procedures Working Group would be a long term group that first develops test procedures for mature areas of UCA®/ IEC 61850, IEC 61968, IEC 61970 and other standards (such as IEC 60870-6 TASE2.0) expands these areas as future application development is completed, maintains the Test Procedures to correct changes, adds test features and interprets the procedures when issues arise. 

(Editor Note: The IEC TC57 WG 10 is the final authority on IEC 61850 specifications, the IEC TC57 WG 13 is the final authority on IEC 61970 specifications, and the IEC TC57 WG 14 is the final authority on IEC 61968 specifications. The Sections 5.7.6 and 5.7.7 above come directly from the 10/5/05 approved UG Charter, which covered expansion of the Users Group. Any suggested changes to the above must be approved and inserted back into the Charter.) 

2.2 Testing Subcommittee Members and Liaisons

The current QAP document has been developed within the UCA® International Users Group and was a result of:

· Primary QAP coordinators being members of the Testing Subcommittee and the Test Procedures Working Group. These individuals shall work with the appropriate members from the working groups within IEC TC 57 (directly or through liaisons) to ensure alignment of the several UCA® International Users Group documents with the official standards.

· Vendors and consultants working on the Test Facility Projects such as the AEP/Dolan Test Facility Project being the pilot test site for the UCA® International Users Group
, shall cooperate with the members of the UCA® International Users Group to ensure that these are in conformance with UCA® International Users Group guidelines for testing centers.

· Vendors and utilities, and members of the UCA® International Users Group, participate in the QAP to report problems, review documents and assist with the testing program and the resolution of problems.
2.3 Program Deliverables

A summary list of the program deliverables
 is:

1. Quality Assurance Program for Product Testing and Test System Accreditation and Recognition (Defines in detail the proposed program and role of the participants).

2. Updated UCA® International Users Group Charter/Committee assignments/Activity Plans (Basic Charter in Revision 3.1). (No update is expected as the testing activities are well covered.) 

3. IEC 61850 Device Test Procedures (Reference E)

4. IEC 61968 / IEC 61970 Test Procedures (Reference J).

5. Accreditation and Recognition Procedure for IEC 61850 Testers/Test Systems (Reference D)

6. IEC 61968 / IEC 61970 Testing (Reference I).

7. Sample Test Specifications for End Users. (For inclusion in procurement documents of systems that include substation products. Relate to the Test/Quality Assurance Program and the Device Certification process.)

8. Problem Report Forms (For reporting test problems and for recommending their resolution).

9. Product Certificate (For results reporting of successful tests. This is a public document.)

10. Certified Product List and Qualified Test Center List (Maintained by the UCA® International Users Group on the Web site).

11. Maintenance Plan (Relate to UCA® International Users Group Charter and Test Quality Program Document).

12. Source Documents for Recommended Changes to IEC standards. Changes shall be promoted by the UCA® International Users Group Testing Subcommittee through the individuals that are members of IEC TC 57 WG 10, 13 and 14 and other IEC TC 57 working groups as appropriate.

13. Implementation Agreements (Covers industry agreements for handling of options or applying parts of the appropriate IEC standards. Also identifies problems with the Standards and recommends resolution.)

14. Errata for the Standards (For all parts of IEC and other related standards. Would also include memorandums for changes to the standards through the IEC process.) 

15.  Test Results Reports (Detailed report maintained by the test center and owned by the end-user and the product vendor. Not for general publication.)

16.  Problem Summary (Maintained by the Testing Subcommittee and summarizes the status of all testing and specification tracked problems.)

17. License/Royalty Agreements (For possible revenue stream back to the UCA® International Users Group for maintenance of Product Certificates, Lists and problem notifications).

18. Workshop Preceedings
/Proceedings.

19. Papers/Announcements/Marketing Brochures for the Test/ Quality Assurance Program.

2.4 Document Control and Areas of Responsibility

This document, the Users Group Quality Assurance Program Document, is the primary document for definition and control of the testing program. For each of the IEC standards identified in the Users Group current charter as under the Users Group purview, separate subcommittees and working groups have been setup to develop, maintain and control the testing procedures and related testing support documents. The table in section 2.4.1 below gives a summary of the areas of responsibility. (Editors Note: the table reflects the current approved organization chart 1.1.)

2.4.1 UCA International Committees/Subcommittees/Working Groups responsible for Testing

	Subcommittee/Group
	Standards Covered
	Documents
	Coordination/ Liaison

	Testing Subcommittee
	IEC Standards as identified in the current UCA IUG Charter 
	Testing Quality Assurance Program (QAP) Document

	Reports to the Technical Oversight Committee

	IEC 61850 Testing Procedures WG
	IEC 61850
	1) QAP IEC 61850 Addendum

2) Testing Procedures 

3) Tester Accreditation and Recognition

4) IEC 61850 certified product lists

5) Maintains Testing Issues Lists/Resolution

6) IEC 61850 Testing Support Documents/ Guides
	Reports to the Testing Subcommittee. Works closely with the IEC 61850 Tissues Subcommittee for resolution of issues (which includes all members of IEC TC 57/WG 10) 

	CIMTesting Procedures WG
	IEC 61968

IEC 61970
	1) QAP CIM Addendum

2) Testing Procedures 

3) CIM Tester Accreditation and Recognition

4) CIM product lists

5) Maintains Testing Issues Lists/Resolution

6) CIM Testing Support Documents/Guides
	Reports to the Testing Subcommittee. Works closely with the CIM Technical Subcommittee for resolution of technical issues

	OpenAMI/DRTesting Procedures WG
	OpenAMI/DR Specifications
	1) QAP OpenAMI/DR Addendum

2) Testing Procedures 

3) Tester Accreditation and Recognition

4) Product lists

5) Maintains Testing Issues Lists/Resolution

6) OpenAMI/DR Testing Support Documents/Guides
	Reports to the Testing Subcommittee. Works closely with the OpenAMI/DR Technical Subcommittee for the resolution of technical issues

	Tester Accreditation/Recognition Task Force
	IEC Standards under purview
	Tester Approval Document (Identifies qualified tester and specific tests performed)
	Task Force reports to specific Testing Procedures WG’s. Works with the Tech  Oversight Committee and the Executive Committee on tester approval policy


3 Normative References

IEC 61850-10

Part 10 of IEC 61850, for Substation Communications, covers conformance testing requirements (see C). This QAP Document follows the recommendations given in Part 10 for conformance testing of products and includes requirements for detailed testing procedures to cover the Test Cases of Part 10.

The scope statement of Part 10 states:

“This part of IEC 61850 specifies standard techniques for testing of conformance of implementations, as well as specific measurement techniques to be applied when declaring performance parameters. The widespread use of these techniques will enhance the ability of users to purchase systems which integrate easily, operate correctly, and support the applications as intended.” 

IEC 61968: System Interfaces for Distribution Management 

IEC 61970: Energy Management System Application Program Interface (EMS-API)
OpenAMI/DR Standard (In preparation)

4 Terms and Definitions

This section covers the terminology used in this document and the test procedures and any abbreviations or labels used to define system states. 

Accreditation

Qualification of a test lab, being ISO 9000 certified, allowed to issue UCA® level A certificates

ACSI (Abstract Communications Service Interface) 

The ACSI describes the set of services which provides for establishment of connections, exchange of information and related support for communications. (This is the IEC 61850 equivalent of CASM in UCA®.) 

Ambiguity

The base standard always takes precedence. In case of ambiguity between this document, the applicable technical report (TR) and base standards, it is necessary to clarify/amend the base standard.

When testing negative behavior is not described in the base standard, the behavior described in this document and the applicable technical report (TR) shall prevail and be observed. 

The conformance statement produced after testing shall indicate the level of conformance to either the test plan or the base standard.

Dynamic Conformance Requirements

The Dynamic Conformance Requirements define the requirements that arise from the protocol used for a certain implementation. 

Implementation Under Test (IUT) 

The device, product, application, or system that is being conformance tested. Sometimes called the “Device Under Test” (DUT). For 61850 testing, IUT’s are devices.  For 61968 and 61970 testing,  IUT’s are typically components, applications, or systems.

Model Implementation Conformance Statement (MICS) 

The Model Implementation Conformance Statement (MICS) details the standard data object model elements supported by the system or product.

Negative Test

A negative test is run to check proper response to an incorrect input. It is a test to verify the correct response of a product or a system for: IEC 61850/61968/61970 conformant information and services which are not implemented in the product or system under test or on non-IEC 61850/61968/61970 conformant information and services sent to the product or system under test.

Object

An entity with a well-defined boundary and identity that encapsulates state and behavior. State is represented by attributes; behavior is represented by services and state machines. An object is an instance of a class. 

Positive test

A positive test is a test to ensure the correct implementation of the system capabilities as defined by the supplier. A positive test has a described and defined response.

Protocol Implementation Conformance Statement (PICS)

The Protocol Implementation Conformance Statement is a summary of the capabilities of the system to be tested. 

Protocol Implementation eXtra Information for Testing (PIXIT) 

The Protocol Implementation extra Information for Testing document contains system specific information regarding the capabilities of the system to be tested and which are outside the scope of the 61850 standard. The PIXIT shall not be subject to standardization. 

Recognition

Qualification of a test lab, being ISO 9000 compliant, allowed to issue UCA® level B certificates . Not applicable for CIM certificates. 

Self-Test

A given supplier runs tests without third party assistance using the approved test procedures. A certificate may be issued by the supplier stating the test conditions according to the UCA® International Users Group reporting rules. 

State Machine

A behavior that specifies the sequences of states that an object or an interaction goes through during its life in response to services, together with its responses and actions. 

Static Conformance Requirements

The Static Conformance Requirements define the requirements the implementation shall fulfill. 

Technical Issue (TISSUE)

A Technical Issue is an error, oversight or problem in IEC 61850 or the related documents that requires clarification or modification to the standard. Any interested party may enter a Tissue through the process given at the site: tissues.iec61850.com. Pointers to the site, along with the rules and a list of solved issues, are given on the UCA Webpage.

Technical Issues Conformance Statement (TICS)

The Technical Issues Conformance Statement (TICS) details which of the Technical Issues (TISSUES) are supported by the system or product.

5 Quality Management System

5.1 General Requirements
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The quality management system of which the quality assurance program is a part shall support the process of developing, producing, testing, and applying conformed products and systems. This process is given in Figure 1
Figure 1: From standard to successful projects

In this process the IEC TC 57 Working Groups are responsible for the development and maintenance of international standards. These standards are then applied in two ways. Through test cases specific tests are developed for test systems that are then used by test laboratories. At the same time specifications are used to support product development. The developed products are tested at test laboratories to verify their compliance with the respective IEC standard. Finally the tested products are provided to the market place to be used in projects.

During each of the steps from standardization through project application of the standard questions, mistakes or problems can arise that require a different tracking and resolution mechanism. The minimum requirement for tracking and resolution mechanisms is that each mechanism has to be managed in a clear and traceable way. This implies that the key in managing and maintaining an efficient Quality Assurance Program is unambiguous documentation of all relevant information.

During the development, testing and applications of compliant products and systems it is possible that problems arise that require resolution at different levels depending on the nature of the problem. One of the main purposes of the Quality Assurance Program of the UCA® International Users Group is to facilitate the feedback process regarding experiences gained from the application of IEC standards from and to:

· the appropriate standardization organization

· the vendors, manufacturers and system integrators of products and systems

· the developers of test systems

· the test laboratories

· the users
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The relations between the QAP and the involved parties are given in Figure 2

Figure 2: The relation between the QAP and the involved parties

The blue arrows represent the formal and procedural process for the exchange of information between the involved parties as defined in the QAP. The black arrows represent the exchange of information between involved parties outside the scope of the QAP.

5.1.1 Documentation

Traceability of information is a key factor when it comes to the assurance of the quality of the management process. Therefore the requirements for the documentation used in the process are very important.

All documentation distributed within the scope of this Quality Assurance Program shall at least:

- contain a unique identification

- contain the name and affiliation of the addressee

- contain the name and affiliation of the sender

- contain a description of the subject of the documentation

- be written in the English language

5.2 Standards organization

Standards are set up, defined and maintained under the responsibility of the appropriate standardization body. In the case of IEC 61850, IEC 61968 and IEC 61970, this is the technical committee 57 of the International Electrotechnical Commission (IEC TC 57). For the policies regarding IEC standards reference is made to the IEC.

If it becomes necessary to provide input to IEC TC 57 documentation shall be provided to the UCA® International Users Group containing at least the following information:

· detailed description of the findings (issue, problem or question being raised)

· detailed description of the concerning document and section

· detailed description of the application of the related service, product or system

· kind of resolution required including a proposal for resolution

IEC uses standardized comment forms that can be used for this purpose. The template for the comment form can be found in annex A. The filled out comment form shall be submitted to the UCA® International Users Group. The UCA® International Users Group will provide the filled out comment form to the IEC TC 57.

It must be understood that the maintenance and update cycle of international standards is a relatively slow process requiring years to be completed. Therefore, this process shall only be used for long-term fixes.

IEC TC 57 will relay the feedback to the appropriate Working Group. The Working Group will address the feedback provided and will issue comment resolution. This comment resolution can result in:

- an answer to the feedback

- an amendment of the related part(s) of the standard

- a new edition of the related part(s) of the standard

Each of which will be distributed according to the general procedures within IEC.

5.3 Product development

Products and Systems are developed and maintained under responsibility of manufacturers, vendors and system integrators.

5.3.1 Input to vendors, manufacturers and system integrators

If it becomes necessary to provide input to a vendor, manufacturer or system integrator regarding product development, documentation shall be provided to the UCA® International Users Group containing at least the following information:

· detailed description of the issue, problem or question being raised

· detailed description of the application of the related product or system

· kind of resolution required including a proposal for resolution

The UCA® International Users Group will evaluate the submitted documentation. After this evaluation, the appropriate organization(s) will be informed. The informed organization(s) shall address the input provided and will issue a resolution including (if required) a proposed solution to the UCA® International Users Group.

5.3.2 Input from vendors, manufacturers and system integrators

Vendors, manufacturers and system integrators will submit periodic updates to the UCA® International Users Group regarding the status of their products and systems regarding at least:

· list of products with an implementation of IEC specific standards

· list of submitted questions, problems or other issues with regard to IEC compliant products and systems and their status

The UCA® International Users Group will inform all related parties.

5.4 Test cases, test system development, test systems and test laboratories

5.4.1 Input to test laboratories

If it becomes necessary to provide input to a test laboratory on issues concerning the test cases, test system development or test laboratories, documentation shall be provided to the UCA® International Users Group containing at least the following information:

· detailed description of the issue, problem or question being raised

· detailed description of the related procedure, system or laboratory

· kind of resolution required including a proposal for resolution

The UCA® International Users Group will evaluate the submitted documentation. After this evaluation, the appropriate organization(s) will be informed. The informed organization(s) shall address the feedback provided and will issue a resolution including (if required) a proposed solution to the UCA® International Users Group.

5.4.2 Input from test laboratories

Test laboratories will submit periodic updates to the UCA® International Users Group regarding the status of their products and systems regarding at least:

· detailed description of the test system(s) used

· status and revision information of the test procedures used to define the test plan (cases)

· status and revision information of the test cases used for testing

· status of test system developments (if applicable)

· list of submitted questions, problems or other issues with regard to IEC compliant products and systems and their status

The UCA® International Users Group will inform all related parties.

If products or systems are conformance tested and a certificate is issued, the UCA® International Users Group shall be notified. The notification shall contain at least (see also Reference D):

· a description of the product or system tested

· revision information of the test procedures used to define the test plan (cases)

· revision information of the test cases used for testing

· the type of certificate issued

· the validity of the certificate

The UCA® International Users Group will maintain a list of tested and certified products and systems and will publish this list to all members of the UCA® International Users Group. The list will be updated periodically.

During projects, products are applied to fulfill the customer's functional requirements.

5.4.3 Input to manufacturers, vendors and system integrators

If it becomes necessary to provide input to a manufacturer, vendor or system integrator, regarding a particular project, documentation shall be provided directly to the involved party (parties) with a copy to the UCA® International Users Group containing at least the following information:

· detailed description of the issue, problem or question being raised

· detailed description of the application of the related product or system

· kind of resolution required including a proposal for resolution

The addressed party will evaluate the submitted documentation and will issue a formal resolution for the project including a proposal for final resolution to the UCA® International Users Group. The UCA® International Users Group will collect and evaluate the solutions applied in projects and define overall resolutions that will be submitted to all applicable parties.

5.4.4 Input from manufacturers, vendors and system integrators

Manufacturers, vendors and system integrators will submit periodic updates to the UCA® International Users Group regarding the status of their projects including at least:

· the list of projects with an implementation of the IEC standards

· the list of submitted questions, problems or other issues with regard to  compliant products and systems applied within these projects and their status

The UCA® International Users Group will inform all related parties.

5.4.5 Input to users

The UCA® International Users Group will inform users regarding:

· the list of projects with an implementation of the IEC standards

· the list of submitted questions, problems or other issues with regard to compliant products and systems applied within these projects and their status

· detailed descriptions of all issues, problem or question being raised

· detailed description of the application of the related product or system

· kind of resolution required including a proposal for resolution

5.4.6 Input from users

If it becomes necessary to provide input to the Standardization Organization, a manufacturer, vendor or system integrator, or a test laboratory regarding a particular project, documentation shall be provided directly to the involved party (parties) with a copy to the UCA® International Users Group containing at least the following information:

· detailed description of the issue, problem or question being raised

· detailed description of the application of the related product or system

· kind of resolution required including a proposal for resolution

The addressed party will evaluate the submitted documentation and will issue a formal resolution for the project including a proposal for final resolution to the UCA® International Users Group. The UCA® International Users Group will collect and evaluate the solutions applied in projects and define overall resolutions that will be submitted to all applicable parties.

5.5 Maintenance and Problem Handling

Maintenance of the Quality Assurance Program includes the UCA® International Users Group activities for changing or updating test procedures, reporting and handling problems, resolving protocol issues, and controlling documents. The activities of the Testing Subcommittee and Test Procedures Working Group cover testing support and maintenance. These activities include test case library, document updates, protocol changes, added test procedures, Web Site support, Help Desk, testing tutorials, certified product lists, lists of qualified test centers, qualification procedures for testing facilities, and recommendations for problem resolution, etc. The activities shall be carried out in accordance with the approved Quality Assurance Program. 

Quality Assurance Program problem reporting and resolution involves that each problem, which is detected in the field, first be reported back to the UCA® International Users Group and:

(a) require a short term recommendation to the user(s) and vendor(s) impacted as to how to proceed with the project, and

(b) initiate a process to upgrade the documents and/or test systems associated with the problem. 

Problems are reported to the UCA® International Users Group using the Problem Report in annex B. Problems are then handled according to the rules defined by the UCA® International Users Group for the resolution of issues. Problem tracking is done by using the Problem Resolution Report in annex C.

There is a formal procedure defined by the UCA® International Users Group that facilitates the initial evaluation, proposals for resolution and formal reporting of the solutions and to determine which developers are involved. If issues are “local’ to a particular IED vendor, stack vendor, or test system it may get resolved there. 

The UCA® International Users Group Subcommittee will review the issue and attempt to make a resolution, which will be recommended to the IEC. If no resolution can be made (either due to disagreements or resource constraints), it shall be sent to the IEC as a new work item proposal.

If a problem resolution is under time pressure, the resolution of the appropriate Subcommittee will be applied until the IEC issues a final resolution. Therefore, it is important that the Subcommittee has a strong liaison with the relevant working groups within IEC TC57.

In all cases, the problem shall be tracked by the UCA® International Users Group. The UCA® International Users Group provides a mechanism for identification, registration and publication of interoperability problems and the resolutions within various revisions/errata of the IEC standards as well as specific revisions of the test systems and lab certified products. 

Each problem could have status in various forms:

· Technical recommendations, pending UCA® International Users Group committee review.

· UCA® International Users Group committee recommendation, pending IEC acceptance.

· IEC acceptance, resolved in test systems, for example, versions A, B, C, unresolved in test systems D, E.

Utilities and integrators, through liaison with the UCA® International Users Group, have a mechanism to gain access to this information, along with some technical detail. Vendors need to be able to evaluate the status of their own products against this data. 

In summary, testing shall be well documented, repeatable, and results shall be comparable across tested equipment/applications. The QAP provides an appropriate process through which to perform problem tracking, analysis, and resolution of tests, standards, and implementation agreements. The UCA® International Users Group shall assist the testing organizations in maintaining problem reports, resolving specification conflicts, modifying the standards as problems are uncovered, maintaining lists of certified products, and ensuring the testing facilities keep up their qualifications per approved test procedures.

6 Responsibilities

6.1 General

The UCA® International Users Group will support the testing for products and systems developed in conformance with the appropriate IEC standards. For this the UCA® International Users Group established a Testing Subcommittee. The Testing Subcommittee is responsible for setting overall direction for the UCA® International Users Group support of testing and for test system/site qualification and vendor product certification activities. Efforts focus on the development and maintenance of a global testing strategy, coordination with the IEC, guiding the creation and maintenance of the product test procedures and the ratification of those procedures through UCA® International Users Group consensus. 

The responsibility of the Testing Subcommittee includes:

· development and maintenance of test procedures

· maintenance of the list of certified products

· maintenance of the list of qualified test systems/sites

· issuing of clarifications and updates to the test procedures

· assistance of users and vendors in application of the test procedures

· coordination of test systems/centers

· management of the Quality Assurance Program

· provision of a clearing-house capability for the reporting and correction of test procedure, test system or protocol specification problems.
 

The Testing Subcommittee of the UCA® International Users Group will be responsible for the distribution of information to companies, standardization bodies and other entities outside of the responsibility scope of the committee such as IEC, Cigré, and IEEE.

6.2 Authority

The Testing Subcommittee shall follow the consensus rules and voting procedures of the UCA® International Users Group. When necessary, majority vote of the Testing Subcommittee shall be invoked to resolve issues. It will act as the final authority on the test procedure interpretation (Note that the IEC is the final authority on IEC specifications.)

6.3 Communication

Communication can be divided in communication related to:

· UCA® International Users Group

· Quality Assurance Program

· Testing 

· IEC TC 57

· Test development

· Projects

6.3.1 UCA® International Users Group related communication

Email exploders will be used to gather and submit information regarding the UCA® International Users Group. At least two e-mail exploders shall be made available and used:

a) usergroup@UCAusersgroup.org;
This e-mail exploder provides a single point of contact for anyone that wants to submit comments, questions, problems, proposals related to the UCA® International Users Group, etc. As the name indicates everyone can subscribe to this e-mail exploder.

b) usergroupcommittee@ucausersgroup.org;
This e-mail exploder provides a platform for the committee handling all the information related to the UCA® International Users Group including but not limited to questions, problems, proposals, fixes, etc. Only members appointed by the UCA® International Users Group can subscribe to and use this e-mail exploder

6.3.2 Testing related communication

Email exploders will be used to gather and submit information regarding the total testing process as given in Figure 1. At least two e-mail exploders shall be made available and used:

c) testing@ucausergroup.org;
This e-mail exploder provides a single point of contact for anyone that wants to submit comments, questions, problems, proposals related to testing, etc. As the name indicates everyone can subscribe to this e-mail exploder.

d) testingsubcommittee@ucausersgroup.org;
This e-mail exploder provides a platform for the technical committee handling all the information related to testing including but not limited to questions, problems, proposals, fixes, etc. Only members appointed by the UCA® International Users Group can subscribe to and use this e-mail exploder

e) cim-compliancetesting@ucausersgroup.org;
This e-mail exploder provides a platform for the technical committee handling all the information related to 61968 and 61970 testing including but not limited to questions, problems, proposals, fixes, etc. 

Separate e-mail exploders shall be maintained for the various testing working groups depending on the IEC standard under their purview.
7 Organization

7.1 Organizational Chart

The organization of the UCA® International Users Group is given in Figure 3 
below:

Figure 3: Organization Diagram UCA® International Users Group

7.2 Infrastructure

7.2.1 Helpdesk

The Help Desk has been identified as a UCA® International Users Group Member benefit and is included in the UCA® International Users Group Charter. It is run by a working group that is chaired by a screener and queries are delegated to Held Desk Group participants. The participants have been selected because they are all experts working in all areas of interest to users, including testing. The experts are also IEC Working Group members and are authors of the testing documents or editors of the IEC standards. 

Questions come into the Help Desk phone and there is a specific area in the UCA® International Users Group Forum and an E-mail for the Help Desk. Questions may be sent to the address: helpdesk@ucausersgroup.org. These are then answered directly or forwarded to other experts. If the questions come in through the Forum of via E-mail, a form is filled out requesting the following information: Requester Name, Contact Phone Number, Company and a Brief Description of the Question or Problem with Document References.

For phone calls, an individual Help Desk phone number is provided to separate questions asking for help from general UCA® International Users Group or member queries. A person would pick up the phone immediately, if possible. For calls not directly answered, a recording would state that the caller has reached our Help Desk and would ask for a brief report giving the same information as requested above via the Forum. 

All questions would be followed with a response within 24 hours giving either an answer or a status report on when an answer may be completed. The Help Desk is available to both UCA® International Users Group members and non-members. Members have greater access to the expert’s time. In addition, the Testing Documents and Procedures are only available to UCA® International Users Group Members. Given that the UCA® International Users Group is based on an open policy, encouraging questions from non-members is a benefit and helps us stay informed about items we may not otherwise be aware of. 

Close coordination between Help Desk experts and the Tissues Subcommittee, which maintains the problem lists and recommended resolutions, is a critical part of the process. Responses to queries to the Help Desk are kept in a list and used to clarify the testing documents, if necessary, and are candidates for the Forum for the Frequently Asked Questions on Testing.

All calls would be spot checked to make sure that the caller is satisfied with the Help Desk service. This follow up is an important part of the Testing Quality Assurance Program.

7.2.2 UCA® International Users Group Executive and Technical Committees

These committees will be responsible for the total progress concerning the comments, questions, problems, proposals related to running of the business and technical activities of the UCA® International Users Group. These committees will have an advisory role towards the Board of Directors. Further information on the activities of the committees is given in the UCA® International Users Group Charter (see Reference A).

Members of the committee shall be elected by the members of the UCA® International Users Group according to the election procedures as described in reference A
7.2.3 Testing Subcommittee

This Subcommittee reports to the Technical Committee and will be responsible for the total progress concerning the development of documents, comments, questions, problems, proposals related to Testing.

Members of the Testing Subcommittee shall be elected by the members of the UCA® International Users Group according to the election procedures as described in reference A
The members of the testing committee shall as a group possess:

- expert knowledge of the appropriate IEC standards

- expert knowledge of testing and testing procedures

- expert knowledge of applications

- expert knowledge of products and systems

7.2.4 Audits

The UCA® Users Group shall have the authority to organize and/or perform audits at testing organizations that are participants in the UCA® International Users Group Quality Assurance Program (for example, recognized or accredited testing centers.). Audits are performed to verify the set up, implementation and use of the required quality system. Audits shall be held periodically or upon request from a UCA® International Users Group member. Audits are only conducted after a notice has been provided and accepted by the organization to be audited. The audit shall be conducted in accordance to a mutually agreeable time schedule and agenda.

7.2.5 Confidentiality

Testing documents and information are subject to control as confidential material. In general, testing results are owned and controlled by the testers and vendors of the products under test. Results are reported back to the UCA® International Users Group and are considered public information for dissemination to UCA® International Users Group Members. Field problems carry the level of confidentiality as designated by the reporting company.

7.2.6 Information sharing

Information is shared among UCA® International Users Group Members in accordance with the confidentiality guidelines. The primary vehicle for sharing is the UCA® International Users Group Web site and Forum which is under access and password control.  Public documents are available to any one who visits the UCA® International Users Group Web site. Only UCA® International Users Group Members can access the confidential areas and the Private Forum is only open to those who are members of the specific committees or working groups.

7.2.7 Marketing

Marketing is done by the Marketing Subcommittee, which submits an annual budget to cover expenses such as marketing meetings, demonstrations and handling of press releases. Any marketing on behalf of UCA® International Users Group Testing is coordinated between the Testing Subcommittee and the Marketing Subcommittee.

7.2.8 Finances

The Testing Subcommittee shall make recommendations on the funding of the testing program. Expenses related to support of the Testing Quality Assurance Program shall be identified and subject to review by the Executive Committee and the Board of Directors on an annual basis. The UCA® International Users Group Testing Quality Assurance Program is self-funding through member fees and through the work of the subcommittees and volunteers

8 Realization of Tests

8.1 Planning

Tests to be carried out on products or systems, whether in a test facility, laboratory or within a project shall be planned according to individual agreements between all parties involved. In case involvement from the UCA® International Users Group is required, a copy of the established schedule shall be submitted to the UCA® International Users Group.

8.2 Test Definitions and Set up

This section covers the requirements for testing products and qualifying test systems/ test centers. Scope of the testing, assumptions, disclaimers and high-level procedures are covered.

8.2.1 Formal and Informal Testing

The procedures outlined in this document are intended for use both in a formal and informal manner. Informal tests may be conducted during the development of products by vendors or users and the appropriate test procedures used as a checklist of items that should be tested for conformance to IEC standards. Formal tests include Certification of test centers prior to delivery of products to a customer. “Certification” of the product is then signified by an issuance of a “Test Declaration”, following the rules given in the Test Procedure, that identifies the product and the tests run. Portions of the Test Procedures may then be used for the sequence of acceptance tests after certification as a check of communications in the final configurations of delivered systems. 

To make it clear to the market who performed the test, the certificate and the UCA® International Users Group logo will make a distinction between the following test organizations:

1. Accredited test laboratories

2. Recognized test laboratories

The definition of what are accredited and recognized test laboratories is provided by the Accreditation and Recognition Procedures for IEC Device Testing (References D and I) 

8.2.2 Use of Test Tools

The execution of these test procedures will require the implementation of hardware and or software tools. Test tools will likely be available from multiple sources. The Test Plan and Test Procedures have been deliberately prepared to be independent of any test tool. Test scripts could be used to automate the testing given in the Conformance Test Procedures. Other tools, such as LAN monitors, could be used in testing to trace activity and report results, or in generating high activity at the Ethernet LAN level to simulate overload and to stress test products. Additionally, some monitors are expected to be installed in the field configurations to continuously monitor for problems and assist users when new functions or products are added in the future. 

8.2.3 Re-testing

What constitutes a change that requires re-testing? The UCA® International User Group requires that vendors implement procedures for configuration control and reporting of software changes in certified products to their customers and to the UCA® International Users Group. The customer/user will decide if another certification is necessary. The concern is one of keeping costs low yet making sure that problems are not introduced into delivered products. The certification applies on a model number basis. Configuration and change control is the vendor responsibility. Users would monitor changes to determine if another certification is necessary. A change in model number is a marker to trigger a decision on testing.

8.2.4 Self -Test

“Self-Test” is considered acceptable and, with approved procedures, will save money and allow a vendor to uncover problems early in a development cycle. 

8.3 Procurement Steps

The summary given in this subsection helps to place the test program concepts into the context of an implementation project. The list below covers the steps a utility (user) might take in procuring IEC IUT’s and following the test process given in this document. 

Specification: Write specifications for the desired product. Include IEC requirements and testing desired. Payment milestones should be tied to completed tests and certification.

Certification: During development of the specific product, the vendor would have run unit and IEC “Certification” tests to verify that the product meets communication requirements for the IEC protocol with the desired features. The “Test Declaration” from an accredited test laboratory (one authorized to run tests) would identify the product, operating system, and IEC  PICS (Protocol Implementation and Conformance Statement). The PICS provides the features and options (such as Object Models and services) that were certified. “Certification” means that approved procedures have been completed to test a product in a formal environment with results documented in a “Test Declaration”. Some of the tests may be done remotely over the Internet. Other tests, such as performance/response, would be done at a lab facility. The vendor can save money by having a universal platform as the basis of the certified product and so the platform related tests may only need to be done once for an entire set of products. Further, the vendor is not responsible for running the tests nor spending money to develop an entire set of test procedures as this will already have been done for the industry. In considering interoperability test certification, a check would be required to see if the particular vendor’s products have already been interoperability tested with the other vendors that they have to interoperate with. The cost of testing would be part of the product cost but is a fraction of the cost if the utility had to pay the entire amount. The IEC Certification, where appropriate for the IEC standard,  shall also focus on the communication protocols at all layers of the OSI Model, Common Application Service Model (the IEC  Services at the top) and the Object Models.

Vendor Selection: Follow normal procurement procedures and contract vendor selection. This enables the purchaser to make sure vendor supplies certified products.

Factory Acceptance Test (FAT): Traditionally this is a complete test of an integrated system at the vendor facility with the application functions, database, HMI, displays, logs, etc. unique to the purchasing utility’s system. These applications are the added value that the given vendor can bring to the market. There would be a high level of confidence that IEC conformance and interoperability with other conforming product has been met through the earlier Certification process. Those tests of the IEC standard that were part of Certification need only be spot checked at FAT as a reliability check since focus is on special applications. 

Site Acceptance Test (SAT): For traditional systems upon completion of the FAT, delivery is made to the utility. At this point, a Site Acceptance Test is run to verify that the system will operate properly in the field. For products the SAT would likely be divided into parts with a lab staging and acceptance test run first during a Laboratory Acceptance Test (LAT), where the product is connected in a controlled environment to check IEEE SWC, environmental, operation with other delivered IEDs to check performance, sizing, etc. After this step, the field test (FT) is started with hookup in the substation (or to other utilities if ICCP/Tase-2 is included). The FT may involve a fairly long period while the product is connected to real end devices and applications, other utility equipment, other vendor IEDs, and the utility LAN and WAN. Reliability of the product to run without failure and maintenance procedures would be checked. The FT is done in stages and the utility may disable controls or protection features of the product while an end-to-end check of the database, alarms and events is done to preclude any false operations. (Note that an external lab could conduct the LAT but the FT must be at the utility site with the real devices and applications.) After a satisfactory period where the product operates correctly, cut over to full operational status is done. Upgrades and changes may be made to the products in the field by remote connection to the vendor. The ability to have the upgrades tested through Certification is a definite plus and adds to the ease of maintenance, and lower lifetime costs, of IEC conformant products with self-defining capability. 

8.4 Test Architecture/ System Configuration 

The Test Architectures and Test System Configurations for Conformance and Interoperability Testing for IEC 61850, IEC 61968 and IEC 61970 are given in the addendum documents for the specific standards. The testing procedure documents are under the purview of the Test Procedures Working Groups for each individual IEC standard.

8.5 Control of Testing Organizations and Systems

Qualifications of Testing Organizations and Systems are given in the individual Accreditation and Recognition Procedures for IEC 61850, IEC 61968 or IEC 61970 Device Testing. See References D and L. These programs describe the process in which testing organizations may request one of two qualifications accredited or recognized by the Testing Subcommittee. Included in the Accreditation Procedure is the qualification of Test Systems used by the Testing Organization.

All testers approved by the UCA® International Users Group shall follow the procedures given in the Testing Quality Assurance Program and the related documents. There are two levels of test center accreditation/recognition. Both levels shall follow a recognized quality assurance program, namely, ISO 9000
. Only the formal, highest Level A, “Accredited Test Center”, is independent and would need to show ISO 9000
 certification and audit proof. The lower Level B, “Recognized Test Center”, must follow ISO 17025, as recommended in the IEC standards. Our highest level is as strong, or stronger than the IEC requirements. The issued Device Certificate would show the UCA® International Users Group Logo and would include the level of the issuing Test Center. All approved testers shall formally include the UCA® International Users Group Test Procedures in their ISO 9000
 process. A vendor doing “self-test” would have to be recognized or accredited if applying the UCA® International Users Group Logo/Certificate. 

The process of approving testers is outlined below: 

A) Accreditation: Requires a reference test, a visit, and annual renewals, etc as described in the Accreditation Document. Accredited Testers must be independent and are required to have certified ISO 9000
 with the imbedded UCA® International Users Group Quality Assurance Program. 

B) Recognition: Requires no visits but does require the provision of the appropriate documentation and a signed statement that the test center will follow the rules of the Quality Assurance Program. These testers are subject to the UCA® International Users Group verification process (audit) to help ensure the integrity of the guarantee. 

The “Device Certificate” issued by an approved tester for a tested product is a simple summary that identifies the product tested, the major functions, the testing system, test facility and the level of qualification of the testing facility. The certificate is a public document that has time value and must be tied to the product definition, the test system and the version of the used test procedures (x.y) and is frozen at the time of issuance. The certificate does not change or get reissued even if field problems arise; field problems are reported back through the feedback quality assurance process." 

8.6 Product Certificates

The Product Certificate is an official document that certifies that a given product or device has been tested by a qualified organization against a Published Standard in accordance with the Users Group approved procedures. The Product Certificate is a short summary, usually no longer than 2 pages, that identifies the product, the tester, and briefly covers 
the tests that were completed. Additional details on the Product would be available by contacting the testing organization and the Product supplier listed in the Certificate. Certificates are public documents that are published on the Users Group Web Site.

Product Certificate Contents

	Certificate Identification/ Dates
	Title with unique identification and serial number, date of certificate

	Product Information
	Identifies the product, and the vendor

	Tester Information
	Name of testing organization, location and address

	Standard
	Identifies the standard the device was tested against 

	Test Specification
	Identifies the tests that were conducted and the subset of the Standard met by the Product

	Signature Block
	Name and Signature of the authorized individual at the Tester certifying the test results.


Detailed descriptions and examples of the Product Certificates are given in the Test Procedure Documents.

9 Measurement, Analysis and Improvement

9.1 IEC Testing

Detailed test procedures have been defined for IEC 61850 Device Testing (Reference E) and for IEC 61968/61970 products (Future)

These procedures will be used by testing organizations and will be maintained by the UCA® International Users Group, the Testing Subcommittee, the IEC 61850 Test Procedures Working Group, the CIM Test Procedures Working Group and the OpenAMI/DR Test Procedures Working Group, each responsible for the standards under their purview. (See also Section 2.4 for areas of responsibility and documents prepared and maintained by each subcommittee.

9.1.1 Product/Device Testing

The UCA® International Users Group shall recommend plans/procedures for Product Certification. Abstract Test Cases, based on specific IEC standards, shall be covered in the Test Procedures. 

The UCA® International Users Group does not directly certify products. This is the purview of the test centers, users and test vendors. Any qualified facility may issue a “Product Certificate”. The Product Certificate would identify the product under test, the version of the IEC series, the revision of the test procedures used, the testing facility, the date of the certification, and the functions that passed the tests. Note that test centers can only certify that specific products have successfully passed or have failed tests described in a test plan that is based on a specific version of the IEC series, and a specific version of the test procedures, including additional functionality of solved tissues, ran using a specific revision of the test system(s).

The UCA® International Users Group shall 
maintain a list of certified products and may charge a small annual fee to permit the vendor to use the Logo and to maintain the list on the UCA® International Users Group Web Site. The users/vendors that submitted the product for test shall own the detailed test report/results.

9.1.2 Testing Levels

Testing may be completed at several levels: Conformance, Interoperability, Performance, Unit, Integration, Applications (Control Center, ICCP, Substations, Distribution, etc.). Focus in these procedures is on Conformance Testing for IEC product. Unit, Integration, Applications testing is a vendor/user activity that is part of an overall procurement, installation and deployment process. 

The Device Certificates covered herein shall be IEC protocol and object model based; so when users buy products, they have reasonable assurance that the protocols operate correctly. The UCA® International Users Group may at some point choose to make recommendations on the other test levels beyond communication and object model testing. Those organizations that are supporting the other testing activities should participate in the overall Quality Assurance Program, as they will provide the most useful technical feedback as to problems with specifications, interpretations, test coverage, and test systems.

9.2 Control of Conformance and Interoperability

Control of conformance and Interoperability starts with the accreditation and recognition of testing organizations as described in the Accreditation and Recognition Procedures for IEC 61850 Device Testing (Reference D) and IEC 61968/61970 (Future).

There are no minimum conditions for the IEC functionality to be supported in order to get a certificate. The certificate shall remain valid as long as the owner follows the UCA® International Users Group guidelines as specified in this document.

In addition the UCA® International Users Group will maintain a record of all tested and all tested and certified products and systems including the references to the documents and their respective versions that the tests performed were based upon.

On behalf of this record, all test reports and certificates shall be made available to the UCA® International Users Group

In case of arbitration becomes necessary the Testing Committee will act as the arbitrator. Decisions taken by the Testing Committee will be binding for all parties.

9.3 Resolution of Problems resulting from Testing

It is critical that testing shall be well documented, repeatable, and results comparable across tested equipment/applications. The QAP provides an appropriate process through which to perform problem tracking, analysis, and resolution of tests, standards, and implementation agreements. The UCA® International Users Group shall assist the testing organizations in maintaining problem reports, resolving specification conflicts, modifying the standards as problems are uncovered, maintaining lists of certified products, and ensuring the testing facilities keep up their qualifications per approved test procedures. 

Utilities, product developers and integrators, through liaison with the UCA® International Users Group, have a mechanism to get access to QAP and problem information, along with key technical detail. Vendors shall be able to evaluate the status of their own products against this data. The UCA® International Users Group provides a ‘non-aligned’ technical resource to present an unbiased interpretation of the problems and possible resolutions. 

Testers, approved by the UCA® International Users Group (see section 8.6), are required to participate in the problem feedback process. Vendors who receive product certificates from approved testers shall provide the UCA® International Users Group with information on any problems uncovered in the field. To help ensure that takes place, vendors and testers shall include in their users and quality assurance manuals, a problem identification, resolution and reporting process that includes the UCA® International Users Group feedback step.

9.4 Improvement Process

The UCA® International Users Group, in accordance with the philosophies laid down in the ISO 9000
 series of standards, strives for continuous process improvement. Therefore, the community including members and non-members of the UCA® International Users Group are invited to use the mechanisms for providing feedback. In accordance with the procedures laid down in this document the UCA® International Users Group will use this feedback to facilitate improvements.

10 ANNEX: Problem Reporting

In this annex, problem reporting procedures are outlined and sample report forms are provided. 

The forms in this annex may be downloaded and filled out by any Users Group Member or Testing Subcommittee/ Testing Procedure Working Group Member. The forms are available from the Testing Subcommittee Collaboration Area under “Testing Problem Reporting and Resolution”. An initial response is made to each problem report within 24 hours with either a suggested resolution or a schedule for completion of analysis and resolution. As with the reporting of technical problems (TISSUES), the goal is to resolve issues within 4 weeks of submittal.

In addition to the above method of reporting problems, two other methods are supported by the Users Group. The simplest is to go through the Users Group Help Desk. Alternatively, a vendor or developer with expertise and knowledge of the IEC standards may choose to go directly through the Tissues Process. Both of these reporting methods are summarized in the next paragraphs.

Handling IEC 61850 Tissues

What is a “TISSUE”? The term is shorthand for a “Technical Issue” which is an error, oversight  or problem in IEC 61850 or the related documents that requires clarification or modification to the standard. Any interested party may enter a Tissue through the process given at the site: tissues.iec61850.com. Pointers to the site, along with the rules and a list of solved issues, are given on the UCA Webpage. The IEC 61850 Tissues group is made up of a group of experts (GoE) nominated for each part of the IEC 61850 standard. These members are responsible for preparing a coordinated GoE proposal, which will be distributed to all TISSUE group members for voting. The IEC 61850 Tissues process is fully coordinated with the IEC TC 57 Working Group 10 since all working group members are included in the voting process, which takes a given Tissue through to resolution.  The goal is to resolve Tissues within 4 weeks. A resolved Tissue is color coded “Green” while one which did not get 100% approval and which requires further analysis and review is color coded “Yellow”. 

Problem Resolution Through the Users Group Help Desk

The UCA International Users Group has setup a Technical Help Desk, which is a simple and quick way for users to get clarification to technical questions or to report a problem. The Help Desk activity is run primarily through the Users Group Web Site/Forum. Contact telephone numbers are provided (listed in the Web Site) for asking questions and contacting the Users Group. The Help Desk maintains a list of referral contacts who are available as experts to respond to specific questions in technical specialty areas such as: IEC 61850, UCA, CIM, OpenAMI/DR, Communications Security, Testing, Object Models, Profiles/Communications and Conforming Products. If a given query would result in a change to any of the standards, the experts would initiate the change through the proper channels which may include a separate Tissues report or a Testing Problem Report.

Additionally, the Users Group Forum provides answers to frequently asked questions, lists of current known problems, and areas for discussion of technical issues and recommended solutions.

If the questions to the Help Desk come in through the Forum of via E-mail, a form would be filled out requesting the following information:  Requester Name, Contact Phone Number, Company and a Brief Description of the Question or Problem with Document References. For phone calls, an individual Help Desk phone number is recommended to separate questions asking for help from general Users Group or member queries. A person would pick up the phone immediately, if possible. For calls not directly answered, a recording would state that the caller has reached our Help Desk and would ask for a brief report giving the same information as requested above via the Forum.

All Help Desk questions would be followed with a response within 24 hours giving either an answer or a status report on when an answer may be completed. Close coordination between Help Desk experts and the Tissues Subcommittee, which maintains the problem lists and recommended resolutions, is a critical part of the process.

Testing Issues/ Problem Resolution Summary

A summary form shall be maintained by the Testing Document Editors that covers the status of testing and testing document related issues and their proposed resolution. The form contains the following fields: ID, Comment Author, Document Clause/ Subclause Reference, COMMENTS, Proposed Change and OBSERVATIONS of the Test Subcommittee (see Annex A below). The form shall be published on the Testing Forum (under Testing Problem Reporting and Resolution) and is available only to members of the Testing Subcommittee, Testing Working Groups or Users Group Members. All testing problems and issues, regardless of the initial method of reporting (through the HelpDesk, TISSUES or via a Testing Problem Report Form) shall be entered into the summary list.

10.1 ANNEX A:
Comment Form Template

	COMMENT FORM
	DATE :

	REVIEWER:

	DOCUMENT IDENTIFICATION:

	No
	Clause

Subclause
	Paragraph

Figure

Table
	Comments
	Proposed change
	Observations

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Explanation of the Comment Form:

1. Date field corresponds to the date the comment is provided.

2. Document identification field provides the reference to the document being reviewed. There is at least one form per document.

3. Reviewer field contains the name of the reviewer submitting the form

4. N° column is used to number your comments.

5. Clause / Subclause column is used to identify the clause, subclause, and page of the document concerned by the comment.

6. Paragraph / Figure column is used to identify the table or figure concerned by the comment
7. Comment column contains the description of your comment

8. Proposed change column contains the description of the proposed solution and/or change

9. Observations column is filled out when answering the comments.

Procedure to use the form: 

1. Fill out the form by hand or type it. Do not fill out the observations column.

2. Provide the form to the UCA® International Users Group for further processing

10.2 ANNEX B:
General Problem Report

If a problem occurs it shall be documented in the following manner and be sent to the UCA International Users Group:

Description of Problem:

Problem Statement

Give a clear description of the problem. Where and when does it occur? How does it show, what are the consequences? Who is involved if it concerns a procedural problem?

Preconditions/Assumptions

In which situation does the problem occur? What are the assumptions made that are important with respect to the cause of the problem?

Vendor Systems Involved:

State the vendor, system type and version if the problem shows in specific system(s).

IEC document Involved (if known), including Section Number:

State the document, its version number and section when the problem is related to a specific part of an IEC or UCA® document.
Due Date:


The date on which the responsible organization expects the problem to be solved.
10.3 ANNEX C:
Problem Resolution Report

If a problem occurs it shall be documented in the following manner:

	Problem No.
	Date of Origination
	Originator(s)

	
	
	


Description of Problem:

Problem Statement

Give a clear description of the problem. Where and when does it occur? How does it show, what are the consequences? Who is involved if it concerns a procedural problem?

Preconditions/Assumptions

In which situation does the problem occur? What are the assumptions made that are important with respect to the cause of the problem?

Vendor Systems Involved:

State the vendor, system type and version if the problem shows in specific system(s).

IEC document Involved (if known), including Section Number:

State the document, its version number and section when the problem is related to a specific part of an IEC or UCA® document.
Suggested Resolution:

Description of a possible solution (and alternatives) for the problem. The originator of the problem report fills in this part.
Action Plan:

The responsible organization specifies the necessary activities and associated time plan to solve the problem.
Due Date:


The date on which the responsible organization expects the problem to be solved.
Status/Revision History:

	Revision Number
	Date 
	Assigned to
	Action/Status

	
	
	Organization
	Group/Individual
	

	0
	
	
	
	


Final Resolution:

The responsible organization (UCA® International Users Group or IEC) will give a suggestion for the final resolution.
Resolution References:


Any documents that describe or are related to the final resolution.
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�This will no longer be true. UCAIug, as a ISO Guide 65 organization, will sign off on all certificates. Presently, UCAIug only reviews certificates and posts them without detailed review. Guide 65 requires that UCAIug review entire inspection file for EACH device/system requesting a certificate


�Remove this because is not applicable anymore


�No longer applicable


�Add interoperability test procedures


�Spelling error


�Also issues conformance and interoperability certificates


�Add ISO/IEC Guide 65, ISO/IEC 17025


�This figure will need to be updated to show UCAIug as issuer of certificates and therefore central to the QAP


�Need to add “Inputs to UCAIug (complete tester reports which are then  needed to make decision on issuance of certificates)


�Add “issuance of certificates”


�This should refer back to the UCAIug sharepoint site for the up-to-date organization chart (it updates independently of testing group). For example, there is not an Open Smart Grid area of UCAIug which is not in this diagram


�UCAIug will need confidential access to the entire testing report in order to assess whether a certificate should be issued


�This is already out-of-date since UCAIug allows 9001 or 17025. As ITCA, only 17025 will be mentioned


�17025


�17025


�17025


�This should be “names”


�Certificates are issued by ICAIug (this differs from current practice where certificates and issued by testers and posted by UCAIug). The major difference is that testers will no longer be allowed to issue non-public certificate which are NOT visible to UCAIug


�Become a ISO/IEC Guide 65 organization qualified (by perhaps American Association for Laboratory Accreditation, AALA) to issue certificates


�17025
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