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Presentation Notes
Good morning, my name is Nam Ho Lee, I am working for KEPCO Research Institute as a researcher



It is an honor to have the opportunity to address my technical experience at the UCA meeting in front of a distinguished audience



I’d like to talk today about IEC 61850 Client Testing system, KEPCO developed by Power IT research project in South Korea



-2-

IEC 61850 Substation Automation System
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Presentation Notes
Look at the picture

As you already know, many of the utilities, University and manufactures are developing substation automation system based on  IEC 61850 as the international standard of the substation automation system. KEPCO and korea manufactures  have developed IEC 61850 based IED and HMI since 2005. and also KEPRI is now studying verification of substation automation system

A big difference of IEC 61850 based IEDs, comparing with other protective relays, is to be able to send and receive information among devices within the substation throughout the communication network. This means to need more an advanced testing method than a conventional way with hard-wired contacts

IEC 61850 part-10 has described the conformance test of IED communication services and many IEDs have been tested worldwide based on the IEC 61850. However, those tests are only for the server. The client-side test has not been popular yet, mainly because the test procedure is not formally included in the current 1st edition of the IEC 61850 and the testing tools are not developed accordingly even though the UCA IUG (International Users Group) testing procedure 1.1 is available. The 2nd edition of the IEC 61850 has a plan to publish it in the part 10.









몇 개의 IED 들…..시스템 구현 목적but does not deal with the performance verification of the system based IED. CIGRE B5.32 is discussing a new testing way for IEC 61850 based substation automation system with UML S/W design and analysis tool. This study is for establishment of the testing procedures of an IEC 61850 based transformer protective IED, refered to CIGRE test report and the paper shows an example that applies the IED test to UML based procedures. 
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IEC 61850 Conformance test
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IEC 61850 part 10 and UCA IUG described IEC 61850 conformance Test and testing procedures for server and client 

IEC 61850 conformance Test consists of version management of documents such as PICS, TICS, MICS and PIXIT, verification of SCL file and test of IEC 61850 communication service and IED data model.



In case of a server test, A SCL file of IED should be required to check if data model of IED such as logical node is implemented according to IEC 61850 7-2 and 7-4. But the client test only needs a SCL file for verifying its own communicative request function and constructing a database of the client testing system.



So, the client test  is not necessary to verify a SCL file Including MICS document, client does not have.  



Test of IEC 61850 ACSI (Abstract Communication Service Interface) verifies a client to send various communication requests correctly as setting values and receive positive and negative responds including IEC 61850 report and command termination from IEDs. Through this test, the client will be assured to be able to communicate freely under IEC 61850 SAS environment.  A client passed by IEC 61850 conformance test, the same as a server, means to have interoperability with other SAS components.
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Server Conformance Testing System

♦♦

 

System Configuration
UniCAsim 61850 client   
UniCAsim 61850 GOOSE 
UniCA 61850 analyzer
UniCA SCL Checker 

♦♦

 

System UtilizationSystem Utilization
IEC 61850-10 conformance test
Analysis of EC 61850 communication messages 
Verification of SCL(Substation Configuration Language) file

Presenter
Presentation Notes
This slide shows server conformance testing system



Most of IEC 61850 testing Centers and IED manufactures are using KEMA IEC 61850 testing set



This testing set consists of testing manager with IEC 61850 client, IEC 61850 GOOSE simulator, IEC 61850 network packet analyzer



And SCL checker for verifying ICD file and data model of IED.



KEMA testing set provide the testing procedure editor based on visual basic script
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UCA client test procedures
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Presentation Notes
As of 2008, In order to assure interoperability of the HMI as a client for IEC 61850 based SAS performance, UCA IUG published IEC 61850 client conformance test procedures Revision 1.1 like the table.



Client testing procedures are similar to the server testing procedures, but the big difference between them is GOOSE testing



Currently, client conformance testing does not include GOOSE testing, but it is possible to add GOOSE subscribe testing to the next revision.



Anyhow, IEC 61850-10 did not describe how to perform IED conformance test with a point of client view.



Configuration of IEC 61850 Client Confomance Testing System

CLIENT
HMI

―
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Presentation Notes
This slide shows Configuration of IEC 61850 Client Testing System



The client SUT (System Under Test) is a HMI or a gateway device, which receives data from the IED servers mainly and invokes a control message to the IED server occasionally.



Network traffic Analyzer intercepts packets on the wire in the network between the virtual servers and the client SUT and checks if the inbound and the outbound messages of the SUT are complying with the UCA client testing procedure.

 

The Virtual IED Server simulates the server IED as defined in the SCD file



Finally, Client test tool can manage the testing process and evaluate the result of the client conformance test



Introduction to IEC 61850 Client Testing System
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In order to do IEC 61850 Client conformance test, KEPCO has developed virtual server system and IEC 61850 Client Conformance Testing System.



First, virtual server system can run up to 100 IEC 61850 servers,  Include a virtual Circuit Breaker for Control Simulation

And provides IEC 61850 Data Dynamic Simulator, Time Synchronization based on SNTP, Data Viewer for Data Attribute, Dataset, Control Block



Second, IEC 61850 Client Conformance Testing System can Implement Model-driven UCA testing  procedures, Analyze MMS & ACSI packet , Evaluate the client testing result and provide testing log and user guide User Interface

.



Overview of IEC 61850 Client Testing System
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IEC 61850 Client Testing System consists of  three internal components, 

First Testing procedures execution part

Second Packet analyzer part

Third Testing Verifier part



We can built data base of test case by implementing model-driven testing procedures

 and IEC 61850 Client Testing System  run  as test case DB.



Action flow of IEC 61850 Client Testing System
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After selecting a test case from database by implementing model-driven testing procedures, IEC 61850 Client Testing System starts  the client test  in sequence of  test guide, client and server running, client request, server response, Packet capture and analysis, client reaction  evaluation and final evaluation.

 



ACSI supporting by IEC 61850 CCTS

• IEC 61850 communication association :

Associate, Abort, Release

• Data read and write :

GetServerDirectory, GetLogicalDeviceDirectory, GetDataValues, GetDataDirectory, 

GetDataDefinition, SetDataValues

• Dataset:

GetDatasetValues, SetDatasetValues

• Report service :

GetRCBValues, SetRCBValues

• Control:

Operate, Select, Cancel, SelectwithValue

• File transfer :

GetFile, GetFileAttributeValues, DeleteFile
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Presentation Notes
This slide shows IEC 61850 ACSI supporting by to IEC 61850 Client Testing System



 

 IEC 61850 Client Testing System can implement test model and analyze network traffic with association  , Data read and write,



Dataset, Report service, Control  and File transfer ACSI





GUI of IEC 61850 client test system 
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This slide shows Graphical User Interface of IEC 61850 client test system



Our GUI supports MDI, Multi Document Interface not SDI



“1번을 가리키며” tool bar and menu for selecting normal system function such as file load and save



“2번을 가리키며” Test case Selection, we can select test case and create a new test case



“3번을 가리키며” this window shows the selected test model, of course, we can see attributes of the model by the mouse click



“3번 옆을 가리키며” this shows test guide and evaluation according to the selected model-driven test procedures



“4번을 가리키며” this is IED data viewer to see IEC 61850 data  and hierarchy  this system is using



“5을 가리키며”

Finally , through this test log, we can see test flow and result at the same time of test execution



Network packet analyzer of IEC 61850 client test system 

Packet viewer

Presenter
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IEC 61850 client test system  has  a Network packet analyzer for capturing and analyzing network traffic between client and virtual server



This packet viewer shows  Network packets based on  OSI-7 layers and can convert  from raw packet  to MMS and ACSI data format



Model-driven test procedure editor(1)
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IEC 61850 client test system is supporting not script base editor but model driven test procedure editor



So test engineer can make and edit a test case easily by mouse operation and simple typing 



Model-driven test procedure editor(2)

Setting attributes of the selected 
testing model

Click
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This slide shows how to set attributes of the selected testing model



In detail, we explain it next demonstration of our testing system



IEC 61850 ACSI supporting by the virtual server

IEC 61850 communication association : Associate, Abort, Release

Data read and write :
GetServerDirectory, GetLogicalDeviceDirectory, GetDataValues, GetDataDirectory, GetDataDefinition, SetDataValues

Dataset for transmitting report and GOOSE: GetDatasetValues, SetDatasetValues

Report service : GetRCBValues, SetRCBValues

Control : Operate, Select, Cancel, SelectwithValue

File transfer : GetFile, GetFileAttributeValues, DeleteFile
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I mentioned that we developed the virtual sever system for IEC 61850 conformance test 



In case of the virtual sever, there are some products  in the world market



Anyhow, Our virtual server system is  specialized for IEC 61850 conformance test .



This slide shows IEC 61850 ACSI supporting by the virtual server



 

the virtual server has association ACSI , Data read and write such as GetLogicalDeviceDirectory and GetDataValues,



Dataset ACSI for transmitting report and GOOSE, Report service ACSI like SetRCBValues. Control  and File transfer ACSI



Features of the virtual server

- Network setting : IP. GOOSE, SNTP

- Support SNTP based time synchronization

- Install a number of virtual servers(over

 

100ea) in the H/W system

- View IEC 61850 data model of the virtual server by a user friendly interface :

Logical device, Logical Node, Data object, Data attribute, Control block, Dataset

- Support Read/Write command on IEC 61850 data model of the virtual server 

- Simulate IEC 61850 data of the virtual server

- Include the virtual switch machine for IEC 61850 control test

Presenter
Presentation Notes
the virtual server can do Network setting, Support SNTP based time synchronization, Install a number of virtual servers up to 100 servers,  provide a user friendly interface to view Logical Node, Data attribute, Dataset of the virtual server, Support Read/Write command on IEC 61850 data, Simulate IEC 61850 data of the virtual server as user setting and Include the virtual switch machine for IEC 61850 control test



Main GUI of the Virtual Server system

Indicator (On/Off) of 
individual virtual server

Function tree of 
individual virtual server

Presenter
Presentation Notes
This is Main GUI of the Virtual Server system



This GUI has  Function tree of individual virtual server and Indicators(On/Off) of individual virtual server.







IEC 61850 data Viewer

Viewer of Server Data 
attributes

Viewer of Server 
DataSet
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This slide shows IEC 61850 data Viewer to see IEC 61850 data  value such as Logical node, data object, dataset



And also we can use read and write function on IEC 61850 data by this viewer. 





IEC 61850 data simulator
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The virtual server system provides IEC 61850 data simulator



So we can set various simulation mode as event cycle and data value change,



This function will be used when we do IEC 61850 report service test of the client 



Virtual switch machine

Circuit Breaker 
Simulator
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Presentation Notes
In order to do IEC 61850 Control test of the client, we need a circuit breaker to receive a control command from IED and send status data to IED.



Instead of  the real circuit breaker, virtual server system has a virtual switch machine internally



This virtual switch machine can react as same as the real circuit breaker when the client requests a control command.



Demonstration of KEPCO IEC 61850 CCTS

Presenter
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Thank you for your listening closely of my presentation 

Next,



Nam ho lee , my colleague of KEPCO research institute, will introduce KEPCO IEC 61850 client testing system and shows you a simple demonstration of our system



I’d be glad to try and answer any questions when Mr lee finish his presentation.



Thank you so much
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