Comments Form, updated after the July 12  teleconference and included comments from Sisco

Including “observations form the editor” dd. 27 september 2007

	Date
	Document

	27 sept 2007
	Conformance Test Procedures for Client Devices with IEC 61850-8-1 interface

Revison 0.7


	Comment Author
	Clause/ Subclause
	Paragraph Figure/ Table
	COMMENTS
	Proposed change
	OBSERVATIONS OF THE EDITOR
on each comment submitted

	BruceM 1 
	general
	
	Many references to parts 7-x and 8-1 are incorrect
	Review and correct references during revision process
	Agree

	BruceM 2 
	general
	
	Many references to PIXIT do not include the information which should be retrieved from the PIXIT
	Clarify where needed
	Agree, after the test procedures are approved we can set-up a template PIXIT

	ABB/SVC 1 
	general
	general
	If a client does support also server functionality, the Conformance Test Procedures for Server Devices with IEC 61850-8-1 interface will cover this part. Will we introduce then two certificates?
	Two Certificates
	Agree

	ABB/SVC 2 
	general
	general
	Services described by the standard shall be verified only. In many test cases is the behavior of client applications described. This is client specific functionality and depends on the vendor and the usage of a client. These behaviors are also not part of the definitions in the standard.
	
	Please provide more specific details. 

	BruceM 3 
	2.2
	
	Reference to “IS 9646” is ambiguous
	Change to “ISO/IEC 9646-1:1994 OSI-Conformance testing methodology and framework-Part 1:General Concepts”
	Agree

	ABB/SVC 3 
	Table A1

Page 14
	C_DOC 4
	Wrong description, a client can not support LN!
	Define what ‘support’ means, e.g. MICS shall indicate which CDC and Basetyps are (not) supported by DUT
	Agree, will remove support of LN.  

	ABB/SVC 4 
	Table A2

Page 14
	C_Conf1
	Test not always possible
	In case of a pure gateway it might not be possible to see data names ect. as in SCD. Test needs in general a ‘configured’ relation between the 61850 ID and the observable ID.
	Agree, in this case several testcase will not be applicable

	BruceM 4 
	A3
	C_Mdl1
	I am not certain that 61850 clearly defines name lengths. Some implementors insist on 64 as an MMS identifier length lmit and some 32. This also results in object identifier length ambiguities of 65 or 129 octets
	Test clients for the “worst-case” interpretation of 64 octet MMS identifiers, 64 octet domain lengths and therefore 129 octet object identifiers throughout the test sections
	Agree we should test the maximum length of 129 octets

	ABB/SVC 5 
	Table A4.1

Page 16
	8.b / 9.b
	To send GSSE or GOOSE is not mandatory for Clients
	Receive GSSE Messages

Receive GOOSE Messages
	Agree, will use “Subscribe” 

	ABB/SVC 6 
	A4.1

Page 16
	xx
	Test case missing for receiving originator information
	Add test case
	Agree, the CDC “ACT” has originator status information

	BruceM 5 
	Table A.4.1
	8b GSSE
	SendGSSEMessage is ambiguous
	Change to “SendGSSEMessage (subscribe)”
	Agree see before

	BruceM 6 
	Table A.4.1
	9b GOOSE
	SendGOOSEMessage is ambiguous
	Change to “SendGOOSEMessage (subscribe)”
	Agree see before

	BruceM 7 
	Table A.4.1
	14 File
	GetFile is listed as mandatory, but a client could implement only SetFile
	Move GetFile to Conditional column
	Agree

	BruceM 8 
	Table A.4.2
	1:Basic
	C_AssN2 is missing from mandatory test
	Add C_AssN2
	NO, C_AssN2 is not applicable for part 8-1

	BruceM 9 
	Table A.4.2
	1:Basic
	Quality test is not C_SrvN5
	Change to C_SrvN6
	Agree

	BruceM 10 
	Table A.4.2
	1:Basic
	TimeQuality test is not C_SrvN7
	Change to C_SrvN6
	Agree

	BruceM 11 
	Table A.4.2
	2:DataSet
	C_Ds1 and C_Ds2 and C_DsN1 are not mandatory
	Move to Conditional:Autodescritiption
	Agree

	BruceM 12 
	Table A.4.2
	4:SG Sel
	C_Sg1 should be conditional under Autodescription
	Move to conditional column
	Agree

	BruceM 13 
	Table A.4.2
	5:Unbuf
Reporting
	Handling segmented reports should be mandatory
	Move C_Rp5 to mandatory column
	Agree

	BruceM 14 
	Table A.4.2
	5:Unbuf
Reporting
	C_Rp1 and C_RpN1 are conditional on autodescription
	Move to conditional column
	Agree

	BruceM 15 
	Table A.4.2
	5:Unbuf
Reporting
	C_Rp2 and C_RpN2 and C_RpN3 are only required if client claims the ability to set URCB parameters. 
	Move to conditional column
	Agree, however it is mandatory to set RptEna.

C_Rp2; We will specify about 4 URCB configurations to be used for the test

	BruceM 16 
	Table A.4.2
	5:Unbuf
Reporting
	Client cannot control whether server will report unsupported optFlds or triggers or reports
	Move C_RpN5 and C_RpN6 and C_RpN7 to mandatory
	NO, this test case is only applicable when the client does not support all optflds and triggerconditions

	BruceM 17 
	Table A.4.2
	5:Buf
Reporting
	Handling segmented reports should be mandatory
	Move C_Br5 to mandatory column
	Agree

	BruceM 18 
	Table A.4.2
	5:Buf
Reporting
	C_Br1 and C_BrN1 are conditional on autodescription
	Move to conditional column
	Agree

	BruceM 19 
	Table A.4.2
	5:Buf
Reporting
	C_Br2 and C_BrN2 and C_BrN3 are only required if client claims the ability to set URCB parameters
	Move to conditional column
	Agree

	BruceM 20 
	Table A.4.2
	5:Buf
Reporting
	Client cannot control whether server will report unsupported optFlds or triggers or reports
	Move C_BrN5 and C_BrN6 and C_BrN7 to mandatory
	NO, this test case is only applicable when the client does not support all optflds and triggerconditions

	Telco
	
	Br13
	As discussed during the telco.
	Move to mandatory
	Agree

	BruceM 21 
	Table A.4.2
	12a:Dons
	Conditional column is missing “Time Activated Control: C_DOns4 and DOns5 and DOnsN2
	Add to conditional column
	Agree

	BruceM 22 
	Table A.4.2
	12b:SBOns
	Conditional column is missing “Time Activated Control: C_SBOns5 and SBOns6 and SBOnsN2
	Add to conditional column
	Agree

	BruceM 23 
	Table A.4.2
	12c:Does
	Conditional column is missing “Time Activated Control: C_Dons3 and Dons4 and DOnsN4
	Add to conditional column
	Agree

	BruceM 24 
	Table A.4.2
	12d:SBOes
	Conditional column is missing “Time Activated Control: C_SBOes5 and SBOes6 and SBOesN3 and SBOes5
	Add to conditional column
	Agree

	BruceM 25 
	A4.1
	Abstract and Concrete
	C_Srv5 – it is not clear whether update means “from SCL” or “from MMS”
	Clarify
	Agree, it’s from MMS

	BruceM 26 
	A4.1
	Concrete
	C_AssN1 test is missing test for wrong PSEL
	Add test
	Agree

	ABB/SVC 7 
	A4.1

Page 19
	C_AssN7
	Test case is useless. The limiation is not related to an amount of clients. In practice the limitation is related to the amount of Signals transferred in worst case (for example BB trip). Some vendor's will give a kind of recommendation how many servers are supported. But these figures will be a point of reference only.

If there is a limitation like described in this test case the wrong configuration has to be detected during the configuration phase already and not on the end of the project execution.
	Remove test case
	Agree

	BruceM 27 
	A4.1
	Concrete
	C_Srv1..C_Srv4 has “PIXIT” but it is unclear what conformance test needs from the PIXIT for this test
	Clarify
	Agree, we will remove the PIXIT reference

	BruceM 28 
	A4.1
	Concrete
	C_Srv5 has “PIXIT” but it is unclear what conformance test needs from the PIXIT for this test
	Clarify
	Agree, we will remove the PIXIT reference

	BruceM 29 
	A4.1
	A4.5
	C_Srv6 has incorrect references to 7-2 and 8-1. Many other references are also incorrect and should be fixed
	Change these to 10.4.3 and 13.2.2
	Agree

	ABB/SVC 8 
	A4.2

Page 29
	C_DS4

C_DSN2de
	The client shall detect the change of the content in a dataset based on the ConfRev. The behaviour of the client is an application issue and not described by the standard.

Some clients will continue with other datasets, some clients will take whole server out of use......
	DUT associate with server detects the mismatch on the reconfigured Datasets based on the related ConfRev. 
	NO, the client has 2 options to verify the datasets: 1) using ConfRev, 2) check the dataset elements. One of these options should be implemented

	BruceM 30 
	A4.2
	Concrete
	C_DsN2a and C_DsN2b and C_DsN3a and C_DsN3b are missing 
	Add missing tests
	NO on page 18 it is explained: Note: The focus of the conformance test is the application layers. For IEC 61850-8-1 the communication services are mapped on the reliable TCP transport layer. As such the testing of transport related testcases: “no response” and “delayed responses” need only to be tested

for one ASCI service (for example by disconnecting the ethernet cable between the server

and the switch). As such some test cases are not applicable anymore.

	
	
	
	Below comments have not been discussed at the July 12 teleconference
	
	OBSERVATIONS FROM THE EDITOR
dd. 28 sept 2007

	ABB/SVC 9 
	A4.2+


	in general
	In many test cases there is a stop and restart on the server required. The server shall be restarted only in case that startup behaviour will be verified. Otherwise the server shall run continuously.
	Remove stop/start Server in related test cases.

(e.g. SrvN6)
	NO, during start up the client perfroms many services. Restarting the server forces the client to set-up the link again 

	ABB/SVC 10 
	A4.3

Page 36
	xx
	Test case missing 
	DUT detects if a substitution will be done by other clients
	OK

	BruceM 31 
	A4.3
	Abstract
	Extra row C_SubN1 exists
	Remove row from table
	OK

	ABB/SVC 11 
	A4.4+

Page 39
	C_SG2

C_SG3
	Test cases are exactly the same, different not clear 
	
	OK

	BruceM 32 
	A4.5
	Abstract
	C_Rp6 test seems to be a subset of C_Rp2
	Delete C_Rp6
	NO, in case the buffertime in the server is equal as configured in the client may skip setting the buffertime

	BruceM 33 
	A4.5
	Concrete
	C_Rp1..Rp11 has word “repoted”
	Change to “reported”
	OK

	ABB/SVC 12 
	A4.5

5:Unbuffered reporting

Page 44 
	C_Rp1

C_Rp11
	The amount of data changes is relevant only, not the amount or RCB, received.

This is a kind of performance test and has not so much to do with conformance, don't mix this issues.
	
	OK, remove C_Rp9 and C_RpN9

	ABB/SVC 13 
	A4.5

5:Unbuffered reporting

Page 46 
	C_RpN4


	If the RCB is reserved for the DUT, DUT will enable the report.
If the RCB is reserved for any kind of other client, DUT will not enable report.
	2 test cases needed, or clarify RpN4 :


	OK, clarify RPN4:

.. and the BRCB is used by or pre-assigned to another client. (PIXIT)

	ABB/SVC 14 
	A4.5

5:Unbuffered reporting

Page 48 
	C_RpN11
	Sequence number out-of-order:

Differentiate sequence number jump in both direction and duplicate sequence number
	3 test cases needed
	OK add 3 subtestcases into RpN11

	BruceM 34 
	A4.6
	A4.6
	C_Br6 test seems to be a subset of C_Br2
	Delete C_Br6
	NO, in case the buffertime in the server is equal as configured in the client may skip setting the buffertime

	BruceM 35 
	A4.6
	Abstract
	C_Br13 test seems to be a subset of C_Br12
	Delete C_Br13
	NO, on Br13 the client sets the EntryID 

	ABB/SVC 15 
	A4.6

6:Buffered reporting
	
	Missing test case
	Test if DUT can handle buffered report restoring (C_Br13) with failure response to EntryID setting

That could happen; the client must retry to enable the BRCB or has to detect the situation as a buffer overflow on the server.
	OK, this can happen on extrame buffer overflow 
We may add this as a subtestcase to Br13

	BruceM 36 
	A4.6
	Concrete
	C_Br1..Br11 has word “repoted”
	Change to “reported”
	OK

	ABB/SVC 16 
	A4.6

6:Buffered reporting

Page 51 
	C_Br1

C_Br11
	The amount of data changes is relevant only, not the amount of BRCB, received.

This is a kind of performance test and has not so much to do with conformance, don't mix this issues.
	
	OK, remove C_Br9 and C_BrN9

	BruceM 37 
	A4.6
	Concrete
	C_Br12 step 2 and 5 does not clearly state that cable should be unplugged between the server and switch (compare to “switch and client”)
	Adds words “between the server and switch”
	OK

	ABB/SVC 17 
	A4.6

6:Buffered reporting

Page 54 
	C_Br14


	Expected result is wrong
	DUT will receive reports generated after purge action only.
	OK, change expected result into: DUT request purge buffer

	ABB/SVC 18 
	A4.6

6:Buffered reporting

Page ?? 
	C_BrN4


	This (C_BrN4Testcase is missing at all!

If the RCB is reserved for the DUT, DUT will enable the report.
If the RCB is reserved for any kind of other client, DUT will not enable report.
	2 test cases needed

Test case itself is missing, this testcase is intended only for the second case. 
	OK, clarify BrN4:

.. and the BRCB is used by or pre-assigned to another client. (PIXIT)

	ABB/SVC 19 
	A4.6

6:Buffered reporting

Page ?? 
	C_BrN11
	This (C_BrN11) Test case is missing at all!

Differentiate sequence number jump in both direction and duplicate sequence number
	3 test cases needed

Test case itself is missing
	OK

	BruceM 38 
	A4.6
	Concrete
	Several concrete tests are missing
	Add the tests
	OK, will add the missing detailed test procedures

	BruceM 39 
	A4.9b
	Abstract
	I do not understand how the client GOOSE subscribe tests differ from the server GOOSE subscribe tests
	Either rename both sets of tests without any S_ or C_ prefix or state that C_GosXXX tests should be executed using procedures in the server test document
	On abstract level these are the same. But on detailed level these are different. 
Considering a client has a HMI the goose subscription verification is possible but not so fast. The goose simulator should be very slow… 
Fo rserver we use the GOOSE ping-pong method. This is not possible for client

	BruceM 40 
	A4.12
	Abstract
	C_CtlN2 test seems incomplete in that the client needs to inspect both the DataTypeTemplate information (DA valKind) as well as the LN information (DIA valKind)
	Consider extending test for both types of information
	OK, but ctlModel initialization is missing. So it’s not in DA or DAI

	BruceM 41 
	A4.12a
	Concrete
	Text before C_Dons1 states”Enhanced security”
	Change to “Normal Security”
	OK

	BruceM 42 
	A4.12b
	Abstract
	A test is missing for negative response from a cancel request
	Add test
	NO, I don’t think this is a usefull test

	BruceM 43 
	A4.12c
	Abstract
	A test is missing for negative response from a cancel request
	Add test
	NO, I don’t think this is a usefull test

	BruceM 44 
	A4.12c
	Concrete
	C_DOes1 has steps starting with “b”
	Change to “a”
	OK

	BruceM 45 
	A4.12d
	Abstract
	A test is missing for negative response from a cancel request
	Add test
	NO, I don’t think this is a usefull test

	ABB/SVC 20 
	A4.14

14:File transfer
	C_Ft3
	GetFile:

Test with possible file sizes
	Test with empty, small and large file

A definition about what is a small and what a large file has to be found.
	OK, the test report will specifiy the size of the file used for the test

Large =  1..2 MByte

Empty = 0 byte

Small = 1..10 kByte

	BruceM 46 
	A4.14
	Concrete
	C_Ft4 incorrectly tests for “file is received correctly”
	Change to “file is sent correctly” 
	OK, change the abstract text

	ABB/SVC 21 
	A4.14

14:File transfer
	C_Ft4
	SetFile:

Test with possible file sizes
	Test with empty, small and large file

A definition about what is a small and what a large file has to be found.
	OK

Large =  1..2 MByte

Empty = 0 byte

Small = 1..10 kByte

	ABB/SVC 22 
	A4.14

14:File transfer
	
	Missing test case
	Test DeleteFile (also with empty file)

To test the service with positive and negative response.
	OK, add testcase C_Ft5

	BruceM 47 
	A4.14
	Concrete
	Missing test for errors resulting from SetFile
	Add test to check handling of error indications
	OK

	Sisco1


	
	
	“4 Force DUT to request GetDataDefinition of unknown data object” is my principle objection to Autodescription negative. A properly implemented 61850 client may not be able to GetDataDefinition of an unknown object.

Richard – this test is performed by a mismatch between server and client SCL configuration. I agree a client may check the name first before requesting it’s data definition
	Accept a client that checks the name – if the name does not exist it should be OK to skip the getdatadefinition. 
	OK

	Sisco2
	
	
	Dataset reorder – change the order of data set elements with the same type will not be detected 
	Change the order of dataset elements with different data type. 
	OK, will add this requirement

	Sisco3
	
	
	Enable URCB with “usefull” optional fields. 
	Specify the term “usefull” in more objective text

Richard = client may require a minimum set of optional fields

We also test the reporting with maximum (all) optional fields
	OK, will make usefull more objective

	
	
	
	
	
	


-------- Original Message -------- 
	Subject: 
	IEC 61850 Client test comments

	Date: 
	Tue, 17 Jul 2007 09:59:18 -0400

	From: 
	Rob Robinson <rkrobins@sisconet.com>


Here are my comments from the July 12 teleconference.


page 26 Autodescription negative - my thought on how to execute the test with AXS4 MMS is to refresh the device using the MOE and then change the 61850 server configuration so that either a) some of the logical Nodes are no longer present or b) some of the optional attributes of one or some of the Logical nodes are no longer present. Heppens in the real world all the time, the server's model changes and the client is not made aware of it.  In that way we could satisfy items 5 and 6 of the Test descrption( Read and Write Data values that no longer exist). Note that getting and setting data values that do not exist result in MMS DataAaccessErrors(negative responses) however are not MMS error responses associated with the . The idea behind asking a server for a data definition is to align the clients model of the server.
>> Richard = this is not a  comment on the testprocedures

Test description item 4 Force DUT to request GetDataDefinition of unknown data object is my principle objection to Autodescription negative. A properly implemented 61850 client may not be able to GetDataDefinition of an unknown object. In light of that a properly implemented 61850 client would fail the test. In the case of our product, it queries the server for a list of names that are present in the server and then gets the data definition of the names returned by the server. A properly implemented 61850 client may not have the capability to ask for a name that the server did not return. In other words being able to process a negative response is one thing, being able to ask an inappropriate question is a different matter. If the client asks for a data definition of a name that the server claims is present and returns a negative response, thats a fair client test, but I dont think onus should be on a properly implemented client to invent a variable name and ask for its data definition.
>> Richard = agree - see Sisco1
Page 30 Pre-configured dataset deviations - what I heard discussed is that the 61850 client must detect the DataSet has been reordered. In the teleconference I heard discussed that the 61850 client has two choices in this situation 1) to look at the ConfRev in the ReportControlBlock or 2) do a Directory on the DataSet to know that a mismatch will occur.  
In the real world I doubt many clients maintain the RCB ConfRev as an instance in a database or send a GetNamedVariableListAttributes to maintain DataValue references order/type each time an association is established. If that is what the testors are looking for we need to extended our software.
We leave it up to the customer to keep their model in sync with the server, fail to do that and we dont offer any guarantees that Reporting will function correctly.
>> Richard = this is not a comment on the testprocedures

If our software refreshes the model and the server turns around and reorders the DataSet, my knowledge is the first indication AX-S4 will have of a DataSet mismatch is a decode error. If the testor is creative about switching the location of two data values of the same type, that my go undetected. I am not sure our software will pass this test. 
>> Richard = agree - see Sisco2
Block 2+: Data Set definition..... Lacking dynamic NVL Create and Delete capability, we will not be able to participate in these tests
>> Richard = this is not a comment on the testprocedures

Block 5: Unbuffered Reporting: Here is the description for C_Rp3


Verify the client is able to process the reports with different optional fields:


Force the client to configure/enable a URCB with all useful optional fields combinations: sequence-number, report-time-stamp, reason-for-inclusion, data-set-name and/or data-reference (IEC 61850-7-2 14.2.3.2.2.1), force/trigger a report and check the client is able to process the reports and updates its database.


The test description should be rewritten to replace the word "useful" with more objective text which defines all subsets of OptFlds used in the test. For example using sequence-number and data-set-name could be useful depending on the mood, attitude, or opinion of the testor, however setting those two bits are not sufficiently useful for our software to receive a report and process it. My advice is to request a clear strongly described definition of OptFlds bits that will be tested along with the expected result..
>> Richard = agree - see Sisco3
I hope you have time to take a look at the test plan and feed these comments as well as your own back into the group.


Thanks, Rob Robins (Sisco)
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