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DRAFT AGENDA

	UCA® Users Group Testing SubCommittee Meeting


Thursday, September 20, 2007
Charlotte, NC, USA 13:30 – 18:00 EDT

	
	
	

	Agenda

	START Testing  MEETING - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 
	13:30

	1. Introductions/ Review Agenda
	Co-Chair:  Bruce Muschlitz
	13:30 – 14:00

	2. Corrections to previous meeting minutes (2007-02 and 2007-07)
	ALL
	14:00 – 14:15

	3. Review of outstanding client/server test procedure issues
	KEMA: W. Strabbing
	14:15 – 14:45

	4. Review of “minor changes to server 2.0 procedures” needed prior to issuance of certificates
	KEMA: W. Strabbing
	14:45 – 15:00

	5. Brainstorm: changes to 61850 to enhance testability/interoperability
	ALL
	15:00 – 15:45

	
	-- BREAK --
	

	6. Brainstorm: topics for testing expectation white paper
	ALL
	16:15 – 16:45

	7. Review of incomplete tasks
	Bruce / Jack
	16:45 – 17:15

	8. Open discussion – new issues?
	ALL
	17:15 – 17:45

	9. Select date/agenda for next teleconference
	Bruce / Jack Robinson
	17:45 – 17:55

	10. Close of meeting
	
	17:55 – 18:00

	Testing MEETING ENDS 
	
	18:00


Notes: Times are approximate for planning purposes only.

The Testing Meeting ended at 18:15 (6:15 local time).

Meeting Participants

	Name
	Organization

	Apostolov, Alex
	(For Part of Meeting)

	Clarke, Tony
	AEP

	Clinard, Kay
	UCAIug President (For Part of Meeting)

	Gerspach, Stephan
	ABB

	Haveron, Shane
	AMETEK

	Muschlitz, Bruce
	Enernex/ Testing SubCommittee Co-Chair

	Ouellette, Dean
	RTDS

	Robinson, Jack
	Users Group/ Testing Secretary

	Scheer, Gary
	SEL (For Part of Meeting)

	Strabbing, Willem 
	KEMA

	Takani, Hideyuki
	Toshiba

	Tan, Jian-Cheng
	Kinectrics

	Vandiver, Benton
	Omicron


REFERENCES
A. Testing Teleconference 12 July 2007 Minutes, Dated 17 July 2007, Bruce Muschlitz, Jack Robinson

B. Testing Meeting 6 February 2007 Minutes, Updated 16 July 2007, Bruce Muschlitz, Marco Janssen

C. Client Test Procedures Rev 0.7, Dated 22 May 2007, Richard Schimmel, Editor

D. IEC 61850 Conformance Test for Server Devices, Revision 2.0, Dated 23 March 2007, Richard Schimmel, Editor

E. Comment Form for Server Test Procedures Rev 2.0, Dated 8 June, 9 September and 19 September 2007, Richard Schimmel,  Editor, and Bruce Muschlitz

F. Testing Action Item List/ Incomplete Items for 20 September Meeting, Dated 9 Sep 2007, Bruce Muschlitz

G. Testing White Paper/ Discussion Summary (Earlier E-Mails), posted by Bruce Muschlitz on 2 July 2007

H. Server Test Procedures Migration Discussion Summary (Earlier E-Mails), posted by Bruce Muschlitz on 2 July 2007

I. Comments_to_Client Test Procedures Rev 0.7, Dated 17 July 2007, Richard Schimmel

J. Testing SubCommittee Action Items, Jack Robinson, 2 July 2007

K. Overview of the UCAIug Testing Quality Assurance Program, signed by Kay Clinard, UCAIug President,    1 October, 2007 (distributed to all current UCAIug Members and posted as a public document)

L. IEC 61850 Conformance testing “White Paper”, Meeting Handout, Stephan Gerspach/ Willem Strabbing

M. Client Test Procedures Comments, 27 September 2007, Richard Schimmel/Bruce Muschlitz

N. Server Test Procedure Comments (from 20 September Meeting), 28 September, Richard Schimmel/ Bruce Muschlitz

O. Server Test Procedures Revision 2.1 (with markup changes),  28 September 2007, Richard Schimmel Editor

P. Server Test Procedures Revision 2.2, Dated 8 October 2007, Richard Schimmel Editor

The agenda and issues, private to the Testing SubCommittee, along with the other references have been posted on the Testing Forum www.ucausersgroup.org.  References A through L  were distributed to all participants prior to the meeting. References M through P are attached to these minutes.

1 Introduction

This was a meeting of the UCA International Users Group Testing SubCommittee, IEC 61850 Testing Working Group, and Testing Document Editors to focus on review of testing documents, specific action items and tasks for our group. 

The reference documents, agenda and issues, and the Testing Documents are available for download from the Users Group Web site (www.ucausersgroup.org or www.ucainternational.org) in the Testing SubCommittee Forum Area. 

2 Meeting Highlights

2.1 Agenda/ Opening Remarks

Bruce Muschlitz, Testing SubCommittee Co-Chair, led the meeting. Participants briefly introduced themselves. The primary objectives of this meeting are to review pending testing documents, and coordinate future testing specific tasks and action items. Bruce reviewed the agenda. Jack Robinson, Secretary of the UCAIug, kept the meeting minutes. 

2.1.1 Minutes of Previous Meetings

We reviewed the minutes of our February 6, 2007 meeting and our July 12, 2007 teleconference. The draft minutes had been distributed earlier and are posted on the Testing Forum (see References A and B).  There were no changes to the minutes.

2.1.2 Outstanding Server Test Procedure Comments 

We reviewed Reference E, the list of Server Test Procedure comments prepared by Richard Schimmel and Bruce Muschlitz. The updated list with suggestions from this meeting is attached as Reference N. We agreed to allow a review period for any further comments of 2 weeks (by October 5), upon resolution of all comments, the Server Test Procedures will be issued as Revision 2.1. Willem noted that there were several pending device certificates based on the updated release, we agreed that they will be issued with reference to Revision 2.1. 

Willem reported that the KEMA conformance test is based on the vendor-supplied SCD file. This is manually modified as needed for changing such items as the IP address. The current KEMA test system does not generate an SCD file directly using the ICD file. Bruce questioned how the tester can be certain that the SCD file could be derived from the supplied ICD file. Bruce suggested that the tester consider ignoring any supplied SCD file as being superfluous to the testing process and to derive that SCD file (somehow) from the supplied ICD file. For further discussion.

We agree in principle to have a MICS file which does not replicate the info within the ICD file. Users will need some method to identify the objects used by an IED (or will need to understand SCL to decide if a particular IED will meet their needs). We discussed whether vendor IED configuration tools are a part of the IED product. We decided that it was and therefore its version number should be on test certificate. Discussed idea of ICD-to-HTML converter to allow users to easily decipher data models in an ICD file (therefore allowing removal from the MICS file).

We discussed a possible problem with handling SCL file workflow. IEC 61850 allows only top-down changes to configurations. For example, IP address changes must be made by system configurator and then these files must be pushed into the IEDs. IED configurators are not allowed to modify the IP address and then somehow communicate this change back to the system configurator (that pathway is undefined by 61850-6). Bruce noted that Edition 2 has the IID file which fulfills this feedback requirement;  since we are working solely on Edition 1 at this time, we will need to address this in future releases of the test procedures.

We discussed the migration process to use of the updated procedures. We agreed that tests may be run and certificates issued against a previous version of the procedures for one year after approval of the next version. This will give testers 12 months to update their test systems.

(Note that due to several comments received by October 5, the Server Test Procedures were updated to Revision 2.2. The attachment includes the comment form update from today’s meeting, the markups based on this  meeting for Revision 2.1, and the final procedures Revision 2.2 based on all input to date.)

2.1.3 Outstanding Client Device Test Procedure Comments

Richard had provided a draft of procedures for testing of client devices (see Reference C). Bruce and Richard had provided the most recent review comments (Reference I). Bruce Muschlitz and Willem Strabbing led the discussion of the Client Procedures and outstanding comments. Richard will update the Client Review Comment List by September 27 with suggestions for changes or additions to the procedures. Participants were asked to send any review comments back to Richard as soon as possible. (The updated list with the most recent comments is attached, see Reference M.)  

Our plans are to finalize the Client Test Procedures as Revision 1.0.  We agreed to hold a teleconference with the single agenda item of review of additional Client Procedure comments on October 11.

2.1.4 Open Issues/ Incomplete Tasks

Bruce showed the list of open issues and incomplete tasks on the overhead (Reference F). We went over each of the items. (The numbers from the list are retained below, previously completed items have been removed and new numbers assigned for items from this meeting.)

1. Future Tasks and Documents: Sample Specifications, Implementation Agreements, Test Procedures.  These are future tasks from the Testing Charter. Some work is in progress. Jack Robinson to coordinate with the other Working Groups. Technical has an action item to work on specifications and Implementation Agreements; Need to consider GOOSE FCA vs. FCDA.  WG 19, CIMug, has charter for interoperability and architecture for TC 57 communications; they have working papers and web collaboration as part of UCAIug site. Need also to look into providing Testing Tutorials.
2. Review draft Client (8-1) PICS  –We agree that this is not needed. The appearance of the PICS should be obvious. All Client PICS documents should be similar

3. Provide access to white paper and references to testing stack reliability 

– This was an action from an earlier meeting. Matt was to supply this but no action has been taken. The contact at Digital Bond is now Dale Peterson. Papers and links to web sites are available at www.digitalbond.com and users will need to pay for any papers they are interested in. Stack security problems are handled, as needed, by US-CERT; vendors and clients are informed; we will continue to monitor. The stack vendors are following the reliability issues.

4. Consider if PICS supplied to tester should include 8-1 items in addition to 7-2 -- We agreed that this is not needed.

5. Create white paper on testing expectations 

– Eric Udren and Dave Dolezilek wrote a paper on testing, but it did not cover the question “will interoperability be assured by conformance testing”. Willem also has a paper of 4 pages (this was handed out) that was based on the earlier paper. Stephan has another paper. We will post these and Bruce will take the action to combine them into one coherent paper for committee review.

New Test Procedures --- Need to determine who will prepare these and when. See Items 6, 18, 22, 25 and 26  below.

42 Testing of merging units 

42 The 9-2 testing has been removed from the server (8-1) test procedures. There has been no discussion on how (or when) the detailed test procedures would be written. Both publisher and subscriber tests will eventually be needed. Some project research is underway. Future item.     

42 CEPRI Conformance Testing/Certificates. CEPRI has been contacted and invited to participate in the Users Group Testing Quality Assurance Program. They have done some testing of devices in China but no certificates have been issued to our knowledge. Jack Robinson will follow this. CEPRI is ISO 9000 certified, is doing considerable testing, and they want to join UCAIug QAP. Also note that the UCAIug Summary 1 Sep 07 was response to this and addressed our program, our credentials and working relationship with the IEC. We need to make sure there is no confusion in the marketplace and that our UCAIug Testing Quality Assurance Program is understood and supported worldwide.

42 “We all need to read standard drafts.” Bruce noted that 57/903/CD (8-1) closes 5 October and we need to read and provide comments. Committee members need to read the draft documents as errors in these documents may cause more future work for our group. Specifically, 61850-8-1 CD comments are due to each IEC National Committee by 05-October and this means that comments should be submitted by about 27-september.

42 Should we make a template for a standard MICS document?  – Should reference ICD file, Should document all DO instance extensions, include any new LN, DO, CDC, CDA.  Richard is working on this. Make XSLT? (Richard will learn if needed)

13. Bogden Popescu issues of excessive implementation freedom causing interoperability issues
42 Use of “test bit” is not mandatory. This causes interop problems.

   b. Servers still use GGIO instead of the “correct” data objects in more appropriate LNs

   c. There is no mandate that 61850-5 clause 12 “The application of LN” be applied in IEDs.

This is an ongoing activity. 

14. Stephan – Should UCAIug permit regression testing to already certified IEDs? Open question. Partial testing should not be allowed. 

16. Migration to new Server test procedures – see Richard/Jack e-mail (Reference H Server Test Procedures Migration Discussion Summary ,Earlier E-Mails, posted by Bruce Muschlitz on 2 July 2007)  Richard has offered to write a draft document on migration procedures. As noted elsewhere, we agreed that migration to the most recent approved procedures, should take place within one year.

18. Testing of Ethernet switches : Willem has action to provide draft test procedures. 

22. Test procedures for SCL : Who writes these procedures? – System Configurator Testing: Need to extract Part 6 details for this test. Stephan will discuss with Wolfgang Wimmer. We may want to add testing of System Configurators since these are an integral part of the IED.

24. Willem was to send a letter to vendors reminding them of their responsibility on reporting interoperability problems. This has been completed.

25. Edition 2 of IEC 61850 --- Changes to current test procedures? Interoperability? Vendor interpretation of procedures and corrections in Edition 2? Wording to restrict GGIO use? Additions to Part 5? For further discussion.

26. Performance  Testing --- Future test procedures. We need to follow the research work being done at the University of Auckland on GOOSE performance. Possible standardized performance test procedures?

2.1.5 Additional Discussion Items

Benton Vandiver noted that the Technical Subcommittee is looking into writing specifications for “testable software tools” for support of IEC 61850 development. Benton took an action item to talk to Craig McLure about the issue of valid ICD use and related procedures. 

Gary Scheer commented that utilities are making cost/benefit decisions about using IEC 61850 and related products. One concern is the time and cost of configuring the devices. Tools for integration of the IEDs are required. For further discussion. Should the Users Group work on specifications for the integration tools? What about guidelines for doing cost benefit analysis?

Jack noted that Marketing is recommending a “Product Mark” program where the UCAIug Logo would be used by vendors who have passed our approved Users Group Quality Assurance Tests. The “mark” could be on a tag on products or as part of their advertising. The Testing Subcommittee needs to work with Marketing on this mark program. We would need to consider the funding for this program. Should the Users Group receive some funds to support the program from the vendors who benefit from the advertising?

Bruce noted that WG10 is developing an addendum on redundancy and backup requirements. We will need to follow this and consider the testing requirements.

Kay Clinard, UCAIug President, joined our meeting. Kay said that the Users Group was working on a 5 to 10 year strategic plan. Kay asked for input from the Testing Subcommittee. For further discussion. 

3 Conclusion

We agreed to hold  face-to-face meetings yearly; the best location for our next meeting would be at Cigre, Paris, in late August, 2007. We anticipate holding technical teleconferences 4 to 6 times per year. 

We agreed to hold a teleconference on October 11, 2007, at 13:00 UTC (11 AM U.S. East Coast and 17:00 Europe time) for 2 hours to complete our review of the Client Test Procedures.  The Server Test Procedures will become final on October 5 pending any further review comments. 

The Testing Meeting was adjourned at 6:15 PM.

4 TABLE: Testing SubCommittee Action Items

Test SubCommittee Action Items (Status as of October 10, 2007)

	4.
	Draft of Test Procedures for IEC 61850 Client / Review is underway. Draft update Revision 0.7 completed after initial client tests were completed by KEMA. Review comments provided through September, 2007. To be discussed at 10/11/07 telecon.
	Richard/ ALL
	 DRAFT Completed/Review Underway

	5.
	Testing Technical Issues (against Part 10 and Device Test Procedures)/  Teleconferences held and issues list updated and posted. Procedures updated (see AI # 10). Comments made to Rev 2.0 and 2.1 through October 5, 2007. 
	Richard/ ALL
	DRAFT Completed 

	10.
	IEC 61850 Server Device Test Procedures were finalized as Revision 2.2 on October 8, 2007.
	KEMA/ Richard Schimmel
	Completed 8 October 2007 

	12.
	Updated Quality Assurance Program and IEC 61850 Tester Accreditation Procedures. QAP split into several documents to reflect Users Group Charter. Update of QAP completed in December 2006 and review underway.  Was finalized after 6 Feb 07 Meeting.  See also Item 24. 
	Editors/ Testing Participants
	August 2006 through March  2007



	17.
	Interoperability issues found shall be fed back into the Conformance Testing  Procedures. (This is one of the purposes of the QAP and will enhance the conformance-testing program. KEMA will take the action item to bring this issue up with the vendors and the UCA IUG (ACTION ITEM from February 8, 2006  Meeting) See also Item  22.
	KEMA
	TBD/ Ongoing

	18.
	Provide White Paper/ Public Domain References for support of ISO Stack Reliability Testing. New contact at Digital Bond is Dale Peterson. Papers will be made available to the Users Group as they become available. Stack security problems are handled, as needed, by US-CERT; vendors and clients are informed; we will continue to monitor. 
	Editors
	Ongoing

	22.
	Review project reports for any problems that should be feedback through the Users Group Quality Assurance Program or reported as Tissues (focus on TVA). Possible setup of panel or Working Group for implementation agreements and publication – coordinate with Technical. (Discussed at 22 May 2006 Meeting)
	ABB (Steve Kunsman)/GE/Areva/ Siemens/EPRI
	TBD/ Ongoing

	24.
	QAP (Master and IEC 61850 breakout) completed. QAP (Rev 2.6) and IEC 61850 Addendum (Rev 1.0) finalized after 6 Feb 2007 Meeting and posted on 18 March 07. Addendums for CIM and OpenAMI/DR pending.
	Marco and Jack/ CIM Group/ OpenAMI/DR Group/Testing Subcommittee
	Main QAP done. Addendums are due 


	26.
	Draft White Paper on Users Group Testing Quality Assurance Program and IEC 61850 Support (discussed at this Meeting 20 September, 2007). Several draft papers will be integrated.
	Editor: Bruce Muschlitz
	TBD

	27.
	Nominations for the CIM seats on the Testing Subcommittee and Membership Subcommittee (discussed at June 7, 2006 Teleconference and in September 12 E-mails with CIM)
	CIM
	Due Now

	35.
	Testing of merging units:  9-2 testing has been removed from the server (8-1) test procedures.  Both publisher and subscriber tests will eventually be needed. (Action Item from Paris Meeting 2006)
	Editors
	Future

	37.
	Nominations for the OpenAMI/DR seats on the Testing Subcommittee and Membership Subcommittee
	OpenAMI/DR
	Due Now

	40.
	Setup and hold Testing Teleconference on 11 October to discuss Client Test Procedures
	Jack/Bruce/ Testing
	11 October 2007

	41.
	Prepare Testing Plan to be included in Users Group 5-10 Year Strategic Plan
	Testing SubCommittee
	December, 2007

	42.
	Complete the discussion of open issues, future documents and testing deliverables
	Bruce/ Testing
	TBD

	43.
	Assist the Marketing Committee in developing a “Product Mark” Program. The first step is to assign a task force to work with Marketing on this item.
	Testing SubCommittee
	TBD
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