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IEC61850 Conformance Testing

Abstract: IEC 61850 is an internationally recognized standard for local and wide area data communications supporting substation and system-wide protective relaying, integration, control, monitoring, metering, engineering and testing

IEC 61850 facilitates interoperability for systems engineered using intelligent electronic devices (IEDs) from multiple vendors. For IEC 61850 based multi-vendor systems to be successful, an effective process and set of procedures for verifying IEC 61850 products is needed. Product verification and testing facilities must provide a structured neutral environment that supports complete testing of IEC 61850 features and functions with sophisticated diagnostic capabilities. The community of users, IED manufacturers, and system integrators require a neutral industry consortium to oversee and certify a testing program to support these testing facilities.
With this background, the community of users, manufacturers of relays and system integrators required a formalized, vendor-neutral, consortium-sponsored testing program. The UCA International Users Group developed its charter to provide the industry environment to be a liaison to the IEC 61850 standard and support its users to develop the conformance testing procedures required by IEC 61850-10. IEC 61850-10 describes the technical and documentation requirements for product conformance testing to the standard.

This paper focuses on the role of UCAIug, the purpose and value of conformance testing to the standard, the UCA certification process, and remaining issues that might be observed during system integration and commissioning. IEC 61850 is a step forward for utilities and provides common communication architecture for the installation and integration of single or multi vendor control and protection systems. 

Conformance testing and certification by accredited / recognized test centres, carried out with standardized procedures and tools by experts, will remove much of the risk and can bring these diverse design teams to a common understanding of how exactly to implement the communications functions so that there is a base to enable the products work together.

More information regarding the UCAIug testing subcommittee could be found on the UCA homepage www.ucaiug.org.

UCA International Users Group

The UCA International Users Group (UCAIug) is a not-for-profit consortium of leading utility user and supplier companies dedicated to promoting the integration and interoperability of electric/gas/water utility systems through the use of international standards-based technology. The Users Group is an International Organization that strongly supports open standards and free exchange of information. The activities of the UCAIug include training and educational programs, disseminating technical and business information, sponsoring promotional programs in coordination with industry trade events, providing a forum for members to coordinate their efforts with the various technical committees setting the standards, and implementing testing and product certification programs. Focus has been on IEC 61850, “Communication Networks and Systems in Substations", the Common Information Model/Generic Interface Definition (CIM) per IEC 61970/61968, and OpenAMI/DR for advanced metering and demand response. 

The UCAIug Charter was written to complement the activities of international standards organizations. For example, the UCAIug works closely with, and coordinates through, the IEC. The Convener of IEC TC57/WG10 (IEC 61850) is on several UCAIug committees and is an advisor to the Board. The Editor of the Testing Quality Assurance Program (QAP) was the editor of Part 10, Testing Requirements, of IEC 61850. Further, many members of TC57/WG10 are on the UCAIug Technical Subcommittee for the resolution of 61850 issues (Tissues). The Users Group does not write standards but does work closely with standards organizations for technology transfer, resolution of issues and assisting users with testing and product implementation. One major focus of the UCAIug Charter is the Testing Quality Assurance Program (QAP).

UCAIug developed documents

The UCAIug Testing Committee/Working Groups have developed three major sets of documents to support testing: 1) The Testing Quality Assurance Program (QAP) Master Document which defines the overall process, 2) Test System Accreditation/Recognition giving the rules and procedures for Test Centre qualification, and 3) Product Test Procedures with details on how to conformance test devices and how to report results. The UCAIug Test Procedures define conformance tests in a “type test” format where a well-defined test driver in a controlled environment runs through a sequence of steps, checks alternatives and options, and checks proper response to error conditions. This helps to ensure conformance to the standards and provides the end user a high level of confidence that systems will interoperate.

UCAIug Quality Assurance Program (QAP)

The establishment of the UCAIug Quality Assurance Program (QAP) for Product Testing and Test System Accreditation and Recognition provides a major benefit to UCAIug members by improving the cost effectiveness of the testing process. Approved Test Centres must provide their procedures, test results, and ISO 9000 certificates (or equivalent) to the UCAIug in order to prove they are working according to the User Group guidelines. Product Certificates issued by an Accredited/Recognized Test Centre will show the conformance blocks tested with positive result, the unique identification of the product tested, test centre version, test systems used, and the version of Technical Issues (Tissues) which have been resolved in the product. Vendors who have received certificates participate in the Users Group Quality Assurance Program and are required to provide feedback on problems encountered in field implementation. Audits are completed periodically to ensure that testers and vendors are complying with the UCAIug Testing Quality Assurance Program.

Conformance Testing

Conformance testing IEC 61850 based devices will provide the verification that the documentation, communication and data model specifications have been implemented correctly according to the IEC 61850 standard. 

The objective of conformance testing is to give users/system integrators already before system integration the maximum confidence that certified devices from different manufacturers will interoperate flawlessly under normal, stress and error situations. Conformance testing significantly reduces the risk of costly and time-consuming problems occurring during system integration and operation. As such it is an important part of the quality assurance process.

During the conformance testing, products supporting the IEC 61850 standard will be verified that supported functions are implemented as defined in the IEC 61850 standard. 

Conformance to the standard does not mean that the device under test will support all functions and services defined by the standard. It means that the device supports a subset of functions allowed by the standard. That subset is declared in the vendor documents used during the test.

The supported functions are grouped in so-called conformance blocks. Each conformance block has mandatory and conditional test procedures. To pass the test the mandatory test procedures of the supported conformance block need to be passed. 
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One sample configuration of the product will be tested, that might imply that also other combinations of functions on the same product will be conforming.

Conformance test are always focused on a single product or a superset product2 and its IEC61850 interface only. 

Other system components could have an impact on the behaviour of the tested product in an integrated system.

Engineering tools are not covered by conformance tests. The vendor IED configuration tool which reads the test SCD files is part of the test, but not separately tested. 

Conformance testing removes many of the “simple mistakes” related to interoperability and system integration in general.



Figure 1: Conformance test configuration
As mentioned already, the tests are performed in test centres, accredited / recognized by UCAIug. When deviations are detected the manufacturer can correct it and the test will be repeated. The test results will be documented in the test report. When no deviations are found the test facility in charge will reward a certificate. 


[image: image1.wmf]IEC 

61850 

Documents

Device Documents

IEC 

61850

-

10 

Test procedures 

Test Plan

Test

Test Report

UCAIug QAP

UCAIug QAP

IEC 

61850 

Certificate

Deviation

?

Status

Fixes

No

Correct Deviations

Yes


Figure 1: Conformance test process (example)
Conformance testing covers the following parts:

· Documentation & version control; IEC 61850 part 4

· Protocol Implementation Conformance Statement (PICS)

· Model Implementation Conformance Statement (MICS)

· Protocol Implementation extra Information for Testing (PIXIT)

· Technical issue Implementation Conformance Statement (TICS)

· IED & Substation Configuration Description (ICD & SCD); IEC 61850 part 6

· Data model; IEC 61850 part 7-3 and 7-4

· Communication services; IEC 61850 part 7-2, 8-1, 9-1 and/or 9-2

· Conformance testing considers what is standardized:

· Data model with LN, DO, Attributes

· Services

· ICD file (requested) and other SCL based files

· Documents PICS, MICS, PIXIT, TICS



Conformance testing does not cover the following parts:

· Performance Tests (Client <-> Server communication)

· What is not standardized?

· LD and higher plant identification designations

· Functions and allocation of functions to IED's

· Applications

· Redundancy

· SA concepts and architectures

· Engineering Tools (except any vendor-specific IED Configuration Tool)

· Engineering processes

· Application behaviour during operation

Conformance certificates includes the following information:

· Certification level of test centre issuing the certificate

· Name and address of the test centre issuing the certificate

· Product name
 and software version
 the certificate was issued for

· Reference to the product specific IEC61850 documentation (MICS, PICS, PIXIT, TICS)

· Number of test cases carried out in relation to total amount of test cases per conformance block

· Used test environment with related software versions

· Used test procedures and the related version

· List of passed conformance test cases

Beyond Conformance Testing

Interoperability

Interoperability testing is not in the scope of the IEC standard or UCAIug accredited test centres and testing procedures. As a basis to reach interoperability, verifying device conformance to the standard is a very important milestone. 

Standard conforming products from different suppliers or different products from the same supplier need not fulfil the same functional scope of supply. These products might have different communication profiles.

A communication profile defines the mandatory SUBSET of a standard with selected options that is implemented.

Different profiles from different products may conform to the standard but still might not be 100% interoperable to each other.

( It is the responsibility of the system integrator to check the interoperability of two or more products based on the conformance statements of the different products and the required system functionality.

For example, one vendor could implement only GOOSE and a second vendor could implement only GSSE. Both devices could pass conformance tests but would not interoperate.

The interoperability test is testing the dynamic and interoperable interaction of at least two IEDs in a Substation Automation System covering all potential configurations as far as possible. This is especially important for the interaction of functions and for distributed functions. Also the performance of services including delays caused by communication equipment like switches is verified. In a first step this test can be done independent from projects as a kind of System Type Test and will heavily reduce the risks for all customer projects.

As side effect, the system configuration tool and its interface with the product tools are tested also.

The interoperability testing in customer projects consists of project related tests, based on the customer specification for an ordered Substation Automation System. It will be carried out during the Factory Test and the They are performed by the system supplier or system integrator with the testimony of the customer. These tests confirm that the delivered individual Substation Automation System is running as specified.

Interchangeability

Interchangeability is not foreseen or in the scope of the IEC standard or UCAIug. Because a lot of users are not really aware of the difference between Interoperability and Interchangeability, a short note to that issue is also made in this document.

Interoperability will not result in Interchangeability for several reasons:

Samples for vendor specific implementations

· Naming of LogicalDevice

· Prefix of LogicalNode

· Implementation degree of mandatory/optional/vendor specific data

· Usage of GGIO

· Performance (response times, time accuracy, buffer space etc.)

( Replacement of products from different vendors is only possible with additional engineering effort (SW & HW) and might even result in differing functionality (different protection algorithm, ect.).
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Conclusion:


Devices can be conform to the standard and still not be interoperable in a system.


Conformance testing is the first important step to reach interoperability.





To guaranty interoperability further steps are required


Need for a System Specification 


Need for a System Integrator


Need standard conforming applications / system function implementations


Need for system engineering tools enabling interoperability
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� There are two levels of test centres defined by UCAIug. Level A certified test centres are supplier and utility independent test centres, like KEMA. Level B certified test centres are supplier dependent test centres, like ABB. Important is that both level of test centres have to adhere to the guidelines and requirements for accreditation by UCAIug where all tests are based on the same procedures. Each test centre is mandated to join the Quality Assurance Program issued by UCAIug. 


� The certificate can only state the tested device. Testing of superset devices might imply that subset devices might have passed testing if they had been submitted. 


� In case of software updates, partial tests are not foreseen by UCAIug.
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