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UCA(-2 Test Plan/Scope

1 Introduction

This document defines the proposed project plan and deliverables by which the UCA community (led by the UCA User’s Group) will achieve a testing infrastructure.  This testing infrastructure must be sufficient to provide a high degree of market confidence in the UCA technology, while also maintaining a healthy competitive marketplace.  The end result of this project should be:

A formal template for documenting the communications capabilities and level of conformance of UCA devices.  This template will allow for unambiguous comparisons of UCA features across various vendors’ product offerings, and will determine which subset of UCA test procedures should be applied to a device.

A reasonably comprehensive set of test procedures which unambiguously define specific tests which must be performed to show conformance to UCA.  These test procedures will define a set of testing objectives, specific operations to be performed to meet the objectives, and the expected test results.

A reasonably comprehensive set of test procedures which unambiguously define specific tests which must be performed to show the interoperability of two systems claiming conformance to UCA.  These test procedures will define a set of testing objectives, specific operations to be performed to meet the objectives, and the expected test results.  It is assumed that vendors (as part of their marketing and quality assurance efforts) and utilities (as part of acceptance test procedures) will wish to go beyond the standardized interoperability tests.

The test procedures developed as a deliverable under this project plan will be vendor independent.  It is expected that various organizations (vendors, testing labs, etc.) will develop software and/or hardware test systems to implement the test procedures.  Therefore some process must be defined for determining the technical equivalence of various test systems, and to determine the degree to which any test system implements the procedures.  This process is called test system recognition.

A standardized format for reporting the results of testing in an unambiguous way.  This standardization will simplify the development of utility procurement documents.

A process by which the test procedures developed under this project will be maintained for the benefit of the overall industry.  This process must include a mechanism for resolving disputes arising from various interpretations of the specifications and test procedures, a mechanism for reporting, tracking, and resolving interoperability problems identified in the field.  The resolution of such problems could result in recommended changes to both the specifications and/or the test procedures.  This process must also include a revision control mechanism on the test procedures, which must be synchronized with test system providers.

The purpose of the testing infrastructure is to provide assurance to utilities that the tested products meet specifications, are reliable, and have a high probability of interoperating with other devices, and will hold up under stress overload or erroneous input. Some of the tests may be done remotely over the Internet.  Other tests, such as the stress tests and performance/response, would be done at a lab facility. Interoperability tests would be done in a controlled environment with all devices connected over an appropriate network for the given applications. 

It is a program requirement that testing tools derived from the test procedures be available to the vendors of UCA devices for use in internal testing and quality assurance and for utility use in acceptance and integration testing. While independent testing laboratories may offer UCA testing services in the future, it is assumed that vendor self-testing will be the primary use of the test tools.  The cost and usability of the derived testing tools may impose constraints on the overall test procedure definition.

This document defines the deliverables and the major steps in the overall project plan for achieving the deliverables.  The plan incorporates a cooperative consensus process to assure overall industry buy-in and to assure that the interests of the stakeholders (utilities, equipment vendors, software providers, and testing agencies) are met in a fair and comprehensive manner.  This project will be funded and managed by the UCA User’s group, which can best represent the interests of all without conflict of interest.

2 Glossary

	Abbreviation
	Definition

	Certification
	Certification means that approved procedures have been followed  to test a device in a formal environment with results documented in a “Test Declaration”.

	DUT
	Device Under Test

	EPRI
	Electric Power Research Institute

	GOMSFE
	Generic Object Models for Substation and Feeder Equipment

	IEC
	International Electrotechnical Commission

	IEEE
	Institute of Electrical and Electronic Engineers

	IETF
	Internet Engineering Task Force

	ISO
	International Organization for Standardization

	IUT
	Implementation Under Test:  This term represents the entity being tested

	LAN
	Local Area Network

	NIST
	National Institute of Standards and Technology

	OSI
	Open Systems Interconnection

	PICS
	Protocol Implementation Conformance Statement 

	PIXIT
	PIC Exceptions for the Test System

	SWC
	Surge Withstand Capabilities

	UCA(
	Utility Communication Architecture

	WAN
	Wide Area Network


3 Types of Devices to be Tested

There are two major classes of UCA( devices to be tested with these procedures:

1. TASE.2 clients and servers

2. UCA( (CASM/GOMSFE) clients and servers

3.1 TASE.2 Clients and Servers

TASE.2 products are available from a number of suppliers.  Some of these have been through interoperability testing for certain conformance blocks with a version of TASE.2 which preceded the publication of the international standards for TASE.2. None have been tested against the final published standards.

Many products are in current use where interoperability between products from different suppliers is being met.  Therefore, the urgency for testing is probably somewhat less than for the CASM devices, which are newer.  Note that the Second Edition of the TASE.2 standards is now out as a CDV for approval. This edition contains a number of corrections, revisions, and additions to the First Edition, which is the currently published version. When the Second Edition is published, there will be more importance in testing.

3.2 UCA(Clients and Servers

UCA(devices to be tested based on GOMSFE building block “Bricks” and device modeling principles, for example:

· RTUs

· Meters

· Load Tap Changer Controllers

· Capacitor Bank Controllers

· Switch Controllers

· Automated Switch Controllers

· Circuit Breaker Controllers

· Recloser Controllers

· Distribution Feeder Protection & Control

· 138 kV Transmission Line Protection & Control 

· 345 kV Transmission Line Protection & Control

· Bay Controllers

· Power Quality Monitors 

· HMI

4 Scope of testing

The testing and certification capability provided by the planned test procedures includes conformance, interoperability, and performance testing for UCA( equipment for EPRI Member Utilities and vendors. The basis for conformance is the IEEE TR 1550 report, which includes CASM and GOMSFE. These types of testing are defined as follows:

Conformance Test: Verification and validation that the functionality described in governing functional requirements specifications is satisfied by the DUT.

Interoperability Test: Validation of the capability of the DUT to interoperate with devices from other suppliers.  This will involve a limited set of tests for both normal and error conditions. This is a less rigorous test than conformance testing, but will be more readily available and offered at lower cost.

Performance Test: Validation of operation of the DUT under stress conditions, including testing of completion of critical real-time operations and loading during simulated catastrophic peak conditions.

4.1 Scope Statements:

3. The UCA( Certification will focus on the utility specific services and protocols defined in TASE.2, CASM, and GOMSFE in Layer 7 of the OSI reference model. It will not include certification testing of the ISO/IETF standard protocols in layers 1-6 as defined in the UCA( communication profiles (see IEEE 1550 Part 2, UCA( Profiles).  A prerequisite for UCA( testing and test certification will be that the device supplier can demonstrate that these layers are compliant with at least one of the UCA( profiles and the profiles have been verified or tested prior to start of UCA( testing.

4. While these procedures will lead to UCA(  product certification, such certification is not a substitute for FAT and SAT of specific project systems (see Section 6.6 for how the certification fits into device procurement steps). 

5. These test procedures do not include checks for IEEE SWC and environmental requirements. 

6. Reliability of the device to run without failure will be validated for a 48-hour period of time.

7. Testing of network management functionality is not included.  However, security functionality defined as part of CASM will be validated.

8. UCA( Station management (time synchronization) will be tested for conformance. 

9. Conformance test includes verification of correct mapping of CASM services, objects, and types to MMS. Conformance includes validation of all model definitions and proper use of CASM modeling classes and relationships (i.e., server, logical device, device identity, device model, functional component, data object, data set, and reports)

10. Conformance includes validation of data types for data objects.

4.2 Disclaimer Statements

UCA( “Product Certification” means that a given product has passed the tests given in the UCATM User Group approved “Certification Test Procedure”.  While every reasonable effort will be made to develop complete procedures, there is no absolute guarantee that a product that has passed the procedure will interoperate with another device or is conformant to UCA(.  There are several reasons for this: 1) Devices under test will be exercised in a test environment that may not correspond completely with the environment under which the devices will be operated, 2) There may be differences in Software, Hardware or the Database of the devices tested versus the devices placed in the field, 3) There may be differences in interpretation of the UCA( Specifications or the options therein that are not brought out by the test, 4) Some combination of input conditions and/or anomalies (there are an infinite number of possibilities) may cause communications problems and/or device failure and only a finite number of these can be reasonably tested under the certification process.  It is recommended that devices be tested thoroughly in the field after passing the certification test to bring out, as much as is reasonably possible, possible failures that could occur in the final operational environment.  Users of the test certification procedures are expected to use their expertise to completely satisfy themselves that the devices under test meet their requirements.  

Passing the certification test provides reasonable assurance the devices meet UCA( service and protocol requirements.  Applications are not tested.  Anomaly, error inputs, performance and stress tests shall be included as it is easier to cover these in a controlled test environment or under simulation. The procedures will be developed by a group of industry experts under the guidance of the UCATM User Group and are intended to serve as an enhancement to users.  However, the users must rely on their own skill and judgment in applying the given tests.

5 Assumptions

11. There will need to be a user guide on how to use the test procedures, since no product will be expected to support all the UCA(-2 services for which test procedures are developed. 

12. Conformance testing will be performed against a virtual test system standard (Described in a PIXIT) provided as part of any given test facility or test tool.

13. Conformance testing will validate all functionality described in the ICCP, CASM, and GOMSFE standards specifications.  For purposes of this estimate, the following specifications were used:

· For ICCP, the published standards IEC 60870-6-503, 702, and 802.

· For CASM, TR 1550, Part 3

· For GOMSFE, TR 1550, Part 4

14. Each procedure will be formatted in table form, with expected results for each step clearly identified.  In many cases, more detail than currently available in the IEEE 1550 specification will be required, including precise descriptions of expected results and details on each possible error condition.

15. A database will need to be defined to serve as a benchmark for all tests to be performed with selected names and values defined to verify correct operation.

16. A test configuration will need to be defined to show required instrumentation and connectivity.

17. The test procedure document will be similar to the UCA(-2 Test Plan April, 1998, in terms of the formatting of sections and content.  The level of detail for each procedure provides a basis for estimating the amount of effort required to prepare the UCA(2 test procedures.

18. A test report and pass/fail statement may be issued by a testing organization in the form of a “Test Declaration” by referencing these procedures.  A sample Test Declaration will be included in an appendix to the procedure document.

19. Interoperability tests requires N*N tests for N devices.  Interoperability tests require a different kind on certification. An interoperability test only applies to the products under test. 

20. Self-test of devices by the vendor is mandatory.  (i.e. vendors must be able to run all tests.) 

21. The UCA( User Group shall maintain a list of  “devices, which claim compliance” based solely on the test pass statements made by the test organizations. Test results, definition details on the products would be available only from the vendor or utility that funded the tests; so it is not the responsibility of the User Group to keep this level of detail.

22. A representative number of error condition tests shall be defined in the procedures; error conditions must result in predictable non-failure of the device.  Some portions of the test are free form to allow additional undefined tests or more comprehensive error input tests.  For these tests, the report shall give both the inputs and the results so the tests may be repeated if necessary.

23. The certification test shall include a 48 hour continuous run where a nominal high level of messages and protocol activity is generated to ensure that the device will hold up for a long period under a fairly heavy communication load.

24. Additionally, the procedures include stress tests to ensure that the device will not fail under high activity.  (“High Activity” is defined on a per device basis based on utility use specifications.)

25. Performance tests shall also be included to verify that responses to messages and controls are timely under the specified activity levels.  It is noted that these types of tests may not be possible except in a controlled test environment such as that specified by these certification procedures.

26. Given the intended use of these procedures and the disclaimers, users are advised to include warranty statements in any procurement specifications that clearly spell out the responsibilities and limits of liability of the vendor who uses these procedures in unit testing or has had their products certified.  The testing organization and the authors of these procedures are not providing a warranty statement and have no liability for products based on the test procedure use.
6 The Test Process 

In this Section, the key elements in the test process are outlined:  completion of test procedures, coordination with relevant standards groups, and how vendors and users would use Test Procedures in the development, procurement and testing of UCA( devices.  (Under the assumption that the UCATM User Group has reviewed and accepted the Test Plan  and test facilities and certification procedures for UCA( have been established.)

6.1 Test Plan

The Test Plan, this document, defines the scope of testing for UCATM, outlines the Test Procedures, and covers the overall test process. This document preparation shall be the first step in the test process and key to all the steps that follow. The Test Plan shall be subject to an open review and then placed in the public domain. 

*** Editor Note: After review, this section shall be modified to reflect that the review process has been completed.

6.2 Coordination Issues

6.2.1 Definition of the Open Process/Review Procedures

This Test Plan shall be prepared and reviewed in an open process. At this time, KC Associates has been assigned the duty of Editor for the test documents under current EPRI projects. The ownership of the test plan will transfer to the UCATM User Group once it is in place.  The charter of the UCATM User Group will define the voting and consensus procedures for the open process (the assumption is that the IEEE consensus rules would be used). Portions of the plan, such as the schedule, will be interim and replaced after the initial draft of the Test Procedures have been completed and approved by the UCATM User Group.  It is intended that both the Test Plan and the Test Procedures be long-term documents that will be updated as necessary when new functions are added for testing or test results show that the procedures need to be changed. 

6.2.2 Liaison with Standards Bodies

The documents shall be turned over to the appropriate standards bodies such as the SCC36, responsible for TR 1550 (also known as UCA(), and the IEC (for input to Clause 10, Testing, of 61850 for Substation Communications and TASE2 for Control Center Communications).  The Test Plan will include concepts from the on-going test related definition activities of appropriate IEEE and IEC groups. The UCATM User Group charter will identify IEC and IEEE liaison procedures to ensure all the rules for an open process have been met. 

6.2.3 Handling of Review Comments/Document Changes

A formal method of reporting and handling review comments or test results which lead to test document changes (identifying author, problem statement, possible results and subsequent resolution) shall be setup as defined in the UCATM User Group charter. For this Test Plan, KC Associates shall follow the present procedures for documenting review comments and changes as defined for the Substation Initiative Technical Issues (Tissues). (Comments are tracked and posted using a spreadsheet form giving author, comment, and suggested resolution.) All subsequent changes to the test documents shall also be reviewed in an open process as covered in the previous subsection. 

6.3 Test Procedures

Each of the subsections here are intended to describe the kinds of things that will be in the Test Procedures, including possible test configurations and details on the test steps identifying the test, test inputs, expected results and pass/fail criteria that shall be developed using these test plans and the outlines given herein. Procedures will be developed for each of the types of tests: Conformance, Interoperability and Performance as noted in Section 4 and outlined in Section 7. Other sections of this plan cover the scope and additional details regarding testing methods. 

6.3.1 Test Architecture for Conformance

In this, and the next few subsections, the possible configurations and approaches for Conformance testing are given. As noted in the scope sections of this test plan, there is no guarantee that a device that passes the conformance tests will meet all the requirements of UCA(. Also, the Test Procedure for the Conformance Test defines a virtual test “concept” that may be implemented in any number of actual test devices. The execution of the Test Procedure, not the actual test devices used, is what determines pass/fail (the test devices will be qualified in a PIXIT statement to identify any special constraints or testing limitations of the test devices and configuration). 

Clause 7.5 of ISO 9646-1 prescribes four (4) different abstract test methodologies.  One possible method identifies an external Remote Test Methods architecture.  The choice of this method implies the following constraints:

An IUT shall not be forced to perform a function for which it was not designed to perform.

This means that some of the test cases may not be able to be executed against an IUT since the IUT was not designed to respond in the expected manner.  In these circumstances, the failure to generate the expected response shall be marked as a “NOT TESTED”.  

The IUT may need to be configured/programmed to respond to pre-determined Test Coordination Procedures (such coordination requirements shall be set forth within this document).  If the IUT cannot implement the coordination procedure, then the IUT shall be viewed as not being designed to perform this particular test. In these circumstances, the failure to generate the expected response shall be marked as a “NOT TESTED”.  

A vendor of an IUT will be required to supply PICS/PIXIT information in order to allow the conformance test software to be appropriately configured.

6.3.2 What is to be Conformance Tested?

It is the philosophy of the conformance tests, set forth within this subsection, to test an IUT in the following areas:

1. Normal Behavior

2. Abnormal Behavior

3. Object Conformance

4. IUT Vendor Specific object conformance tests

These tests shall only verify the underlying communication protocols through the manipulation of MMS Protocol Data Units (PDUs) and application level objects.  OSI, TCP/IP, and GOOSE communication profiles will be able to be tested.

6.3.3 UCA( Test Configurations 

This subsection details test structures and architectures that may be used to conformance test an actual UCA( implementation or device. First the architectures are covered, and then look at the hardware and software of a straw-man test configuration. For the purposes of scoping the test effort, the assumption is that the testing software is based on off-the-shelf products.

***Editor Note: The User Group draft charter allows for procurement of test tools. The group shall decide which tools are to be procured and how such procurement will take place. Any test tools used for “Certification” must use the approved procedures. Also, the test tools shall be made available to both buyers and vendors in the User Group and fit the disclaimers, scope and assumptions given in Sections 4 and 5 above. 

6.3.4 LAN/WAN Test Configurations

Examples of the test configurations we anticipate will be used are shown here.   Other than the use of the router, both test architectures are the same.

Figure 1:  LAN Based Test Architecture
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Figure 2:  WAN Based Test Architecture 
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The Config(configuration) of the Implementation Under Test (IUT) is required in order to implement communication connectivity and some of the Test Procedures.

 

*** Editor Note: Script based testing, will provide flexibility and extensibility for testing of UCA(.  Testers could readily add new tests or change tests by changing scripts and definition files.

The general flow of the testing is the following:

1. Test scripts will be executed. 

2. The test scripts will parse the test information file in order to determine the number of repetitions, test topology (LAN/WAN), and other information.

3. The test scripts will invoke a UCA(-2/Stack in order to communicate with the Implementation Under Test (IUT). (The assumption is that the UCA(-2/Stack Package can be provided by any qualified UCA(-2/Communications Supplier.)

4. The test scripts will determine the status (e.g. PASS or FAIL) of each test case.

5. Upon the determination of PASS/FAIL, the scripts will update file that holds the test results. Some of the test cases require manual execution or observation, therefore, a manual update of the file will be required.

6.4 Formal and Informal Testing

The test procedures outlined in this Test Plan are intended for use both in a formal and informal manner. Informal tests may be conducted during the development of devices by vendors or users and the appropriate test procedures used as a checklist of items that should be tested for conformance to UCA(. Formal tests include Certification of devices by vendors or users prior to delivery of devices to a customer. “Certification” of the device is then signified by an issuance of a “Test Declaration”, following the rules given in the Test Procedure, that identifies the device and the tests run. Portions of the Test Procedures may then be used for the sequence of acceptance tests after certification as a check of communications in the final configurations of delivered systems. Subsection 6.6 covers the steps of development and testing for devices in greater detail.

6.5 Use of Test Tools

The execution of these test procedures will require the implementation of hardware and or software tools.  Test tools will likely be available from multiple sources.  The Test Plan and Test Procedures have been deliberately prepared to be independent of any test tool. Test scripts could be used to automate the testing given in the Conformance Test Procedures. Other tools, such as LAN monitors, could be used in testing to trace activity and report results, or in generating high activity at the Ethernet LAN level to simulate overload and to stress test devices.  Additionally, some monitors are expected to be installed in the field configurations to continuously monitor for problems and assist users when new functions or devices are added in the future. (See the preliminary specifications for “Substation LAN Application Management” prepared by HydroOne and ComEd, Reference 9.)

The draft UCATM User Group charter allows the group to identify and procure test tools for the benefit of all.  Methods for procuring the test tools will be reviewed and finalized by the UCATM User Group.

6.6 Procurement Steps

This subsection covers the steps a utility might take in procuring UCA( devices and following the test process given in this plan. 

1. Specification: Write specifications for the desired device. Include UCA( requirements and testing desired.  Payment milestones should be tied to completed tests and certification.

2. Vendor Selection: Follow normal procurement procedures and contract vendor selection. This enables the purchaser to make sure vendor supplies certified products.

3. Certification: During development of the specific device, the vendor would have run unit and UCA( “Certification” tests to verify that the device meets communication requirements for the UCA( protocol with the desired features.  The “Test Declaration” from an accredited test lab (one authorized to run UCA( tests) would identify the device, operating system, and UCA( PICS (Protocol Implementation and Conformance Statement) giving the features and options (such as Object Models, Basic Read/Write, Select Before Operate, Events, Automatic Reports, Time Sync, etc.) that were certified. “Certification” means that approved procedures have been completed to test a device in a formal environment with results documented in a “Test Declaration”. Some of the tests may be done remotely over the Internet.  Other tests, such as performance/response, would be done at a lab facility. The vendor can save money by having a universal platform as the basis of the certified product and so the platform related tests may only need to be done once for an entire set of products.  Further, the vendor is not responsible for running the tests nor spending money to develop an entire set of test procedures as this will already have been done for the industry. In considering interoperability test certification, a check would be required to see if the particular vendor’s products have already been interoperability tested with the other vendor’s that they have to interoperate with.

The cost of testing would be part of the product cost but is a fraction of the cost if the utility had to pay the entire amount. The UCA( Certification shall focus on the communication protocols at all layers of the OSI Model, Common Application Service Model (the UCA( Services at the top) and the Object Models (such as GOMSFE).

4. Factory Acceptance Test (FAT): Traditionally this is a complete test of an integrated system at the vendor facility with the application functions, data base, HMI, displays, logs, etc. unique to the purchasing utility’s system.  These applications are the added value that the given vendor can bring to the market.  There would be a high level of confidence that UCA( communication conformance and interoperability with other conforming devices has been met through the earlier Certification process. Those tests of UCA( communications that were part of Certification need only be spot checked at FAT as a reliability check since focus is on special applications. 
5. Site Acceptance Test (SAT):  For Traditional systems upon completion of FAT, delivery is be made to the utility.  At this point, a Site Acceptance Test is run to verify that the system will operate properly in the field.  For devices the SAT would likely be divided into parts with a lab staging and acceptance test run first (LAT), where the device is connected in a controlled environment to check IEEE SWC, environmental, operation with other delivered IEDs to check performance, sizing, etc.  After this step, the field test (FT) is started with hookup in the substation (or to other utilities if ICCP/Tase-2 is included). The FT may involve a fairly long period while the device is connected to real end-devices, other utility equipment, other vendor IEDs, and the utility LAN and WAN.  Reliability of the device to run without failure and maintenance procedures would be checked. The FT is done in stages and the utility may disable controls or protection features of the device while an end-to-end check of the database, alarms, events is done to preclude any false operations.  (Note that an external lab could conduct the LAT but the FT must be at the utility site with the real devices.) After a satisfactory period where the device operates correctly, cutover to full operational status is done. Upgrades and changes may be made to the devices in the field by remote connection to the vendor. The ability to have the upgrades tested through Certification is a definite plus and adds to the ease of maintenance, and lower lifetime costs, of UCA( conformant devices with self-defining capability.  

7 Organization of test Procedure document

7.1 Conformance Test Document

The UCA(2 test procedure document for conformance testing is assumed to have the following organization:

Section 1. Overview. This section gives the purpose of the tests and the controlling specifications against which conformance is to be tested.

Section 2. Notes and Assumptions. This section provides the common ground rules and assumptions that apply to all test steps, unless otherwise indicated.

Section 3. Definitions. This section defines the terminology used in the test procedures and any abbreviations or labels used to define system states.

Section 4. Equipment Configuration. This section describes the test configuration needed for conformance testing.

Section 5. Software Configuration. This section describes the software configuration and parameter values to be used by the DUT.

Section 6. Pretest Review. This section provides a checklist of preconditions that must be satisfied before testing can commence. This includes a review of the vendor’s documentation and comparison to the applicable UCA(-2 requirements as well as equipment/software review.

Section 7. Conformance Test Procedures. This section contains a complete list of all the procedures for testing conformance with the controlling documents. Each procedure comprises the following:

· Description of desired behavior. This provides a high level description of the functionality being tested.

· Test procedure steps. This provides a step-by-step set of procedures and expected results. The number of steps will vary from 2 to 20 with 10 assumed as an average.

Section 8. Table of Compliance. This table provides a template for recording the score of each test.

Section 9. Reference Documents. A list of all relevant documents, specifically those comprising the specifications against which conformance is to be tested.

7.2 Interoperability Test Document

The (-2 test procedure document for interoperability testing is assumed to have the following organization:

Section 10. Overview. This section gives the purpose of the tests and the controlling specifications for interoperability testing.

Section 11. Notes and Assumptions. This section provides the common ground rules and assumptions that apply to all test steps, unless otherwise indicated.

Section 12. Definitions. This section defines the terminology used in the test procedures and any abbreviations or labels used to define system states.

Section 13. Equipment Configuration. This section describes the test configuration needed for interoperability testing, including instrumentation to troubleshoot and pinpoint source of invalid test results.

Section 14. Database Configuration. This section describes the database configuration and parameter values to be used by each product participating in the interoperability test.

Section 15. Pretest Review. This section provides a checklist of preconditions that must be satisfied before testing can commence. This includes a review of the vendor’s documentation and comparison to the applicable UCA(-2 requirements as well as equipment/software review.

Section 16. Interoperability Test Procedures. This section contains a complete list of all the procedures for testing interoperability with one or more vendor’s products. Each procedure comprises the following:

· Description of desired behavior. This provides a high level description of the functionality being tested.

· Test procedure steps. This provides a step-by-step set of procedures and expected results. The number of steps will vary from 2 to 20 with 10 assumed as an average.

Section 17. Table of Compliance. This table provides a template for recording the score for each participating vendor upon completion of each test.

Section 18.  Reference Documents. A list of all relevant documents, including test configuration and test database documents.

7.3 Performance Test Document

*** Editor Note: Performance requirements (sizing, response, ability to handle overload) have been defined in other documents (see Reference 10 for Substations); the specific test configurations of the devices under test will further constrain the possible performance tests. Also, some performance requirements will be user defined for a specific application such as the number of points and type that an IED needs to handle. Test tools may be used to simulate LAN input. It is assumed that the test procedures will only address common performance tests.

The UCA(-2 test procedure document for performance testing is assumed to have the following organization:

Section 19. Overview. This section gives the purpose of the tests and the controlling specifications for performance testing.

Section 20. Notes and Assumptions. This section provides the common ground rules and assumptions that apply to all test steps, unless otherwise indicated.

Section 21. Definitions. This section defines the terminology used in the test procedures and any abbreviations or labels used to define system states.

Section 22. Equipment Configuration. This section describes the test configuration needed for performance testing, including necessary instrumentation to validate test results. It is expected that additional simulation will be necessary to provide stress testing.

Section 23. Database Configuration. This section describes the software configuration and parameter values to be used for the performance tests.

Section 24. Pretest Review. This section provides a checklist of preconditions that must be satisfied before testing can commence. This includes a review of the vendor’s documentation and comparison to the applicable UCA(-2 requirements as well as equipment/software review.

Section 25. Performance Test Procedures. This section contains a complete list of all the procedures for testing. Each procedure comprises the following:

· Purpose of test. This describes the type of performance being tested.

· Test conditions. This describes the specific conditions that will be simulated.

· Description of desired behavior. This provides a high level description of the performance expected.

· Test procedure steps. This provides a step-by-step set of procedures and expected results. The number of steps will vary from 2 to 20 with 10 assumed as an average.

Section 26. Table of Compliance. This table provides a template for recording the score for each test.

Section 27. Reference Documents. A list of all relevant documents, including test configuration and test database documents.

8 Anticipated Levels of Development for Test Procedures

It is anticipated that the UCATM User Group will need to implement test procedures in a number of “levels” or subsets of test procedures will be required, based on the varying needs of the utilities and vendors.  It is further anticipated that these “levels” will be developed in at least two phases.   The thought here is that the first phase of development will address test procedures for the most commonly used services and objects. The second phase would cover those services and objects contained in the reference standards documents but that are not commonly implemented or are optional features. Each of the levels would have different “bars” that must be cleared for success. For example, Level 1 would be the most basic and stable services and objects of UCA(-2. In this document, we have completed a definition of draft Level 1 scope. 

*** Editor Note: Need further definition of levels. This depends on the finalization of the IEC 61850 CDV, due April, 2001 and GOMSFE presently at Version 0.91. GOMSFE 0.9x is due by January 2000 for the next Substation Demonstration Initiative Meeting.

For CASM/GOMSFE, all operations are included in Phase 1 except creation/deletion of logical devices and all reporting operations except the basic Report (unconfirmed) and report by exception (RBE). All basic building bricks and measurement units are recommended to be included in Phase 1, along with a GOOSE test to ensure GOOSE is working appropriately.  For phase 2, the “bar” might be raised to include all of the Logical Nodes included in Section 7-4 of IEC 61850 and report by exception (RBE).

For TASE.2, Phase 1 it is recommended that Conformance Blocks 1,2,4,5, and 8 for all mandatory operations and actions be included. For Phase 2 the “bar” might be raised to include  Conformance Blocks 3,6,7, and 9 plus all optional operations and actions. A complete list of the TASE.2 operations and actions is contained in Section 10.

Phase 3 might include procedures to test applications that sit above the UCA( communications services and basic object models.  This is considered future work to be addressed by the UCATM User Group.  

*** Editor Note: May want to include some basic GOMSFE model testing for validity of data model exchange, storage of data base items, etc. that falls into the area of application support.

8.1 Level 1:  Testing of Basic UCA( and CASM services

This testing allows for verification that the implementations pass the basic Conformance Test Procedures (against an appropriate test system) and that test results are generated in a consistent manner.  No external stimulus or inputs are required for this test level. It is anticipated that an independent entity could perform this testing via the internet using script based test cases, that would be made available to all vendors and utilities desiring to test in-house, prior to submitting devices for “level 1” certification, or purchasing.

8.2 Level 2:  Testing of services with external inputs and     programming

This testing level allows for verification to validate that the Voltage levels acquired by devices are in fact the proper voltage reading.  In order to accommodate this level, the testers will need to create their own test scenarios so that their external signal generators can be applied. This level would  be used vendors in the factory to check their applications and by utilities for vendor equipment acceptance.  It is anticipated that this test would be run by either an utility or commercial independent laboratory. This would include “level 1” scripts in addition to “level 2” scripts, and include a controlled device loading that would ensure that all devices were put through the same operating scenarios and “paces”

8.3 Level 3:  System Integration/Application Interoperability Testing

This level would test particular interoperability between various vendor's equipment and a select set of applications (typically utility system specific).  This is where issues such as interpretation of events, GOOSE messages,  or COMTRADE file naming and file access come into play. This level of testing could be used by system integrators or utilities to stage and test interoperability of system components. Level 3 will be covered in the procedures (see the outline in Section 8) but only through the interpretation of GOMSFE objects and the interface to applications. Application testing would be specific to each utility and so is not a candidate for common test procedures.

8.4 Level 4:  Factory Acceptance Test

This level tests an integrated system prior to installation in the field. It is assumed that the Test Procedures developed against these test plans would be a subset of an overall factory acceptance test since focus in the plan is on UCA communications and protocol testing.  The plan will not directly address Level 4, since the most likely implementation scenario is to integrate devices in the field, and an actual FAT may never be required.

8.5 Level 5: Field Testing

This level tests an integrated system after installation in the field. The plan will not cover Level 5. It is anticipated that this level of test could be performed at selected utility substations with high electrical noise, that would be configured for monitoring devices while operating in a real-world environment for a period of perhaps 2-3 months.

9 CASM/GOMSFE 

This section describes the services and objects to be tested for CASM and GOMSFE, based on the IEEE 1550 documents. The Appendix, Section 14 covers additional testing requirements.

9.1 CASM

This section describes the CASM services to be tested.

	Service Models
	Service
	Phase 1
	Phase 2

	DataObject
	GetDataObjectValues

SetDataObjectValues

SetDataObjectValues (unconfirmed)

GetDataObjectAttributes

CreateDataObject

DeleteDataObject
	x

x

x

x

x

x
	

	DataSet
	GetDataSetElementNames

GetDataSetValues

CreateDataSet

DeleteDataSet
	x

x

x

x
	

	Server
	GetLogicalDeviceList

GetCapabilities
	x

x
	

	Association
	Initiate

Conclude

Abort
	x

x

x
	

	LogicalDevice
	GetDataObjectsList

GetDataSetsList

CreateLogicalDevice

DeleteLogicalDevice
	x

x


	x

x

	Device Control
	Select

Deselect

Operate
	x

x

x
	

	BlobData
	DownloadBlob

UploadBlob
	x

x
	

	Reporting
	Report (unconfirmed)

GetLogControlBlock

SetLogControlBlock

CreateLogControlBlock

DeleteLogControlBlock

GetLogControlBlockNames

QueryLog

EmptyLog
	x
	x

x

x

x

x

x

x


9.2 GOMSFE

This section describes those portions of GOMSFE that will be tested. Because only the Basic Building Bricks in Section 7 rather than the device models in Sections 8-12 are being standardized, these test procedures will be confined to the Basic Building Bricks and the Measurement Unit only. 

9.2.1 Basic Building Bricks

See GOMSFE .92 for list of bricks that will be tested.

10 TASE.2

10.1 TASE.2 Services and Protocol

This section lists conformance requirements for services and protocols for TASE.2 implementations. The tables below are taken from the PICS included in the published TASE.2 standard IEC 60870-6-503. Throughout these tables, the entry O implies optional, and Mn implies that the construct is mandatory for conformance block n.
	Association Management
	Client
	Server
	Phase 1
	Phase 2

	Supported Features
	M1
	M1
	X
	

	QOS
	O
	O
	
	X

	Associate Operation
	M1
	M1
	X
	

	Conclude Operation
	M1
	M1
	X
	

	Abort Operation
	M1
	M1
	X
	


	Data Values
	Client
	Server
	Phase 1
	Phase 2

	Data Value Model
	M1
	M1
	X
	

	VCC-specific scope*
	M1
	O
	X
	

	ICC-specific scope*
	M1
	O
	X
	

	Get Data Value Operation
	O
	M1
	X
	

	Set Data Value Operation
	O
	M1
	X
	

	Get Data Value Names Operation
	O
	M1
	X
	

	Get Data Value Type Operation
	O
	M1
	X
	


	Data Sets
	Client
	Server
	Phase 1
	Phase 2

	Data Set Model
	M1
	M1
	X
	

	VCC-specific scope*
	M1
	O
	X
	

	ICC-specific scope*
	M1
	O
	X
	

	Create Data Set Operation
	O
	O
	X
	

	Delete Data Set Operation
	O
	O
	X
	

	Get Data Set Element Values Operation
	O
	M1
	X
	

	Set Data Set Element Values Operation
	O
	M1
	X
	

	Get Data Set Names Operation
	O
	M1
	X
	

	Get Data Set Element Names Operation
	O
	M1
	X
	


	Accounts
	Client
	Server
	Phase 1
	Phase 2

	Account Model
	M8
	M8
	X
	

	Query Operation
	M8
	M8
	X
	


	DS Transfer Sets
	Client
	Server
	Phase 1
	Phase 2

	Data Set Transfer Set Model
	M1
	M1
	X
	

	Start Transfer Operation
	M1
	M1
	X
	

	Stop Transfer Operation
	M1
	M1
	X
	

	Get Next DSTransfer Set Operation
	M1
	M1
	X
	

	IntervalTimeOut
	O
	M1
	X
	

	ObjectChange
	O
	M2
	X
	

	OperatorRequest*
	O
	M1
	X
	

	IntegrityTimeout
	O
	M2
	X
	

	OtherExternalEvent*
	O
	M1
	X
	

	EventCodeRequested*
	O
	M1
	X
	

	Start Time
	M1
	M1
	X
	

	Interval
	M1
	M1
	X
	

	TLE
	O
	M2
	X
	

	Buffer Time
	O
	M2
	X
	

	Integrity Check
	O
	M2
	X
	

	DSConditions Requested
	O
	M1
	X
	

	Block Data
	O
	M3
	X
	

	Critical
	O
	M2
	X
	

	RBE
	O
	M2
	X
	


	Time Series Transfer Set Objects
	Client
	Server
	Phase 1
	Phase 2

	Time Series Transfer Set Model
	M9
	M9
	
	X

	Get Next TSTransfer Set Operation
	M9
	M9
	
	X

	EndTimeArrived
	O
	M9
	
	X

	ReportIntervalTimeOut
	O
	M9
	
	X

	OperatorRequest
	O
	M9
	
	X


	Transfer Account Transfer Set Objects
	Client
	Server
	Phase 1
	Phase 2

	Transfer Account Transfer Set Model
	M8
	M8
	X
	

	BeforeTheHour
	O
	M8
	X
	

	DispatchUpdate
	O
	M8
	X
	

	DuringTheHour
	O
	M8
	X
	

	AfterTheHour
	O
	M8
	X
	

	ActualDataUpdate
	O
	M8
	X
	

	PastHours
	O
	M8
	X
	

	ObjectChange
	O
	M8
	X
	

	OperatorRequest
	O
	M8
	
	


	Information Message Objects
	Client
	Server
	Phase 1
	Phase 2

	Information Message Transfer Set Model
	M4
	M4
	X
	


	Special Transfer Set Objects
	Client
	Server
	Phase 1
	Phase 2

	Transfer Set Name
	O
	M1
	X
	

	Next DSTransfer Set
	O
	O
	X
	

	Next TSTransfer Set
	O
	O
	
	X

	Event Code
	O
	M1
	X
	

	DSConditionsDetected
	O
	M1
	X
	

	TSConditionsDetected
	O
	M1
	
	X

	TAConditionsDetected
	O
	M1
	X
	

	Transfer Set Time Stamp
	O
	M1
	X
	


	Devices
	Client
	Server
	Phase 1
	Phase 2

	Device Model
	M5
	M5
	X
	

	Select Operation
	M5
	M5
	X
	

	Operate Operation
	M5
	M5
	X
	

	Get Tag
	O
	O
	
	X

	Set Tag
	O
	O
	
	X

	Timeout Action
	O
	M7
	
	X

	Local Reset Action
	O
	O
	
	X

	Success Action
	O
	M7
	
	X

	Failure Action
	O
	M7
	
	X


	Programs
	Client
	Server
	Phase 1
	Phase 2

	Program Model
	M6
	M6
	
	X

	Start Operation
	M6
	M6
	
	X

	Stop Operation
	M6
	M6
	
	X

	Resume Operation
	M6
	M6
	
	X

	Reset Operation
	M6
	M6
	
	X

	Reset Operation
	M6
	M6
	
	X

	Kill Operation
	M6
	M6
	
	X

	Get Program Attributes Operation
	O
	M6
	
	


	Event Enrollments
	Client
	Server
	Phase 1
	Phase 2

	Event Enrollment Model
	M7
	M7
	
	X

	Create Event Enrollment Operation
	M7
	M7
	
	X

	Delete Event Enrollment Operation
	O
	M7
	
	X

	Get Event Enrollment Attributes Operation
	O
	M7
	
	X


	Event Conditions
	Client
	Server
	Phase 1
	Phase 2

	Event Condition Model
	M7
	M7
	
	X

	Event Notification Action
	M7
	M7
	
	X


10.2 TASE.2 Data Objects

This section lists conformance requirements for data objects for TASE.2 implementations. The tables below are taken from the Section 9, Conformance, of the published TASE.2 standard IEC 60870-6-802. Throughout these tables, the entry O implies optional, and Mn implies that the construct is mandatory for conformance block n.

	Supervisory Control and Data Acquisition
	Client
	Server
	Phase 1
	Phase 2

	IndicationPoint Object
	M1
	M1
	X
	

	ControlPoint Object
	M5
	M5
	X
	

	ProtectionEquipmentEvent Object
	O
	O
	
	X


	Transfer Accounts
	Client
	Server
	Phase 1
	Phase 2

	TransferAccount Object
	M8
	M8
	X
	

	TransmissionSegment Object
	M8
	O
	
	X

	ProfileValue Object
	M8
	O
	
	X

	AccountRequest Object
	O
	O
	
	X


	Device Outage
	Client
	Server
	Phase 1
	Phase 2

	DeviceOutage Object
	O
	O
	
	X


	InformationBuffer
	Client
	Server
	Phase 1
	Phase 2

	InformationBuffer Object
	M4
	M4
	X
	


	Power Plant
	Client
	Server
	Phase 1
	Phase 2

	AvailabilityReport Object
	O
	O
	
	X

	RealTimeStatus Object
	O
	O
	
	X

	ForecastSchedule Object
	O
	O
	
	X

	Curve Object
	O
	O
	
	X

	Power System Dynamic Objects
	O
	O
	
	X


11  TEst Project Schedule

*** Editor Note: Need to expand this schedule to include greater detail after initial review of major milestones and assignment of writing tasks.

Milestones for the test project are summarized below:

1. Initial Test Plan Draft – 7/10/2000 to 1/3/2001

2. Review Meeting (at Substation Demonstration Initiative in Austin) – 1/11&12/2001

3. Complete review and update of Test Plan – 2/15/2001

4. Release Test Plan to industry – 3/1/2001

5. Start development of third party test tools – TBD

6. Start on detailed test procedures for Phase 1 – 3/1/2001

7. First third party test tools available for beta testing  – TBD

8. Draft procedures complete for Phase 1, Level 1. Have initial test capability in place and hold first interoperability test – 1/30/2002

9. Full test capability and finalized test procedures – 1/30/2003. 

12  APPENDIX: UCA(/CASM/Stack Services To Be Tested

12.1 CASM Services

See Section 9.1
12.2 Normal and Stress Testing

12.2.1 MMS and Stack Testing (normal)

	MMS and Stack Testing (Normal)

	CASM Service
	Service/Protocol being Tested
	Test Case Number
	Imp.

	M/O
	Description

	Initiate Association
	ES/IS Hello
	
	Yes
	O
	For IUTs declaring support for OSI, check that ES-Hellos are being issued properly.

	
	Ping 
Testing
	
	Yes
	O
	For IUTs declaring support for TCP/IP, check that the Ping is being properly issued.

	
	PDU Size Negotiation
	
	Yes
	M
	Test IUTs that MMSPdu sizes are properly negotiated downward. Check negotiation down from 32K.

	
	PDU Size Negotiation
	
	Yes
	M
	Test IUTs that MMSPdu sizes are properly negotiated.  Proposal of maximum minimum (64 bytes per NIST Stable agreements).

	Transport Timeouts
	OSI Transport
	
	Yes
	M
	Test to make sure that the OSI transport timeout is properly working.

	
	TCP/IP Transport
	
	Yes
	M
	Test to make sure that TCP/IP connections recover after a timeout period.


Stress UCATM Tests

	Stress Tests

	CASM Service
	MMS Service Mapping
	Test Case Number
	Imp.

	M/O
	Description

	Initiate/Conclude Association
	Initiate/Conclude
	
	Yes
	M
	Repetitive Initiate/Release Test to test for memory leaks.

	Initiate/Abort Association
	Initiate/Abort
	
	Yes
	M
	Repetitive Initiate/Release Tests to test for memory leaks.

	Aborted Initiate Association Recovery
	Initiate/Abort
	
	Yes
	M
	Testing for recovery from an aborted initiate association.

	Ping of Death
	TCP/IP Ping
	
	Yes
	M
	Issue the Ping of Death in order to test susceptibility to a common denial of service attack.


Logical Device Testing

	Logical Device Testing

	CASM Service
	MMS Service Mapping
	Test Case Number
	Imp.

	M/O
	Description

	Get Logical Device List
	GetNamedList for Domains
	
	Yes
	M
	The ability to obtain the list of CASM Logical Devices.

	
	Check that DI exists
	
	Yes
	M
	The testing that a GOMSFE brick DI exists within each detected Logical Device

	
	Check that GLOBE exists
	
	Yes
	M
	The testing that a GOMSFE brick GLOBE exists within each detected Logical Device.


12.3 Object Model Tests

There are several important items to verify within this scope of testing:

1. That the structure of the GOMSFE bricks is correct.

2. That the mandatory FC attributes are present and implemented properly.

3. That the implemented optional attributes are implemented properly.

4. That the brick structure can be accessed through the use of MMS Alternate Access or via the UCATM flattening of the brick structure.

5. That the readable/writeable attributes of the attributes are properly implemented. (Due to this abstract test suite being vendor neutral, it is not possible to test the appropriate range of values being written since there may be internal implementation restrictions that are smaller than the GOMSFE specified range.)
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�PAGE \# "'Page: '#'�'"  �Page: 16��� I would suggest renaming this section to “test configurations” rather than “architecture”.  I don’t think they are the same thing, and this section seems to deal primarily with equipment configurations and networks.


Also, these test configurations are only appropriate for conformance testing, not interoperability testing or possibly performance testing either, where simulation is probably required to stress test. I suggest you need separate discussions of configurations for interoperability testing.
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